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Abstract :  The region of Malware Detection is not new, Malware is a malicious code that is done to harm a computer or
network. There are three main methods are in the market to sense malware: Signature-based, Behavioral based, and Heuristic ones
methods, but to find the more accurate result in anomaly-based Malware detection Machine Learning algorithms are used.
Therefore this study is based on choosing the best machine learning classification methods for the detection of malware. In this
work, the implementation of such an efficient and versatile MDS is a profound learning-oriented manner. In This comparative
Analysis of Malware Detection We took two different datasets of Malware detection online as dataset_malwares.csv, Data.csv of
Rows:19243, Columns:79 & Rows:10539, Columns:57 also applied four different Machine Learning classification techniques as
naive Bayes classification, the random forest classification, Decision Tree Classifier & Linear SVC Classifier for to find better
accuracy. Through both, the test conducted on Classifiers Machine Learning is verified to be successful for MDS. The best
classification method is Random forest classification which has classified the subjects with an average of 97.955% accuracy. This
can prove to be a useful screening classification tool for detecting malware in systems (MDS) and networks (NMDS).

Index Terms/Keywords - Accuracy in Classifiers, Malware Analysis, Malware Classification, Malware Detection, ML
Classifiers, Random Forest Classifier

l. INTRODUCTION

In today's computer environment, data and application protection is most important due to the development and global
enhancement in IT. The sharing of communication and information technologies that generate new value-added services through
various cyber threats, and Malwares. They have built online services for the benefit. Nonetheless, cyber security risks also are
growing because as Internet contact points are increasing. The Malware Detection system (MDS) is an important safety concern
today. A Network Malware Detection System (NMDS) assists server administrators to identify network security vulnerabilities
within their operations. However, when a stable and powerful NMDS is designed for unpredictable and unforeseeable attacks,
several problems occur. For big organizations, device security is an integral part of now days. Frameworks for Intrusion Malware
Detection system (MDS) are becoming exceptional for positive guarantee against constantly changing assaults in terms of size and
complexity. They must be easy and reliable to control with information integrity, insulation and accessibility and low maintenance
costs. Every time, different changes are connected to MDS to learn and cope with new assaults. Arwa Aldweesh et. al. [1] the main
simulations evaluating deep learning for malware detection were evaluated and compared, as well as the current sample was based
on historical ones. It provided an interesting fine-grained categorization that considered different modelling aspects, namely data
input, recognition, implementation, and strategies for assessment. This thus offered an in-depth analysis of the relevant scientific
investigations in auditory learning style IDS. R. Vinayakumar et. al. [26] describes the deep Neural Network (DNN), a form of
deep learning model, to create scalable and efficient MDS for the identification and classification of unexpected and unpredictable
cyber-attacks. The constant change in network behavior system’s and the rapid evolution of attacks make it important to analyze
various datasets that are created by static and dynamic approaches over the years. This form of research helps determine the best
algorithms that can work efficiently to detect potential cyber-attacks. A thorough assessment of DNN applications and some other
classical machine-learning classification algorithms is seen on various publicly available comparison malware datasets. There are
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different type of Machine Learning concepts and formats. One of them is classification technique. Basically, classification is about
identifying in which set of categories a certain observation belongs in the system datasets. Classifications are normally belonging to
supervised learning techniques in the field of Machine Learning. A typical classification is Spam detection in e-mails in Gateway —
the two possible classifications in this case are either “spam” or “no spam”. The two most common classification algorithms are the
naive bayes classification, the random forest classification, Decision Tree Classifier & Linear SVC Classifier In this study we have
concentrated on these four classification techniques and took observations on two different datasets from Malware Detection.

The Decision Tree classifier

The basic classifier technique is the Decision tree classifier. Decision Trees be a type of Supervised Machine Learning. It basically
builds classification models and rules in the form of a tree structure. The dataset is broken down and paired like trees into smaller
subsets and gets detailed by each leaf. where the data is simultaneously split according to a definite parameter. The tree can be
clarify by two entities, namely decision tree nodes and leaves. The leaves are the decisions or the ending outcomes. And the choice
nodes are where the data is split. It would be compared to a study, where each question has an effect on the next questions. Let’s
presume the following case: If your age is greater tan 18 then you go for the Vaccination like this. Basically, by going from one
leave to another, you get closer to your result. Classification trees are of (Yes/No types) & Regression trees are of (Continuous data
types). Regression trees pass on to an algorithm where the goal variable is and the algorithm is used to forecast its value. As an
exemplar of a regression type problem, you may want to predict the advertising prices of a residential house, which is a continuous
dependent variable. This will depend on both continuous factors like square footage as well as categorical features like the style of
home, area in which the property is located and so on.

When to use Classification and Regression Trees models: Classification trees are used when the dataset wants to be split
into classes which belong to the reaction variable. In many cases, the classes Yes or No (1,0). In other words, they are now two and
mutually exclusive. In some cases, there may be other than two classes in which case a alternative of the classification tree
algorithm is used. Regression trees, on the other tender, are used when the response variable is uninterrupted. For instance, if the
response variable is impressive like the price of a property or the temperature of the day, a regression tree is used. In other words,
regression trees are used for prediction-type troubles while classification trees are used for classification-type problems.

The Random Forest classification

Random forest is a quietly good classifier, often time used and also often very efficient in correctness. It is an ensemble
classifier ended using many decision tree models in system. There are ensemble models that merge the different results. The
random forest model can together run regression and classification models. Basically, it split the data set into subsets and after that
runs on the data. Random forest models scuttle efficient on large datasets, since all calculative result can be split and thus it is easier
to run the model in equivalent. It can handle thousands of input variables without variable cutting. It computes proximities flanked
by pairs of cases that can be used in clustering, locating outliers or (by scaling) give interesting views of the data. A random forest
is an ensemble learning method where multiple decision trees are constructed and then they are compound to get a more accurate
prediction. If there is one method in ML that has grown in popularity over the last few years, then it is the idea of random forests.
The concept has been around for longer than that, with several different people inventing variations

The Naive Bayes classifier

The Naive Bayes classifier is based on previous knowledge of conditions that might recount to an event. It is based on the
Bayes Theorem. There is a physically powerful independence between features assumed. It uses uncompromising data to calculate
ratios between measures. The benefits of Naive Bayes are different. It can straightforwardly and fast predict classes of data sets.
Also, it can predict multiple classes. Naive Bayes performs superior compared to models such as logistic regression and there is a
lot less training data needed.

Support Vector Machines

Support Vector Machine or SVM is one of the nearly all popular Supervised Learning algorithms, which is used for
Classification as well as Regression problems. However, mainly, it is used for Classification problems in Machine Learning. The
ambition of the SVM algorithm is to create the finest line or decision boundary that can separate out n-dimensional space into
classes so that we can straightforwardly put the new data point in the acceptable category in the future. This best decision border
line is called a hyper plane. SVM prefer the extreme points/vectors that help in creating the hyper plane. These tremendous cases
are called as support vectors, and hence algorithm is termed as Support Vector Machine.

Linear SVM: Linear SVM is used for linearly separable data, which funds if a dataset can be classified into two program by using a
single straight line, then such data is period as linearly separable data, and classifier is used called as Linear SVM classifier.
Non-linear SVM: Non-Linear SVM is used for non-linearly estranged data, which means if a dataset cannot be classified by using
a without delay line, then such data is period as non-linear data and classifier used is called as Non-linear SVM classifier.

1.1 Facts with Supervised Learning:
e  Supervised learning algorithms are trained using labeled data using datasets
e Supervised learning model takes direct feedback to check if it is predicting correct output or not
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e  Supervised learning model predicts the output based on ML Algorithms.

e Insupervised learning, input data is provided to the model along with the output based on ML Algorithms.

e  The goal of supervised learning is to train the model so that it can predict the output when it is given new data.

e  Supervised learning needs supervision to train the model .

e  Supervised learning can be categorized in Classification and Regression models.

e Supervised learning can be used for those cases where we know the input as well as corresponding outputs.

e  Supervised learning model produces an accurate result for predictions in systems.

e Supervised learning is not close to factual Artificial intelligence as in this, we first train the model for each data, and then
only it can predict the correct output.

e It includes diverse algorithms such as Linear Regression, Logistic Regression, Support Vector Machine, Multi-class
Classification, Decision tree, Bayesian Logic, etc.

I1. OBJECTIVE
The aim of the study is to develop a different Machine Learning classification model for classifying Legitimate and malware
labels. Various classification models are used and compared based on classification accuracy for Naive Bayes classification, the
Random Forest classification, Decision Tree Classifier & Linear SVC Classifier.

I11. DATASETS

The dataset for this study we uses open source datasets. In This comparative Analysis of Malware Detection We took two
different datasets of Malware detection online as dataset malwares.csv, Data.csv of Rows:19243, Columns:79 & Rows:10539,
Columns:57 also applied four different Machine Learning classification techniques as Naive Bayes classification, the Random
Forest classification, Decision Tree Classifier & Linear SVC Classifier for to find better accuracy.

Malware

Malware

Fig. 1. Malware & Legitimate Count in dataset_malwares.csv

legitimate

legitimate

Fig. 2. Malware & Legitimate Count in data.csv

IV. ANALYSIS

The Analysis is headed by data cleaning and processing first for both the datasets. ML classification models have been used as
a case in this article to explain the process better of system. Analysis done on four different Machine Learning classification
techniques as Naive Bayes classification, the Random Forest classification, Decision Tree Classifier & Linear SVC Classifier.
Correlation is an indication about the changes between two variables herewith we have introduces following correlations for both
the datasets.
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Fig. 3. Malware & Legitimate correlations with labels in Both Datasets
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Fig. 4. Malware & Legitimate Test Data correlations with labels in Both Datasets

From the above output of correlation matrix, we can see that it is symmetrical i.e. the bottom left is same as the top right. It is
also observed that each variable is positively correlated with each other.

V. RESULTS AND DISCUSSION
Results are shown in the Table 1

TABLE I: ML Four Classification Methods Accuracy results with Both Datasets

Dataset Name GaussianNB _ RandomForest_ DecisionTree_ SupportVector_
- Acuracy Acuracy Acuracy Acuracy
dataset_ 32.0083 98.28527 40.32216 96.092085
malwares.csv
Data.csv 36.1006 97.62808 40.08539 95.986336
Average 34.0544 97.95668 40.20378 96.039211
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Fig. 6. Comparison Chart final results

V1. CONCLUSION & DISCUSSION

With the available data set, the best classification methods are Random Forest and Support Vector Machine which have
classified the subjects with Random Forest (Average) 97.95668% accuracy & with Support Vector Machine (Average)
96.039211% Accuracy. This can prove to be a useful screening & Classification tool for detecting malware in systems and
Networks. This can be used as an effective screening tool and further mechanisms like signature detection and anomaly based
detection can be deployed to improve the Malware detection system and to improve Malware Detection in Networks also.
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