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 ABSTRACT 

Communication of devices through restricted networks, unpredictable Internet access, lossy nature of 

communication links, and heterogeneous nature of IoT devices are all characteristics of RPL-based Internet of 

Things (IoT). As a result, they are vulnerable to assaults such as black holes, floods, and rank attacks, among 

others, making security for RPL-based IoT a significant concern. In this paper the black hole attack from the 

address based attack from the DAG inherited attack are simulated using cooja simulator and the power 

consumption of each device is examined.    
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1. INTRODUCTION 

The Internet of Things (IoT) is a modern-day technology especially connects everything on the planet 

via the internet [7]. To communicate with one another, connected items in an IoT system have unique 

IDs. These items can be accessible through the internet by PCs, smarphones, and IoT enabled devices 

[5]. IoT enables automated services in variety of industries, including home automation, agriculture 

business, smart cities and smart health care among others. The sensitive information collected by the 

IoT system from these fields must be protected from attackers. The most pressing issue is network 

security based on RPL.  
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2. RPL (ROUTING PROTOCOL FOR LOW POWER AND LOSSY NETWORKS)  

RPL is a protocol designed as networks with low resources. The Low Power Lossy Network is comprised of a 

small number of nodes and links. There are various LLN standards [10]. RPL is one of the standards RFC 6550. 

It’s a protocol that allows data to be routed from a source. It enables the packets transmitted to specify the 

entire or partial transmission route of the packet [8]. As a result, the reach ability of a destination should be 

evaluated before broadcasting. It is verified through the transmission of RPL control packets [1].  

 

Routing protocol (RPL) as networks with limited resources [2]. It’s a routing protocol known as Distance 

Vector. Any link in the network’s distance and direction are determined by it. The distance is a measure of how 

much it costs to go to a specific node in the network. The next hop’s address is specified by the direction. 

LLN’s like Radio Network do not have predefined topologies, such as wires connecting nodes [3]. As a result, 

the RPL protocol must efficiently discover linkages and pick nodes. It’s also a source routing protocol. It allows 

the packet’s transmitter to specify the packet’s whole or partial transmission route. The RPL’s pathways have 

been improved for traffic in both directions [6]. For topology, the root nodes will be sink nodes.  

Finally, RPL creates the DAG (Directed Acyclic Graph) structure [8]. One or more DODAGs make up the 

DAG. Each sink node will have its own DO (Destination Oriented) DAG. For maintaining and recognizing a 

topology [5], RPL employs 4 values, RPL instance ID, DODAG version number, DODAG ID and Rank value. 

RPL Power Message is identified by the value 155 in the type of field of an ICMPV6 [9] message. Five RPL 

[12] control messages are available. The code field can be used to identify the RPL control message. The actual 

field in the control message is dependent on the code.  

DIS (DODAG Information Solicitation) is used to request DIO message from the RPL node. It’s analogous to 

the router desire in IPv6, which is used for nearest location [4]. A node uses the DIS message to investigate its 

neighbors in order to find adjacent DODAGs. 

DIO (DODAG Information Object) contains data i.e. allows the node to identify an instance of RPL, learn the 

configuration parameters, identify a DODAG parent, and maintain the DODAG [11]. Its multicast and RPL 

instance ID, Version number, Rank, DTSN (Destination Advertisement Trigger Sequence Number, grounded 

flag, mode of operation and DODAG preference are the message’s base object fields.  

Destination Advertisement Object (DAO) is to transmit information about the destination in a upward direction. 

DAO message is unicasted to the root in non storing mode. The receiver acknowledges the DAO message with 

a DAO-ACK message.  

Destination Advertisement Object Acknowledgement is message receiver might be either the DAO’s parent or 

the DODAG’s root. In accept to a separate DAO message [9], this message is intended. The recipient of the 
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message could be the DAO’s parent or the DODAG’s root.  

 

Consistent Check (CC) is sent in a secure format. It’s used to synchronies the security counters between every 

pair of nodes and check the secure message counts.  

 

The building of a DODAG consists of two steps [12]; for creating routes from the root to the client, DIO 

control messages are broadcast in a downward direction, and the DAO message in order to build upward routes.  

 

For the DODAG’s construction: i) A DIO messages are sent out. It provides ID field ii) A node that is wants or 

unwilling and go to the DODAG can receive a DIO message.  

 

 

 

Fig. 1.1. DODAG Construction & Maintenance 

 

If a client node wants to join the Destination Oriented Directed Acyclic Graph, it must do the following: 

i) Add the client’s address to the sink node 

ii) Compute rank according to the objective function 

iii) Forwards the updated rank to DIO 

iv) If a node’s rank is modified, it dropped the node in the sink node to avoid loops . 

Figure 1.1 depicts the procedures involved in DODAG construction and maintenance. 
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3. CLASSIFICATION OFATTACKS 

 

RPL is vulnerable to a variety of routing attacks [11]. An attacks into two categories based on their origin: 

Address based Attacks (The manipulation of addresses is the basis of address based attacks)  and DAG 

inherited attacks (Based on manipulating version numbers, control packets, rank and other variables) as shown 

in Fig.1.2 . 

 

Fig.1.2. It shown the Classification of Attacks 

 4. BLACKHOLE ATTACK   

 

 

Fig. 1.3. Shown Cooja Environment 
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Fig.1.4. Blackhole Attack 

 

The attacker node dumps the packet silently in a blackhole attack. The attackers drop all packets that 

pass through them depicted in Fig.1.3. The attacker in the aforementioned topology in node 3. It 

discards the packet it has received.  Contiki OS has been changed in order to implement the blackhole 

attack using cooja tool shown in Fig.1.3. All data packets from its neighbor nodes were dropped by the 

blackhole attacker.  

 

 

Fig. 1.5. Final DODAG (a)Without Blackhole attacker (b) With Blackhole attacker 

 

Fig.1.4 (a), shows a Nodes are all having without attacker Fig.1.4.(b), Nodes are all having with 

attacker(Red node- Black hole attacker, Green Node- Sink)  
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POWER CONSUMPTION ANALYSIS OF EACH MOTE 

  

 

 

 

 

Fig.1.6. (a) Without Blackhole attacker 

 

Fig.1.6 (b)With Blackhole attacker 

 

 

CONCLUSION 

 

For detection of intruders, the security mechanisms provided in RPL can be examined and implemented. 

Furthermore, this evaluation will aid future into RPL related attacks and mitigation measures. There are other 

vulnerable attacks like Rank attack, and Flood attack in RPL which can be implemented as future work.  
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