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Abstract: Key-introduction resistances have reliably an essential issue in various security applications. 

Recently the key exposure problem is proposed. The solution of key exposure problem is that client has to 

update his key in every time which is a new burden to the client. In our drawing, at the time of file uploading, 

knowledge owner can transfer a file in the cloud and Proxy server TPA simply has to hold a client's mystery 

answer whereas doing while doing all these burdensome tasks on behalf of the client. The client simply has to 

transfer the encoded mystery answer from the TPA whereas transferring new documents to the cloud to boot, 

our configuration likewise enhances the client with the capability to encourage settle for the legitimacy of the 

encoded mystery keys gave by the TPA. If TPA detects some corrupted files then it gets over the proxy server 

to examining system through key presentation resistance as easy as possible. The main objective of this paper is 

to make key transparent by updating keys, the key is updated by giving the time validity, and the validity is 

provided using the time server.  
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1. INTRODUCTION 

Cloud computing can help enterprises improve the creation and delivery of IT solutions by providing them with 

access to services in a cost-effective and flexible manner [1]. Clouds can be classified into three categories, 

depending on their accessibility restrictions and the deployment model. Cloud storage is one of the service 

provided by Cloud computing in which data is maintained, managed, backed up remotely and made available to 

users over a network. Cloud storage is a cloud computing model that stores data on the Internet through a cloud 

computing provider who manages and operates data storage as a service. It’s delivered on demand with just-in-

time capacity and costs, and eliminates buying and managing your own data storage infrastructure. This gives 

you agility, global scale and durability, with  anytime, anywhere data access. Cloud storage is purchased from a 

third party cloud vendor who owns and operates data storage capacity and delivers it over the Internet in a pay-

as-you-go model. These cloud storage vendors manage capacity, security and durability to make data accessible 

to your applications all around the world. Data integrity is another part of cloud storage. Data integrity is a 

concept and process that ensures the accuracy, completeness, consistency, and validity of an organization’s 

data. By following the process, organizations not only ensure the integrity of the data but guarantee they have 

accurate and correct data in their database. The importance of data integrity increases as data volumes continue 

to increase exponentially. Major organizations are becoming more reliant on data integration and the ability to 

accurately interpret information to predict consumer behavior, assess market activity, and mitigate potential 
data security risks. This is crucial to data mining, so data scientists can work with the right information. The 

user is concerned about the integrity of data stored in the cloud as the user's data can be attacked or modified by 

outside attacker. Therefore, a new concept called data auditing is introduced which check the integrity of data 

with the help of an entity called Third Party Auditor (TPA). The TPA performs the main role of data integrity 

check. It performs activities like generating hash value for encrypted blocks received from cloud server, 
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concatenating them and generates signature on it. It later compares both the signatures to verify whether the 

data stored on cloud is tampered or not. It verifies the integrity of data on demand of the users. 

The key exposure problem, as another important problem in cloud storage auditing. The problem itself is non-

trivial by nature. Once the client’s secret key for storage auditing is exposed to cloud, the cloud is able to easily 

hide the data loss incidents for maintaining its reputation, even discard the client’s data rarely accessed for 

saving the storage space. Cloud storage auditing protocol with key-exposure resilience by updating the user’s 

secret keys periodically. In this way, the damage of key exposure in cloud storage auditing can be reduced. But 

it also brings in new local burdens for the client because the client has to execute the key update algorithm in 

each time period to make his secret key move forward. We show the system model for cloud storage auditing 

with verifiable outsourcing of key updates. There are three parties in the model: the client, the cloud and the 

third-party auditor (TPA). The client is the owner of the files that are uploaded to cloud. The total size of these 

files is not fixed, that is, the client can upload the growing files to cloud in different time points.  This paper 

focus on how to make the key updates as transparent as possible for the client and propose a new scheme called 

cloud storage auditing with verifiable outsourcing of key updates. In this paper, Third party Auditor (TPA) is a 

trusted Authority to verify, audit and check update the file key on some period of time. For uploading file, client 

needs to send key request to the TPA. TPA will send encrypted secret key to the Client and using secret key 

client will encrypt file and store on cloud. This paper show that TPA plays two important roles, one is Audit the 

data file that is stored on cloud. And second is, update secret key of the client in each time period . In addition, 

TPA will audit whether the files in cloud are stored correctly or check the integrity of data by sending a 

challenge to cloud. In proposed scheme, key updates workload is outsourced to the TPA. Additionally this 

paper use the proxy server for save the file, when client uploads the file on the cloud automatically file saved on 

proxy server, if the file is hacked TPA will retrieve the file from proxy server. 

 

 

2. EXISTING SYSTEM  

Key-exposure resistance has always been an important issue for in-depth cyber defense in many security 

applications. To address the challenge, existing solutions all require the client to update his secret keys in every 

time period, which may inevitably bring in new local, burdens to the client, especially those with limited 

computation resources such as mobile phones. In existing system not provide the full security of cloud data. In 

this system, once the client’s secret key for storage auditing is exposed to cloud, the cloud is able to easily hide 

the data loss incidents for maintaining its reputation, even discard the client’s data rarely accessed for saving the 

storage space. In most of the previous systems, They propose a novel integrity auditing scheme for cloud data 

sharing services characterized by multi-user modification, public auditing, high error detection probability, 

efficient user revocation as well as practical computational/communication auditing performance. 

 

3. ROPOSED SYSTEM  

The system model for cloud storage auditing with verifiable outsourcing of key updates in Fig 3.1 There are 

three parties in the model: the client, the cloud and the third-party auditor (TPA). The client is the owner of the 

files that are uploaded to cloud. The total size of these files is not fixed, that is, the client can upload the 

growing files to cloud in different time points. The cloud stores the client’s files and provides download service 

for the client. The TPA plays two important roles: the first is to audit the data files stored in cloud for the client; 

the second is to update the encrypted secret keys of the client in each time period. The TPA can be considered 

as a party with powerful computational capability or a service in another independent cloud. Similar to, the 

whole lifetime of the files stored in cloud is divided into T + 1 time periods (from 0-th to T -th time periods). 

Each file is assumed to be divided into multiple blocks. In order to simplify the description, do not furthermore 

divide each block into multiple sectors in the description of our protocol. In the end of each time period, the 

TPA updates the encrypted client’s secret key for cloud storage auditing according to the next time period. But 

the public key keeps unchanged in the whole time periods. The client sends the key requirement to the TPA 

only when he wants to upload new files to cloud. And then the TPA sends the encrypted secret key to the client. 

After that, the client decrypts it to get his real secret key, generates authenticators for files, and uploads these 
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files along with authenticators to cloud. In addition, the TPA will audit whether the files in cloud are stored 

correctly by a challenge-response protocol between it and the cloud at regular time. I have formalized the 

definition and the security model of the cloud storage auditing protocol with verifiable outsourcing of key 

updates. I am also going to prove the security of our protocol in the formalized security model and justify its 

performance by concrete implementation. 

 

 

Fig1.0: System Architecture 

4. Results & Screenshots: 

 

Fig.2: Login Page 
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Fig 3. SignUp Page 

 

 

 

Fig.4. Upload File Page 
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Fig.5.View Upload Page 

 

Fig.6. TPA Login Page 
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Fig.7: TPA Verification Page 

 

5. Graphical Results: 

 

 The above graph shows the outcome result of proposed system. Result shows the time accuracy. The 

blue line shows the encryption timing in existing system, the red line shows the decryption time and the green 

color is for key generation. As per graph result shows that the existing system the time for encryption is 4.4sec 

and compare to that proposed system shows 3.8sec to encrypt the data. Whereas the decryption time is 3.8sec 

and 3.2sec in proposed system and the key update time is 3sec in proposed system so time is less in proposed 

system.      

6. Conclusion: 

I have Conclude that how to outsource key updates for cloud storage auditing through key exposure resilience. 

First I will propose cloud storage auditing protocol by verifiable outsourcing of key updates. In this protocol, 

key updates are out sourced to the TPA and are transparent for the client. In addition, the TPA only sees the 

encrypted version of the client’s secret key, as the client can further verify the validity of the encrypted secret 

keys when downloading them from the TPA. That offers the formal security proof and the performance 

simulation of the proposed scheme. And we used proxy server to recover file if auditing result fail. Then TPA 

recover file from proxy server and send result to the user.. 
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