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Abstract— Steganography is a technique for hiding 

message or secret images by using image processing 

techniques. Hackers use steganography for a variety of 

tasks such as, hiding virus files payloads and script files. 

Hackers mostly use LSB (Least Significant Bit) for hiding 

the virus files. Quick stego is one of the tool using in image 

steganography. It can hide text in pictures so that only 

other users of Quickstego can retrieve and read the hidden 

secret message. Receiver can also use the same tool for 

retrieve the informations. Open puff, openstego, outguess, 

outguess-rebirth are the other tools using in 

steganography. Steganography uses some scientific 

techniques   for   hiding   message,    such    as    invisible 

int, microdots etc.. It is used to hide the existence of 

messages from the third party. 

 

II. DIGITAL STEGANOGRAPHY 

 
Fixing messages within image files on a system is a 

worldwide steganography technique. 

 

Keywords—  
 

I. INTRODUCTION 

Steganography has been obtained from two Greek 

words. The first word Stegano means "covered" or 

"protected", the second word graph means "write" or "note" 

which means "covered writing" or "protected writing”. The 

two words are thus formed together as "Steganography". 

Steganography is the technique for hiding secret messages or 

informations within an image, audio or video file. We all are 

known about Cryptography, which is used to hide our data’s 

or information from the unauthorized person by using 

encryption and decryption method. But Steganography is 

totally different from that, it cover the information using some 

media files. 

The objective of steganography is to maintain secret 

communication between two persons called sender and 

receiver. Today, DIGITAL STEGANOGRAPHY is the most 

common way of disguise the information from the 

unauthorized person. 

http://www.jetir.org/
mailto:arthiramcse@gmail.com


© 2022 JETIR December 2022, Volume 9, Issue 12                                                    www.jetir.org (ISSN-2349-5162) 

JETIR2212628 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org g172 

 

III. HOWSTEGANOGRAPHY CATEGORIZED 

• Text steganography 

 

• Image steganography 

 

• Video steganography 

 

• Audio steganography 

 

• Network steganography 
 

 

Text steganography 

Text steganography is an approach of hiding or 

covering secret text message within another text as a covering 

message or creating a cover message associated to the initial 

secret message. 

 

Image steganography 

Image steganography means the process of hiding 

the information or data or message within an image file. The 

image choose for this purpose is called the Cover image, and 

the image applied for the steganography is called stego image. 

 

Video steganography 

Video steganography, which means the process of 

covering the secret message or information within a video file. 

It is used in many fields such as, medical system, law 

enforcement, copyright protection and access control. 

Audio steganography 

Audio steganography is about the process of hiding 

the information into the audio file. It is a technique uses to 

protect the dissemination of secret message or cover their 

existence. It also may provide confidentiality to secret 

information if the information is encrypted. 

 

Network steganography 

Network steganography is a hidden communication 

technique, which make use of the legalized traffic as the 

vehicles to transfer the secret message covertly over the 

untrusted network. Bit Torrent (BT) is one of the most 

widespread point to point services for convey video files over 

wireless networks. 
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IV. IMAGE STEGANOGRAPHY 

 
Image Steganography is also an open source using in 

steganography in image files .You can use this to hide a text 

messages or some files in the image file like (jpeg, jpg, png 

etc...)This is very is to use. It is beginner friendly tool. The 

user can just select the file which you want to hide your secret 

message and select a file to hide or write the message with it. 

The algorithm used in Image Steganography is PSNR (Peak 

signal to noise ratio).There is no compromising in the quality 

of image compared to original image. 
 

V. STEGHIDE WITH ITS BYTES RANGE 

Steganography allows to hide your private file in an 

Image or audio file. There is nothing changes can happen in 

the original file. There a secret file is inside the original image 

or an audio file .Steghide is a Command-line software so the 

use need to learn a code do use this software. The commands 

are used to merge the files in image or audio file. Then you 

want to decrypt it there is a need to use a command. 

 

But there is one disadvantage in this software Long 

years ago but it works well it open only in windows 32 bit 

versions. It can uses a password to hide a private files. The file 

is encrypt and decrypt by the Rijndael-128 bits algorithm 

VI. CRYPTURE 

 

We can use this tool to vanish our sensitive 

information under the Bitmap image file. But there is one 

disadvantage in this tool the Bitmap file is eight times larger 

than the file we want to hide in the Image file .This is also a 

command-line software used in steganography. It is a small 

tool there is no need installation its size is just a 6kb. If you 

using when hiding a small amount of data. It store textual data 

in a lightweight database. It use an Advanced Encryption 

Standard with 256-bit key. 

It is a small tool to hide a confidential data under the 

Bitmap image. There is no need of installation. This is a 

simple software to use with the simple user interface .It is also 

a beginner friendly tool. 
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VII. OPENSTEGO 

 
OpenStego is the most popular tool in steganography. 

We can hide an any type of file under the many type of image 

files like Bitmap image, Graphics interchange format (GIF), 

Joint Photographic Experts Group (JPEG) , Portable Network 

Graphics (PNG), Wireless Application protocol Bitmap 

(WBMP).There is more security options are provide it 

OpenStego . It also use a password to Encrypt and Decrypt an 

information. This is a tool developed by Java. Open stego is 

uses a plugin based style and created based on Watermarking 

Algorithms like 

 
 

VIII. QUICKSTEGO 

 
Quick stego is one of the Open-source steganography 

software. It can only hide the secret information it can’t 

encrypt the information what we hide in the image file. It 

using BMP (bitmap image) format to hide the Information. 

 
 

Features of Steganography 

 

 Steganography to hide an information in 

Media files. 

 Mainly we using two features are 

o Hiding Capacity 

o Perceptual, Transparency 
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IX. THE CONCLUSION 

 
Steganography is one of the most important 

methodologies used in cybersecurity in order to protect the 

crucial data before getting transmitted to the public or private 

network. It is leveraged by the military and organizations to 

transmit a critical message from one host to another. Though 

Steganography is not implemented in wider ways but it can be 

the best security tool. The main problem of today’s world is to 

secure their data confidentially, the techniques used currently 

are not considered the best which can only be replaced by 

Steganography. 
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