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Abstract-Over the last decade, researchers in the
field of information security have focused extensively
on the topic of picture encryption, leading to the
introduction of several image encryption algorithms,
and the Internet's central role in the dissemination of
vast quantities of multimedia. The picture is one kind
of this multimedia content. The sender searches for an
encryption scheme to conceal picture data before
sending it across the network in secrecy. The purpose
of this work is to devise a color picture encryption
method that generates a random image key and
requires a minimal amount of time to encrypt and
decode images. In this case, the XOR technique is
utilized to spread the encrypted picture farther,
resulting in a more secure transmission.

Keywords:

Image Segmentation,Encryption,Decryption,Wavelet, DWT

1. INTRODUCTION

We said in the introduction that people are primarily
visual beings, meaning that they use their eyes to
interpret their environment. We use our eyes not just
to locate and classify items, but also to scan for
differences and get a "feel” for an environment with
only a few seconds of looking around. Humans have
developed highly refined visual capabilities, including
the ability to instantly recognise faces, distinguish
between different colours, and process a vast amount
of visual information in a short amount of time. But

the world is always changing, so if you stare at one
object for too long, it will likely transform in some
way. Even a large, substantial structure like a building
or a mountain will take on a different appearance at
different times of day, with different amounts of
sunlight (clear vs cloudy), and with different numbers
of shadows falling over it. Here, we focus on isolated
pictures, or “snapshots,” as they are sometimes
known. Although image processing is adaptable
enough to handle changing environments, we will not
be focusing on this aspect. For our purposes, an image
is any single photographic representation of anything.
Whether it's a snapshot of an individual, a group of
people or animals, or the natural world; a close-up of
an electrical component; or the results of medical
imaging, images come in many shapes and sizes. The
picture will not be a random blur even if it is not
recognised at first glance. An efficient way of
encrypting digital images, random image keys are
generated from the image's data and used as the
encryption key. After the key has been generated in a
secure cryptographic manner, it is used to encrypt the
image. This method provides higher levels of security
than conventional encoding methods by guaranteeing
that the image cannot be decoded without the key.
Discrete Discrete wavelet transforms (DWTS) include
all wavelet transforms that make use of discrete
sampling of wavelets and find use in both numerical
analysis and functional analysis. Because it captures
both frequency and spatial information, this wavelet
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transform is superior than Fourier transforms
(location in time).

2. PROPOSED SYSTEM

To both encrypt and decode color images, a quick
technique is presented here. The proposed technique works
for images of any resolution. Symmetric picture encryption
necessitates a shared key between the transmitter and the
receiver. In this work, we propose a novel technique for
generating an image key from the same picture or from
another image of the sender's choosing. The method relies
heavily on XOR logic. The primary concept is to sever the
image in such a way that the subjects are no longer easily
recognisable, particularly if the picture has been chopped
both horizontally and vertically into smaller and smaller
pieces. In this work, we implement this concept by
generating an image key by rotating the source picture in
three different axes. After randomly splicing and jumbling
the four photos, the XOR logic is used to produce the
image key. The following algorithm serves as an example
of the aforementioned algorithm.

Image Key Generating Algorithm Steps:

1. load a coloured photo into the system.

2. rotate the colour picture 90 degrees in each of
three directions (left, right and down).

3. Following the first two steps, we randomly
permute each picture by cutting and pasting it into
the next image.

4. Using XOR logic, step 4 yields the main key.

5. Analyzing the three main channels as the
fundamental key in a study (R, G and B).

6. rotate R through 90 degrees (left to right, up to
down and right to left)

7. rotate R and flip it so that it points in three
different directions (left to right, up to down and
right to left)

8. Use XOR to derive a new R from any of the
matrices obtained in stages 6 and 7.

9. Obtaining a new G and a new B requires a repeat
of steps 6-8. 9.

10. Create a new picture by piecing together the red,
green, and blue components.

11. Use XOR to combine the new picture from step 9
with the original image from step 1.

12. Three-channel analysis of the picture analysed in
Step 11 (R, G and B).

13. Use XOR on the RGB values to create the image's
key.

14. End.

Once a color image is loaded, the system will generate a
symmetric random image key that may be used for image
encryption. Figure 1 depicts the process through which the
Haar wavelet transform is used to extract characteristics
from each channel of the origin image, yielding four
components: low-low, high-low, low-high, and high-low.
Scrambling entails multiplying the complements of the last
three components by (-1), which flips the sign of the
elements, and then using shifting to achieve more
disorientation and confusion. Inverse Wavelet Transform
is used to achieve the distorted image in this case.
Scrambling the picture and applying XOR logic to the
resulting image key will result in an encrypted image. Last
but not least, assemble the three-channel input into a single
coherent whole in order to get the secret image.
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Figl: Proposed Encryption Algorithm

To better understand the suggested encryption technique,
its phases are laid forth below:

1. Simply input a basic color picture

2. make a password using the image's simple colors
as the key.

3. separate the color picture into its red, green, and
blue components.

4. use the Wavelet Transform to extract RGB
features.

5. mix up the letters R, G, and B.

6. Create a new picture using Inverse Wavelet
Transform.

7. Use XOR encryption using a secret key for all
channels.

8. Using the RGB channels together, make the
cypher color picture in step 8.
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9. Keep the encrypted picture.
10. End.

The picture may be decrypted using the same symmetric
key seen in fig2 thanks to a special reverse method.
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Fig2: Proposed Decryption Algorithm

The suggested decryption algorithm's stages are shown in
the following example:

1. load a simple color picture.

2. separate the color picture into its R, G, and B
components.

3. using Wavelet Transform to draw out RGB

features.

Decode each R, G, and B.

Apply the Inverse Wavelet Transform to get a

different picture.

6. use XOR decryption to unlock each channel with
the secret key.

7. reclaim the original, uncomplicated color picture

by fusing the R, G, and B channels.

Show the first photograph that was taken.

End.

o ke

©

3. RESULTS

MATLAB R2013a on a Windows PC is used to
develop the proposed encryption technique. The
suggested technique takes as input pictures of size
256 by 256 pixels in colour. Multiple checks are
considered below. Histograms, for instance, should be
taken into account in order to get insight.

The histogram is a metric from the realm of statistics
that may be used to the distribution of visual data. It
is a way to represent a colour picture by allocating a
certain amount of pixels to each value. In order to
prevent an attacker from decrypting the original
picture, it is important to ensure that the values of all

of the pixels in the encrypted version are the same, as
seen in the Figure. The same picture is divided into its
individual red, blue, and green components.

Fig3: Selected Input image

Red Component Image
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Fig6: Green component of an image with its
Histogram
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Fig7: Blue component of an image with its
Histogram Figl1: Histogram for the red channel of encrypted
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Fig8: Wavelet based decomposed image

Inverse Discrete wavelet transform of Scrambled image

Figl2: Histogram for the green channel of encrypted
image

Fig9: Inverse Discrete Wavelet transform of
Scrambled image
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Fig10: Final encrypted image for transmitting over
the channel

Figl4: Final Decrypted image using proposed
algorithm
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4. CONCLUSION AND FUTURE SCOPE

The importance of information security in data
storage and transmission is growing at the present
time. The usage of images is widespread across many
industries. That's why it's crucial to safeguard picture
information from abuse. When it comes to secret
communication or data storage, image encryption is
crucial.

We propose and develop a fast image key-based color
picture encryption and decryption technique. The
picture used to produce the image key does not need
to be the same size as the original color image. Both
the sender and the receiver have access to the same
image key, and because this image key shares the
qualities of a hash function, an attacker cannot
recover the original picture from it. When applied to a
number of statistical tests, the suggested method
produces satisfactory results and is able to encrypt
data.

At long last, just a selected region of a picture has to

be encrypted in order to be secure. Additionally, it
yields respectable performance when used as a block
cypher rather than a stream cypher. In addition,
compression of the simple picture using an image key
may be produced to save data transmission costs.
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