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Abstract— Since mobile devices have become so 

common, there is a trend toward moving practically all 

offline activity online. Due to the anonymity of the 

Internet, this breaks several security laws even though it 

simplifies our daily lives. The simplest method for 

obtaining sensitive information from unwitting users is 

through phishing attacks. Phishers seek to get private 

data, including usernames, passwords, and bank account 

details. Cybersecurity experts are searching for 

consistent and dependable methods of detecting phishing 

websites. In this research, numerous properties of both 

genuine and phishing URLs are extracted and analyzed 

in order to detect phishing URLs. Phishing websites can 

be recognized using decision trees, random forests, and 

support vector machine algorithms. 

 Keywords— cybersecurity, phishing, machine learning, website 

classification  

1. INTRODUCTION  

In our daily life, we do a lot of work on digital 

platforms. In many ways, the use of computers and the 

Internet make our work and personal lives easier. This allows 

us to quickly complete our processes and operations in areas 

such as trade, health, education, communication, banking, 

aviation, research, engineering, entertainment and public 

services. We live in a technical world and with more and 

more advances in technology, we face some serious problems 

such as external phishing or hackers getting hold of users or 

customer information by creating fake websites that have a 

general resemblance to the original website. These attackers 

can steal bank credentials and various data formats related to 

users' mail and devices. Since phishing attacks are more 

successful due to the lack of user awareness, they are more 

difficult to counter, so it is necessary to develop phishing 

techniques. Phishing attacks are the easiest way to get 

sensitive information from innocent users. Phishers aim to 

obtain sensitive information such as usernames, passwords 

and bank account information. Everyone is now looking for 

a reliable and consistent detection method to identify 

phishing websites. 

This project ideally deals with machine learning 

technology to detect phishing URLs by extracting and 

analyzing various features of legitimate and phishing URLs. 

Decision trees, random forests, and support vector machines 

are algorithms used to identify phishing websites. 

The main goal of this paper is to find an effective way to 

prevent real-time phishing attacks. It shows the basic life 

cycle of a phishing attack as an entry point when a user clicks 

on a phishing link and uses technical techniques to detect 

phishing links and alert users. In addition to commonly used 

blacklist recognition and matching techniques, this paper 

provides an in-depth description of machine learning-based 

URL detection technology. This paper presents state-of-the-

art solutions, compares and analyzes the challenges and 

limitations of each solution, and provides research directions 

and ideas for future solutions. The major aspects of this paper 

are as follows: 

 
 The fishing life cycle to specifically address the 

problem of phishing. 
 

 Search major databases and information sources for 
phishing detection websites. 

 
 It is a machine learning-of-the-art based solution for 

detecting phishing websites. 

Researchers and data analysts have been using 

machine learning for years because of its comparable 

performance in terms of data accuracy and precision. 

analysis. In addition, ML-based algorithms are more intuitive 

due to the simplicity of tracking how data is generated and its 

inner workings. Made by hand the feature is risky and highly 

database dependent. So, recently, researchers have focused 

on database features that extract features based on URL text. 

Simply put, researchers adapt neural networks to extract rich 

characters/words from URLs to show valuable information. 

Our research focuses on data-based features by using neural 

network-based models that consider domain- and path-based 

features. Then, we compare our results with previous papers 

and summarize ideas for better detection systems. 
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Statistics from previous work have shown that there 

is fishing URL is getting more attention lately. However, 

URL parsing is not an easy search area because most URLs 

are generated randomly and are informative but difficult to 

research. Therefore, our research focuses on finding phishing 

URLs to gather as much information as you can find feature-

rich information. The presented system works in two phases 

where we extract different features of URLs and then using 

these features a web application is developed for the users to 

detect any URL that they may think is phishing. 

2. LITERATURE SURVEY  

This section discussed some of the techniques based on lists, 

rules, visual similarity, and machine learning.   

A. A. List-Based Phishing Detection Systems  

This system uses two lists to classify phishing and non-

phishing websites. These are called whitelists and blacklists. 

The white list includes websites that are safe and legitimate, 

while the black list includes websites that are classified as 

phishing. Researchers use whitelists to identify fishing 

grounds. In the search, access to the website is only possible 

if the URL is whitelisted. Another method is blacklisting. In 

addition to programs such as Google Safe Browsing API and 

Phish Net, there are also several studies using blacklists in 

the literature. In a blacklist-based system, the URL is 

checked against the list, and if it is not on the list, the URL 

can be accessed. The biggest weakness of this system is that 

small changes in URLs prevent them from matching in the 

list. In addition, the latest attacks, known as zero-day attacks, 

cannot be caught by this defense system.  

 

Several techniques have been developed for detecting 

phishing websites. Some of the most common techniques 

are: 

1. Blacklisting: This technique involves maintaining a 

list of known phishing websites and blocking access 

to them. This is a reactive approach to phishing 

detection, as it relies on detecting known phishing 

websites. However, this approach is not effective 

against new or unknown phishing websites. 

2. Machine Learning: Machine learning techniques 

can be used to analyze website features and identify 

phishing websites. This approach involves training 

a machine learning model on a dataset of known 

phishing and legitimate websites and then using the 

model to classify new websites as phishing or 

legitimate. This approach has shown promising 

results, but it requires a large amount of data and 

can be computationally expensive. 

3. URL Analysis: URL analysis involves analysing 

the URL of a website to detect phishing attempts. 

This technique looks for characteristics such as the 

use of IP addresses instead of domain names, the 

presence of suspicious keywords, and the use of 

long and complex URLs. This approach can be 

effective in detecting phishing websites, but it is not 

fool proof. 

4. Content Analysis: Content analysis involves 

analysing the content of a website to detect phishing 

attempts. This technique looks for characteristics 

such as the presence of login forms, the use of logos 

and branding, and the presence of suspicious links. 

This approach can be effective in detecting phishing 

websites, but it can be time-consuming and may 

require manual analysis. 

B. Machine Learning-Based Phishing Detection Systems  

In the machine learning-based phishing detection system, the 

detection of phishing websites is based on the classification 

of special features using several artificial intelligence 

techniques. Author [4 & 5] URL attribute, domain name, 

website attribute or website content, etc. It is created by 

collecting in different categories like User Security has 

become popular because of its dynamic structure, especially 

to detect anomalies on the web page. In the paper written by 

the author [6], it was observed that a higher level of accuracy 

could be achieved by reviewing previous studies and using 

different features. Unlike previous studies, the new study is 

based on features selected and coded from a larger number of 

features. 58 features were identified by URL analysis. 

Accuracy rate and training time of different algorithm models 

compared with machine learning methods. 

Machine learning techniques have shown great potential in 

detecting phishing websites by analysing website features 

and identifying patterns that distinguish them from legitimate 

websites. 

1. Feature-based Classification: Feature-based 

classification involves extracting features from 

website content, such as URL structure, website 

content, HTML tags, images, and other attributes, 

and using these features to train a machine learning 

model to classify websites as either phishing or 

legitimate. This approach has shown promising 

results in research studies, with accuracy rates 

ranging from 80% to 99%. However, this approach 

requires a large amount of training data and feature 

engineering expertise. 

2. Text-based Classification: Text-based classification 

involves analysing the textual content of a website, 

such as the text of a login form or a pop-up message, 

to detect phishing attempts. This approach has been 

shown to be effective in detecting phishing websites 

that use social engineering techniques to trick users 

into providing sensitive information. However, this 

approach can be susceptible to text obfuscation 

techniques used by attackers to hide the true intent 

of the website. 

3. Neural Networks: Neural networks are a subset of 

machine learning algorithms that have been shown 

to be effective in detecting phishing websites. 

Neural networks can be used to analyse website 

features and classify websites as phishing or 

legitimate based on patterns in the data. This 

approach has been shown to be highly accurate, with 

some studies reporting accuracy rates of over 99%. 

However, this approach requires significant 

computational resources and expertise in training 

and tuning neural network models. 

4. Ensemble Learning: Ensemble learning involves 

combining multiple machine learning models to 

improve the accuracy and robustness of phishing 

detection. Ensemble learning approaches can be 

used to combine multiple feature-based or text-

based classification models or to combine different 

machine learning algorithms, such as neural 

networks and decision trees. This approach has been 

shown to be effective in improving detection 

accuracy and reducing false positives. 
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3. RESEARCH METHODOLOGY 

In this post, we aim to implement a phishing detection system 

by analyzing website URLs. URL is a complex string that 

represents a syntactic and semantic expression for a resource 

on the Internet. In more detail, the URL structure is shown in 

Figure 3. In its most basic form: <protocol>: //<hostname> 

<URL> is detailed as follows in its complex form.

   

A.Fig. 3. From [3] 

B. Domain, subdomain, Top Level Domain (TLD), protocol, 

directory, filename, path, and request fields allow you to 

create different URLs. These related fields in phishing URLs 

are different from legitimate fields on web pages. Therefore, 

the URL plays an important role in detecting phishing 

attacks, especially for quickly classifying a website. 

In the literature review by the author [7], it was observed that 

effective features extracted from URLs improve 

classification accuracy. In addition, the use of third-party 

services, site layout, CSS, content, meta data, etc. feature can 

also improve accuracy. However, these features will increase 

the classification time of new websites that need to be 

classified. It is expected that the proposed model, which is 

only trained with URL derived features, will cluster faster 

than other models. Given this information, only URL analysis 

is planned in the study. Therefore, in machine learning, the 

results of feature classification obtained by different 

algorithms are compared. In addition, the results of another 

study with the same database compared to the results of the 

current study. 

B. Datasets  

1) Phistank.com is a site where phishing URLs are found 

and accessed via API calls. This is an organization whose 

data is used by companies such as Yahoo Mail, McAfee, 

APWG, Mozilla, Opera, Kaspersky and Avira. In the 

literature review, it was observed that the phishing data used 

in the machine learning method was generally obtained from 

Phistank.com. Does the classification need the previous 

website address? It also provides information on 

positive/negative classification (phishing/non-phishing). 

However, it does not store website content; so it's a good 

resource for URL-based analysis. 

2) This article uses open source and accessible databases. 

We prefer open databases for comparative studies. Three 

databases are used in this paper, and the researcher named the 

system Catch Phish [8]. The first of these databases: 

legitimate sites from the Alexa database and phishing sites 

from Phish Tank. Second: The legitimate site of public 

surfing and fishing from Phish Tank. Third: [9] Legitimate 

sites from regular crawling and Alexa database, Phishing site 

from Phish Tank. The number of URLs in this database is 

given in Table I.  

 

TABLE I.   

  

Categories  Dataset-1  Dataset-2  Dataset-3  

Phishing  40,666  40,768  40,678  

Not Phishing  43,178  42,820  85,809  

Total  83,865  82,188  128,07 

 

 

4. DATA ANALYSIS 

Address Bar-Based Features: 

Many features can be extracted that can be considered as 

address bar base features. Out of them, below mentioned 

were considered for this project. 

1. Domain of URL 

2. IP Address in URL 

3. "@" Symbol in URL 

4. Length of URL 

5. Depth of URL 

6. Redirection "//" in the URL 

7. "http/https" in the Domain name 

8. Using URL Shortening Services “Tiny URL” 

9. Prefix or Suffix "-" in Domain 

 

Visualizing the Data- 

 

 

Data Preprocessing and EDA- 

Applying Data Preprocessing and transforming the data to 

use in the model: 
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Machine Learning Models & Training- 

From the dataset above, it is clear that this is a supervised 

machine-learning task. There are two major types of 

supervised machine learning problems, called classification 

and regression. This data set comes under a classification 

problem, as the input URL is classified as phishing (1) or 

legitimate (0). The supervised machine learning models 

(classification) considered to train the dataset in this notebook 

are:  

1. Decision Tree 

2. Gradient Classifier  

3. Random Forest 

4. Multilayer Perceptrons 

5. XGBoost 

6. Autoencoder Neural Network 

7. Support Vector Machines 

Final Results and Outcomes – 

On the final side of the project, we used Gradient Classifier 

to develop a web application that is able to deliver a quick 

URL detection of whether the site is phishing or not and also 

whether is it safe to use. 

At last, we divided our web application into various web 

pages as follows: 

1. Login Page 

2. Dataset Uploading 

3. Training Dataset and Preview  

4. URL Prediction  

5. Results 

6. Performance Analysis 

7. Chart 

The following are the final outcomes of the project presented- 

 

5. FUTURE SCOPE 

 Creating a safe user-friendly environment that 

can detect illegitimate activities. 

 It is possible to report and block a hacker using 

phishing website URLs and tracing the location 

of such anonymous hackers.  

 Awareness can be created among users by 

displaying a certain type of Phishing URLs 

available or causing more harm to our system 

like zero-hour phishing websites. 

 An AI System can be developed to detect 

phishing URLs. 

 

 

6. CONCLUSIONS 

In recent years, due to the evolving technologies on 

networking not only for traditional web applications but also 

for mobile and social networking tools, phishing attacks 

have become one of the important threats in cyberspace. 

Although most security attacks target system vulnerabilities, 

phishing exploits the vulnerabilities of human end-users. 

Therefore, the main defense form for the companies is 

informing the employees about this type of attack. However, 

security managers can get some additional protection 

mechanisms that can be executed either as a decision support 

system for the user or as a prevention mechanism on the 

servers.   

In this paper, we aimed to implement a phishing detection 

system by using some machine learning algorithms 

specifically Random Forest Algorithm and RNN. The 

proposed systems are tested with some recent datasets in the 

literature and reached results are compared with the newest 

works in the literature. The comparison results show that the 

proposed systems enhance the efficiency of phishing 

detection and reach very good accuracy rates. As future 

works, firstly, it aims to create a new and huge dataset for 

URL-based Phishing Detection Systems to create a safe, user-

friendly environment that can detect illegitimate activities. 

It is possible to report and block a hacker using a phishing 

website URL and tracing the location of such anonymous 

hackers as suggested by Author [10]. Awareness can be 

created among users by displaying a certain type of Phishing 

URLs available or causing more harm to our system like zero-

hour phishing websites. 
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