© 2023 JETIR May 2023, Volume 10, Issue 5 www.jetir.org (ISSN-2349-5162)

Nl plifeli{el ISSN: 2349-5162 | ESTD Year : 2014 | Monthl

JOURNAL OF EMERGING TECHNOLOGIES AND
INNOVATIVE RESEARCH (JETIR)

An International Scholarly Open Access, Peer-reviewed, Refereed Journal

Analysis of Human and Drug Trafficking in Dark
Web

!Dr. Nilakshi Jain, 2Prof. Dipali Shende, *Deepranjan Bhosale, “Tejal Deshmukh, *Om Gajra, ®Shailesh Yadav

'HOD Cyhber security, 2Professor, °B.E. Cyber Security Student,, *B.E. Cyber Security Student,, °B.E. Cyber Security Student,
®B.E. Cyber Security Student,

ICyber Security,
1Shah and Anchor Kutchhi Engineering College, Mumbai,India

Abstract : Because of the expanding usage of technology and the Darknet's anonymity, human and drug trafficking has grown to
be one of the biggest global crimes. The paper examines the effects of the Dark Web on several facets of society and reports its
conclusions. Cybercriminals exploit the dark web as a hub for unlawful activity and to offer nefarious services. In order to help law
enforcement and threat researchers, it is necessary to analyze previous research on the dark web. The report compares the papers
that prevent trafficking and presents successful methods that can be used as a template in the future. We also accessed the dark web
in order to manually find more about the illegal services provided in the dark web.
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I.INTRODUCTION

This chapter aims to make one aware about the Dark web, the past , present and the ongoing trends in it . And how all of this has
affected the online presence of the internet user. The internet can be likened to an iceberg with the surface web, the deep web, and
the dark web as its three layers. The surface web is easily accessible through conventional search engines, while the deep web
comprises entities like transactional databases and password-protected email accounts, which are not indexed in search engines.
The dark web is only accessible through unique browsers like Tor and offers anonymity to both data and individuals, making it a
hotspot for illicit activities like trading private medical information, drugs, and weapons, as well as organ trafficking[22].
Transactions on the dark web are facilitated through cryptocurrencies like Bitcoin, and the government finds it difficult to trace
them[25]. The dark web accounts for a significant portion of the internet, with only 4% of it being available on the surface web in
2017 and the remaining 96% belonging to the Deep web. In the following sections, we will briefly discuss some of the illegal
activities that take place on the dark web[17]. The Layers of the Internet can be visualized by the figure 1:
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Fig. 1 Layers of Internet[19]

The emergence of the Dark Web has opened up new avenues for illicit activities, such as drug and human trafficking. A portion
of the internet referred to as the "dark web™ isn't listed by search engines and requires specific software to access, offers anonymity
and encryption, making it an ideal platform for illegal activities[14]. The use of the Dark Web for drug and human trafficking has
increased significantly in recent years, posing a significant challenge to law enforcement agencies around the world. This research
paper aims to examine the relationship between the Dark Web and human and drug trafficking. The paper will analyze the different
techniques and tools used on the Dark Web for trafficking, the challenges faced by law enforcement agencies in combating these
activities, and the potential solutions to this problem[19]. Additionally, the paper will explore the social and economic impacts of
human and drug trafficking facilitated by the Dark Web, both at a global and local level. By shedding light on the link between the
Dark Web and human and drug trafficking, this research paper hopes to contribute to the ongoing discussion on the regulation of
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the internet and the need for effective law enforcement strategies to combat the increasing use of the Dark Web for illicit
activities.[5]

Motivation

By conducting a detailed analysis of the nature and scope of human and drug trafficking on the Dark Web, this research paper
aims to contribute to a better understanding of these complex issues. Specifically, it seeks to answer the following questions: What
are the main methods used by drug traffickers to recruit and control human operatives on the Dark Web? How do these operatives
operate within the Dark Web ecosystem, and what are the risks associated with their involvement in drug trafficking? Furthermore,
what can be done to prevent or disrupt drug trafficking on the Dark Web, and how can law enforcement agencies better equip
themselves to tackle this problem? By examining these questions, this research paper seeks to contribute to a deeper understanding
of the Dark Web's role in facilitating drug trafficking and Human trafficking highlighting the need for greater cooperation between
law enforcement agencies, civil society, and other stakeholders to combat this growing problem. Ultimately, this research aims to
provide policymakers and practitioners with evidence-based insights that can inform the development of more effective strategies
to prevent and disrupt drug trafficking on the Dark Web.

Problem Statement

The problem statement for this research paper is to understand the complex nature of human and drug trafficking on the Dark
Web and to identify the methods used by criminal networks to engage in these activities. Additionally, the research aims to identify
the challenges faced by law enforcement agencies in detecting and disrupting these activities. By addressing these issues, this
research paper aims to contribute to a better understanding of the phenomenon of human and drug trafficking on the Dark Web, and
to provide insights that can inform policy and practice in the fight against these illegal activities. Objectives: * Understand the
complex nature of human and drug trafficking on the Dark Web. * Identify the challenges faced by law enforcement agencies in
detecting and disrupting these activities. * Provide research-based real-world data to support the ongoing threats, and then use the
research’s analysis to build a countermeasure.

Problem Solution

To tackle the problem of human and drug trafficking on the dark web, this research paper proposes a mixed-methods approach
that combines qualitative and quantitative data analysis. The research will rely on primary sources such as interviews with law
enforcement officials, NGOs, and technology experts, as well as secondary sources such as academic literature and news reports.
The study will identify the methods used by criminal networks to engage in these activities, and the challenges faced by law
enforcement agencies in detecting and disrupting them. Additionally, the research aims to identify best practices and strategies that
can be used to combat these illegal activities. Overall, the study aims to provide insights that can inform policy and practice in the
fight against human and drug trafficking on the dark web.

The research findings will be useful to those seeking to develop new strategies and approaches to combat these illegal activities,
and contribute to the global effort to protect vulnerable individuals from exploitation on the dark web.

1. LITERATURE REVIEW

In the literature review for this project, we have analyzed and compared over 28 research papers on topics related to dark web,
human trafficking and drug trafficking. Along with how to access that dark web ,the markets on the dark web and similar things.
Some papers were based on important organizations like the FBI, the United Nations and special centers set up for protection of
women and children from dark web and curb spread of illegal activities . In the paper [1] The article discusses the three layers of
the internet: surface web, deep web, and dark web, where the last one is only accessible through unique browsers like Tor, and it is
anonymous and untraceable. The dark web is a hub for illicit activities such as organ trafficking, trade of private medical
information, and drug trafficking, but it also provides harm reduction forums where consumers share information about safe drug
use. The article emphasizes the need for educating healthcare providers and patients about the potential hazards of the dark web,
such as the theft of medical records and hacking of electronic devices and maximizing patients' medical data security in the digital
era.[1]

This paper [2] gives information regarding dark web. It also gives information about various aspects of darkweb.The paper
gives the history and how dark web came to be. It also talks about the precautions to take while visiting the dark web, features and
properties of dark web and how the dark web is used. Human trafficking in dark web takes place in a place named Black Death.
This organization operates in dark web by frequently changing URLs. Most of the victims of human trafficking are recruited for
sex or organ trafficking.[2]

The author in the paper [3] explains that the huge infrastructure and several computer networks that make up the Internet are
interlinked. Search engines can reach the webpages which make up the Surface Web, while the Deep Web is not indexed and cannot
be accessed by traditional search engines. The Dark Web is a segment of the Deep Web, accessed through TOR, and is anonymous
and hidden. Special browsers such as TOR and 12P provide anonymity, privacy, and the possibility of non-detection.[3]

In this paper [4]the author explains A secret, untraceable portion of the Internet called the "Dark Web" is used to store and
access private information, but it can also be abused for criminal and illegal purposes. The overview of the dark web and its
techniques for confidentiality and anonymity are covered in this essay.[4]

This paper [5] explores how organ trafficking is conducted. Till 2011,organ transplantations were openly done as there were no
strict laws regarding this issue. As such organ transplantations became more secretive strategies such as multiple payments not
exceeding a certain limit which would trigger the authorities are used for money exchange. This paper focuses on how to detect
organ trafficking using TOR browser and DARPA’s Memex program and self-developed tool Onion Harvester and HSProbe to
find the hidden services using manually compiled list or google search results and creates a log file of the services and their status
and the success of the probe. The Onion Crawler tool is used to crawl the active hidden services and the information acquired is
used to build a probabilistic risk model to help identify possible organ trading.[5]

In this paper [6] a custom made, python-based crawler named Link Grabber is used and it connects internet through SOCKS
proxy in TOR network. At the start of collecting the data the links available on hidden wiki were crawled. The fresh links that were
found and a list of 25,742 unique onion addresses were found. Another customized crawler named Content Grabber downloaded
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the markup of opening page of found services.6,227 of the found hidden services were active and these were examined and
categorized depending on the nature of the service. [6]

In this paper [7] the relationship between human trafficking and cryptocurrency is discussed. Dark web is a hub of human
trafficking due to its anonymity the ease of use of crypto markets and the difficulty in tracking of cryptocurrencies makes it more
comfortable to commit crimes in the dark web. The paper reviews human and drug trafficking by examining the Economic theory
and Rational Choice Theory. The finding suggests that social factors like poverty, social imbalance and greed and anonymity and
cryptocurrencies are increasing the rate of human trafficking today. The paper emphasis on the need of an international law for the
use of cryptocurrencies.[7]

In the paper [8]The author of the report emphasizes difficulties in preventing human trafficking caused by the growing usage of
mobile technology and the Darknet's anonymity. The chapter also examines criminal justice tools available to fight Internet
facilitated human trafficking.[8]

In the Paper [9] this study uses a content analysis of newspaper articles to investigate how human trafficking and technology
are related. In order to track the development of human trafficking in cyberspace, it studies publications over time and defines
important terminology related to human trafficking in the context of sex trafficking. The main source of knowledge regarding past
and present occurrences is news stories.[9]

The paper [10] has analyzed that the main objective of the study is to find out, analyze and evaluate behavioral patterns related
to human trafficking. Therefore, below they have defined the following objectives that will guide us in the research process: Analyze
and identify Spanish data resources that record information related to human trafficking. Automatically generate Spanish data to
fight human trafficking. Identify behavioral patterns. by applying machine learning algorithms related to human trafficking. Build
a predictive model based on machine learning algorithms, which makes it possible to identify crimes related to human trafficking
from heterogeneous materials [10]

In this paper[11] the author contends that the most effective strategy to stop online human trafficking is a new Attaching
Criminal Dark Web Statute, as it can encourage prosecutors to charge traffickers and discourage them from enslaving
individuals.[11]

In the paper [12]the author investigates the relationship between human trafficking and the dark web, examining several forms
of human trafficking and the characteristics of trafficking victims. To gauge public awareness of the relationship between trafficking
and the dark web, surveys were undertaken.[12]

In the paper [13]the author in addition to highlighting the critical aspects of exploitation that have been overlooked in big data
focused studies on sex trafficking, this paper analyzes the difficulties and limitations of comprehending exploitation through
algorithms and internet data. It contends that a continuum of exploitation that is sensitive to the social context of exploitation within
the sex industry must be used to rethink the concept of sex trafficking.[13]

In the paper [14]the author explores the many elements of the internet, including the black web, and offers a bird's eye view of
the domestic legal system and global agreements designed to prevent human trafficking. It attempts to comprehend the dark web's
origin, horrors, and scope; examine how it affects human trafficking; and highlight the necessity for legislation that regulates it
independently.[14]

In the paper [15]the author seeks to comprehend the nature, abuses, and scope of the dark web, examine how it affects human
trafficking, and highlight the need for legislation that specifically addresses it. [15]

The author in the paper [16] discusses the backdrop of human trafficking along with the use of digital currency and its
ramifications. Machine learning techniques are then used to analyze datasets on trafficking that are freely available. Additionally,
it offers suggestions for data collection, management, and analysis to support the battle against human exploitation. The researchers
used Python, RapidMiner, and Microsoft Excel to do an exploratory data analysis. In most age groups, they discovered that female
victims of human trafficking outnumber male victims, although male victims outnumbered female victims in the 39-47 age range.
[16]

This paper [17] explores if the shutdowns of drug markets on the dark web by law enforcements is an effective solution to curb
drug trafficking online and offline. The paper suggests to reconsider the attention given to drug marketplaces by law enforce ment
to educating the public about the potential harms of drugs itself[17].

In the report by the UN [18] makes no judgments about the legal standing of any nation, territory, city, or region. When referring
to chemicals covered by international drug control treaties and their non-medical use, the apolitical term "drug use" is employed.
All analysis is based on official data provided to the UNODC by Member States. Darknet markets provide a sense of anonymity,
which helps some customers feel less inhibited and gets around the difficulty of needing both buyers and sellers to be present at the
same time and location. Local markets are no longer necessary as a result.[18]

In the paper [19]the author gives a detailed insight on the Dark web . A hidden section of the Internet called the "Dark Web"
can be used for both legitimate purposes and to cover up illegal activities. Criminals, terrorists, and state-sponsored spies can utilize
the Dark Web to carry out online surveillance, sting operations, and covert computer network operations.[19]

In the paper [20] a technical analysis and proof of concept of the operating vectors used by various malware in the Middle East
are provided in this research. It illustrates the evolutionary elements incorporated in cyberattacks and focuses on the actual
drawbacks of each malware, including what makes it susceptible to detection or undetectable.[20]

In the paper [21] the author tells how new software are used in the dark web .A decoy computer system called a honeypot,
which can lure and catch intruders by pretending to be a real system, is contentious. This essay discusses the problems with this
approach from both perspectives[21].

The author in his work [22] discusses about Cybercrime. Cybercrime is a multifaceted, intricate topic that affects all different
kinds of businesses. To present an overview of the instruments used by criminals, the most frequent causes of criminal activities,
and the key risks and vulnerabilities for organizations, targeted interviews and case study analysis have been done. The necessity
for a comprehensive plan for SMEs to defend themselves against cybercrime has been suggested by interviews with institutional
players and businesses that have helped to explain crucial issues[22].

In the paper [23] the author says that in the previous two decades, network and Internet technologies have advanced
substantially, with the Deep Web growing to be the largest component of the internet. However, the Dark Web has evolved into the
ideal platform for hosting illegal activity, necessitating the development of automated systems to help law enforcement and security
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organizations gather data from the Dark Web. The ideas required to create a crawler that gathers data from a dark website are
illustrated in this paper.[23]

The author in the paper [24] discusses that the act of obtaining and forcing men, women, and children into sexual exploitation
for profit is known as sex trafficking. Traffickers utilize a number of channels to market their services, including social media,
online classified advertisements, and bulletin boards. It is a severe felony. Internet and social media are other tools that EMS clients
utilize to exchange leads and share their experiences. Initiatives have been put in place by law enforcement agencies to prevent
child sex trafficking.

In the paper [25],it aims to identify human trafficking patterns from illegal domains, as nonparametric learning, which uses data
mining and semi-supervised machine learning techniques, can identify human trafficking advertisements from textual data. indexed
by Backpage.com [25].

In the paper [26]the author aimed to collect evidence of any malicious activity in the dark web by using computer security
mechanisms as traps called honeypots. The main goal of the production honeypots is to divert the attacker from the real running
systems.[26]

In The paper [27] authors discuss the use of social network analysis to study communities on the dark web. The authors argue
that social network analysis can provide insights into the structure and behavior of these communities, which can help law
enforcement agencies to better understand and combat criminal activities on the dark web[27].

The paper [28] under discussion provides an overview of the impact of the Dark Web on various sectors of society. One of the
key topics explored by the author is online privacy on the Dark Web, which encompasses anti-censorship and political activities.
The paper highlights the use of TOR to circumvent blocked websites or materials, as well as the anonymity it provides to journalists
and individuals who need to connect anonymously with whistle-blowers and dissidents[28].

Thus, by reviewing the papers, we get an idea about the research conducted on human and drug trafficking. We also get to know
the different topics related to human and drug trafficking on which research is being conducted.

I11. ANALYSIS

Here,we are analyzing some of the papers related to human and drug trafficking and categorize them into different sections based
on the topics of research they conducted upon.

Table 1 Comparative analysis

Sr. Name Year Category Description
No
1. Dark web:The hub of | 2022 About Dark Web About the dark web and how it works.
crime
2. Dark web a web of crimes | 2020 About Dark Web Overview of dark web such as its
features,advantages and

disadvantages.

3. Dark web and impact 2019 About Dark Web Influence of the dark web in society
and how trade is done in it.

4. Human Trafficking and Its | 2021 About Human/Drug | Analysis of direction of research in
evolution in Cyberspace trafficking human trafficking in dark web

5. How does the Dark Web | 2021 About Human/Drug | Survey on human trafficking and dark
Influence Human (and trafficking web

Sex) Trafficking?
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Clandestine Organ
Trafficking in the Dark
Web and Beyond

trafficking in dark web

6. Using technologies to | 2021 About Human/Drug | Using ML to survey the data collected
uncover patterns in human trafficking related to human trafficking
trafficking

7. The Double-Edged Sword | 2020 About Dark Web About crimes conducted on dark web
of the Dark Web and its impact to society

8. The Relationship of Drug | 2019 Factors affecting | Examines the relationship between
and Human Trafficking drug/human trafficking in | human trafficking and use of
and their Facilitation Via dark web unregulated cryptocurrency in dark
Crypto web

9. Good Tech, Bad Tech: | 2022 Factors affecting | How much technology affects sex
Policing Sex Trafficking drug/human trafficking in .
with Big Data dark web trafficking

10. Web of Lives: How | 2018 Laws available  and | Suggests government regulation on
Regulating the Dark Web suggestions dark web
Can Combat Online

11. A Brief Analysis Of The | 2022 Laws available  and | Overview of laws regarding dark web
Laws Relating To Human suggestions in india
Trafficking In The Era Of
Dark Web

12. Flagit: A system for | 2017 Methodology to track | System that tags suspicious websites
minimally supervised trafficking in dark web in different categories
human trafficking
indicator mining

13. Identifying human | 2017 Methodology to track | Predictive model to identify human
trafficking patterns online trafficking in dark web traffic based in behavioral patterns

14. Human Trafficking and | 2020 Methodology to track | Review of technologies used to
the Darknet trafficking in dark web combat humantrafficking online

15. A Framework to Reveal | 2019 Methodology to track [ Methodology to detect organ

trafficking in dark web using readily
available tools
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16. Exploring and analyzing | 2019 About Dark Web Hidden services available on the dark
the dark Web web were analyzed using a custom
crawler in python

Thus analyzing the papers we found information on following topics:

1.Information about dark web.

2.Information on human/drug trafficking in dark web and its nature.

3.How factors like technology and cryptocurrency affects human/drug trafficking in the dark web.
4.Government regulations available against dark web and suggestions to improve it.
5.Methodology to track human/drug trafficking in dark web.

6.Technologies used to track human/drug trafficking in the dark web.

Drug trafficking in dark web:

Drug markets are one of the most popular websites visited in dark web.The shutdowns of drug markets by government in dark web
causes the drug markets to either go from online to offline trade or change to a new platform entirely.Shutdowns causes an increase
in rate of the crime,opposite of what was expected.[17]

Human trafficking in dark web:

[1] talks about how organ trafficking has turned local to global from 2005 to 2013 and the price of organs on dark web has doubled
from 2008 to 2015 for approx. $40,000.

[2] mentions Black Death as an organization where human trafficking takes place on the dark web and as reported by a 2017 report
[4], most of the survivors of human trafficking were recruited for labor and sex trafficking.

Findings of [7] shows factors such as greed,social imbalance, poverty, and.anonymity and use of cryptocurrency in dark web is
fueling this trade.

[9] analyzes the relationship between trafficking and technology by analyzing articles with related keywords over different decades
which peaked during the 2010s and they hypothesized that it will rise by 2029 .The Figure 2 shows how less aware the media is to
how technology is used for human trafficking.

Articles That Mention Key Terms
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Fig. 2 Newspaper Articles Involving Trafficking and Technology Over Time[9]
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Government regulations and drug/human trafficking in dark web

Government provisions regarding Human trafficking are as follows:
1.Article 23 of the Indian Constitution safeguard the rights of victims of human trafficking by explicitly banning human
trafficking[14].
2.Section 370 of the Indian Penal Code provides that whoever exports, imports, removes, buys, sells or disposes of any person as a
slave, or accepts, receives or detains against his will any person as a slave, shall be punished with imprisonment of either description
for a term which may extend to seven years, and shall also be liable to fine. [14]
3.Meanwhile, Section 371 punishes habitual imports, exports, removes, buying and selling etc. in slaves with either life
imprisonment or a period, not exceeding ten years. [14]
4.Section 372 and 373 punish buying, selling, hire, purchase or disposal of any person under the age of eighteen years with the
intention or knowledge that such person shall be employed or used for the purpose of prostitution or illicit intercourse with any
person or any other unlawful and immoral purpose with imprisonment of either description or for a term which extends to ten years
and shall also be liable to fine.
5. Section 374 punishes whoever unlawfully compels any person to labor against the will of the other person with an imprisonment
for one year , or with both.[14]

Factors affecting drug/human trafficking in dark web:

[1] mentions that crypto market covers 5 to 10% of kidney market is the estimation.Since the transaction with bitcoin, is
recorded in public ledger called blockchain identifies the specific transaction only and not the identity of particular bitcoin [3][8] ,
users often use crypto currency called bitcoin as it is untraceable.[2] This ease of use of crypto market and the law enforcement
unable to track cryptocurrencies,makes it comfortable to commit trafficking crimes[7].

[7] reviews the application of rational choice theory and economic theory.Following the rational choice theory it is noted
that anonymity and ease of use of cryptocurrency in dark web makes it easier for criminals to commit a crime as the risk of getting
caught is really low,while following the economic theory it is noted that the presence of cryptomarkets makes it easier for criminals
not to get caught as it hard to track cryptocurrencies. This makes it a high profit and low risk crime and makes it easier for criminals
commit the crime[7].

Technology is also misused by traffickers to exploit their victims and the use of sex ads on websites is the most common
form of exploitation.[9]

5.Methods used for tracking in dark web:

Table 2 Methodologies used in papers to trace links in dark web

Name of the paper | Methodology Name of the
software/websites used

Exploring and | 1.Used a custom made python based web crawler & | Tor browser,Crawler named
analyzing the dark | connected to Tor using SOCKS proxy. Link-Grabber,
Web: A new
alchemy[6] 2.Crawler was fed with available links on Hidden Wiki. Socks proxy,
3.Links were crawled, links were stored. Hidden wiki

4.The sites which forbid the crawler were manually
accessed and manually classified collected data.
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A Framework to| 1.Created a python script called Onion Harvester to | TOR  browser,tools  from

Reveal Clandestine | collect .onion names from websites. DARPA’s Memex
Organ Trafficking program,Onion

in the Dark Web and | 2.Found .onion names are stored in a file Harvester,Onion

Beyond[5] Crawler,UnBBayes

3.HSProbe creates a log file of information about the
hidden services.

4. Onion Crawler is used to crawl the websites

5.0pen-source Java application UnBBayes is used to build
probabilistic models

Identifying human | 1.Crawling technique used to extract data from dark web
trafficking patterns | and online news and social media

online[10]
2.Generated data is tagged and analyzed and fed to
machine learning algorithms.

3.Using deep learning a predictive model is made

Customs crawlers are seen to be preferred and are based on python.Hidden wiki is seen to be used the most to find links of hidden
services in the initial stage.Software like tools from DARPA’s Memex program are used.

Technologies used and mentioned:

Softwares like XKeyscore is used by intelligent agencies like NSA to identify TOR users[2]. The Cyber-attack Automated
Unconventional Sensor Environment (CAUSE) program associated with (IARPA)Intelligence Advanced Research Projects
Activity aims to detect cyber attacks earlier than other methods available[3].Tools from DARPA’s Memex program are also used
in the analyzed papers[5]

Accessing the Dark Web

Accessing the dark web is not safe as it puts our data, our system, our identity at risk while surfing on it. So to be safe we
should keep our identity anonymous while surfing on the darkweb. There are many ways to be anonymous.

It takes the usage of the Tor anonymizing browser to access the dark web. Your web go-between requests are routed
through a number of proxy servers run by thousands of individuals all over the world using the Tor browser, which hides your IP
address and prevents it from being tracked.Tor works like magic, but the outcome is an agonizingly slow, unpredictable, and variable
experience, much like the dark web itself.

By encrypting communications and directing online material through various web servers, the dark internet aims to give
anonymity.. While the dark web is often depicted as an anarchic forum for criminal activity, that’s not necessarily true. The darknet
is merely an anonymous area of the internet that is open for illicit access or use.

8.Use of Tor Browser and Tail OS
During our research we used virtual machines while collecting data and surfing the dark web. To make this possible first of all

we installed Virtual machines on our system. Then we created our own Virtual system on the VM of Ubuntu Linux .
We then used Tails Os in our Virtual system. Tails OS is designed to be a portable and self-contained operating system that leaves
no trace on the computer it is used on. It includes a suite of privacy tools and software, such as the Tor Browser, Pidgin instant
messenger, and the GnuPG encryption software. Tails OS also includes a number of security features, such as a built-in firewall
and a memory wipe feature that erases all traces of activity on shutdown.

It is important to note that while Tails OS provides a high degree of privacy and security, it is not foolproof, and users
should always be cautious and take appropriate measures to protect their privacy and security.
When you have access to a virtual machine burner box, you can work on the Deep Web and Dark Web without endangering your
computer's original desktop or hard drive.

It is strongly encouraged to utilize virtual machine software rather than your locally installed Windows to browse the dark
web. because malware can be swiftly featured in a properly controlled virtual environment.

9.Analysis on our research :

To get access to various forums, websites where illegal things are carried out is not that straight forward. There are many onion
websites which need to be searched deeply to get into those markets. During our research we founded drug markets , Arms Market,

JETIR2305F16 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org \ 0145


http://www.jetir.org/

© 2023 JETIR May 2023, Volume 10, Issue 5 www.jetir.org (ISSN-2349-5162)
Human and organ markets where organs and human trafficking is done. Red rooms where live M*r**r is done. We founded forums
where data of many big companies is for sale which have been stolen from databases of companies.

You would assume that browsing the dark web wouldn't be difficult with all the activity and the look of a busy market. It's not.
When everyone is nameless and a significant portion of them are out to fish individuals, the setting is as disorganized and chaotic
as you might anticipate.

Below you can see the layers of a virtual softwares on Tor Browser in Figure 3

Operating system

Surfer account

Virtual private network

Virtual machine
Linux

Tor Browser

Fig. 3 Overview of the layers of Tor Browser
Sourceofimage:https://medium.com/@deepwatch/how-to-enter-the-dark-web-safely-a-step-by-step-guide-819bade2cd6f

Below are some evidence in the form of images that were observed while actually visiting the Dark web as you can see in Figure
4 | Figure 5, Figure 6 , Figure 7 and Figure 8.
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Fig. 4 Hacked Database for selling on online stores.

Link: http://catalogpwwlccc5nyp3m3xng6pdx3rdcknul57x6raxwf4enpw3nymad.onion/
Description: The above link takes us to one of the forums on the dark web where we can have access to numerous pieces of data
which have been stolen from the database of various companies. We can also see many other services related to drug trafficking

and hacking services.
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Fig. 5 Human Trafficking (Organ Selling ) live on the website.

Links:

http://qsw7iurcrdwyml5kg4oxbmtgrenpxiag3iumdarefzeunnyc2dnyljad.onion/product/306
http://gsw7iurcrdwyml5kg4oxbmtgrcnpxiag3iumdarefzeunnyc2dnyljad.onion/product/303

Description : We can see that this website is providing and supporting organ trafficking . It showcases the data of the person whose
kidney is to be sold .
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Fig. 6 Human Trafficking (Girl & Child Exploitation ) live on the website.

Links : http://gsw7iurcrdwymlskg4oxbmtqgrenpxiag3iumdarefzeunnyc2dnyljad.onion/product/52
http://gsw7iurcrdwyml5kg4oxbmtgrcnpxiag3iumdarefzeunnyc2dnyljad.onion/product/387

Description : The above links show the data of the two females which can be buyed online. Their Ages are 18 and 20. It shows
human trafficking is carried out here on the darkweb. The images are also provided of them along with their price and the country.

JETIR2305F16 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org \ 0149


http://www.jetir.org/

© 2023 JETIR May 2023, Volume 10, Issue 5 www.jetir.org (ISSN-2349-5162)

@ © 27wasogilydumghy B 0O : @ @ 27waeSog3lysumgt

Fig. 7 Drug Trafficking (Indian Markets)

Link :
http://2r7wa50g3ly4umghmmgqqytae6bufl5ql5kz7sorndpgtrkc2ri7tohad.onion/product/gOMew00V2zZRNpAFTMY NbQUyagDhd
KIA
http://2r7wa50g3ly4umghmmgqqytae6bufl5ql5kz7sorndpgtrkc2ri7tohad.onion/product/C60b7U2iWjofFv5Gw35bEuUDQMbkzpm
Ry

Description : The given store in Dark Web provides us drugs for sold from different locations and all of them ready to deliver in
India and one of them is from India.
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Fig. 8 Weapon Trading (International Border deliveries ).

Thus by analyzing and actually visiting the suspected sites , we found that the potential threats faced and described by the Law
enforcement agencies , the victims and the researchers are true and possess a serious harm to the society and its well being .

IV. CONCLUSION

This research aims to develop an analysis to address the issue of human trafficking in India, recognizing that it is a complex
problem that involves various players from different backgrounds. The dark web has become a hub for illegal activities such as
organ trafficking, drug trade, and weapon sales due to its anonymity and cryptocurrency features. Healthcare providers should
educate patients about these risks regarding organ trafficking, and proactive security measures should be implemented to eradicate
these problems. Preventive measures to decrease demand and improve buyer accountability seem to be effective ways to lower
human and drug trafficking both online and offline.

Future Scope

There are a number of limitations with the current study that could be addressed by future researchers. One major limitation is
that the analysis only included articles and a limited number of research papers . To gain a clearer image, future research could
expand its resources by considering other sources such as police reports or conducting interviews with law enforcement agents.
Police reports may provide more detailed information about how human traffickers are using technology to commit these crimes.
However, it is important to acknowledge that police reports also have limitations, such as being difficult to obtain, not being
complete, and potentially being biased. Interviewing police officers could also be a valuable source of information since they are
often at the forefront of dealing with these types of crimes. It is important for researchers to continue exploring the potential
effectiveness of charging offenders with cybercrime-related charges and using technology to combat human trafficking.
Furthermore, future research should focus on interviewing survivors of human trafficking as well as law enforcement agents
involved in posing as potential victims. The United Abolitionist group could also serve as a valuable resource for researchers, as
they connect organizations and resources to educate, prevent, rescue and rehabilitate against modern-day slavery and exploitation.
Ultimately, human trafficking is an ongoing and growing problem that requires concerted efforts to explore the role of technology
in facilitating this crime.
In terms of future work , we aim to:
1. Leverage Al technology to create an automated reply tool (chatbot) for the chatroom honeypot.
2. We can also plan to design another type of honeypot to expand the research into the dark web and social networks.
3. Collaborate and contribute to the Government Law Enforcement Agencies , NGOs and Global Organizations in curbing the social
harm and evil clutches of the effects of Dark Web on the society .
4. Specifically , working closely with National Cybercrime Training Centre (NCTC), INDIAN CYBER CRIME COORDINATION
CENTRE (14C) and similar Indian organizations to help in framing better Crime laws and Privacy Policies safeguarding the online
safety and presence of the users.
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