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Abstract: The threats of malware and cyber-attacks are rapidly increasing, and network protection and cyber
security are the major issues in now a day for online communities. But the machine learning opens the new doors of
huge opportunities in cybersecurity, because traditional approaches of network protection need human intervention
to find and remove the vulnerability. Implementation of machine learning in cyber security made the stronger
malware detection process, more active, accessible, and efficient than previous methods. The cybersecurity field
facing several challenges in machine learning techniques which are need to be improved effectively. This paper
includes various machine learning approaches which proven effective implementation to remove and detect most of
the cyber-attacks. These approaches and models are most effective to develop reliable and secure systems.
Keywords: cybersecurity; machine learning; cyber-attacks; network protection.

1. Introduction

Due to the rapid and substantial rise in the significance of information technology over the past few decades, a
multitude of security incidents have experienced a remarkable surge. These incidents encompass a range of
unauthorized activities, including but not limited to illegal accessibility, service denial, worm infiltrations, data
leakage, and re-analysis or hacking scams. The frequency of these incidents has escalated exponentially throughout
the previous decade.
To illustrate this trend, in the year 2010, the security field documented a tally of under 50 million distinct executable
malware files. By the time 2012 arrived, this documented figure had surged twofold to an approximate 100 million.
Notably, as per statistics provided by AV-TEST, the security sector encountered a staggering 900 million executable
instances in the year 2019, with this number continuing to expand.
The repercussions of e-crime and cyber war are profound, resulting in substantial monetary repercussions for both
organizations and individuals. Therefore, the cost of an average data breach in the United States is projected at $3.9
million, while the global estimate reaches 8.19 million. Moreover, the worldwide economy bears the weight of a
$400 billion annual expense due to cybercrime.
Projections from the security community indicate that this number is poised to experience an almost fourfold
increase over the next five years, setting new records. Consequently, businesses are compelled to formulate and
execute a comprehensive cybersecurity strategy to mitigate further financial setbacks. Recent socio-economic
analyses underscore the imperative for governments and individuals to have secure access to data, applications, and
tools, as this directly impacts national security.
Cybersecurity is exercise of protecting computer and networks from unwanted use, reading, release, disturbance,
alteration, or damage [15...]. It is a broad term that encompasses a several security issues, such as:

e  Physical safety: This includes measures to protect computer systems and networks from physical actions,

including unwanted use to data centers or server rooms.
e Network security: This includes measures to to secure data from unwanted use, such as firewalls and
intrusion detection systems.
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e Information security: This includes measures to secure data from unwanted use, access, leakage, or

alteration, such as encryption and access control lists.
e Application security: This includes measures to protect applications from security vulnerabilities, such as
code reviews and penetration testing.
Conventional cybersecurity solutions include elements like utility software of antivirus and firewall, and systems to
detect intrusion, integrated into network and computer security setups. The ongoing evolution of data science,
particularly machine learning—an integral facet of "artificial intelligence"—holds significant potential in uncovering
concealed patterns within data. This transformative role is revolutionary and new scientific model of data science,
notably influencing the landscape of cybersecurity[2,3...]. Addressed in [4..], the progression of technologies
associated with launching cyber threats has empowered attackers, rendering them more proficient, which in turn
has led to a surge in interconnected technologies.
In 2015, both the fields of Cyber Security and Machine Learning exhibited popularity values below 30. However,
these values are projected to surpass 70 by the year 2023, showcasing a significant surge in popularity, more than
doubling within this time span. This study is primarily centered around the intersection of machine learning and
cybersecurity. This intersection is rooted in their shared focus on decision making systems, safety, and different
methods to process data, all aimed at real-life application.

The primary focus of this research revolves around the utilization of machine learning algorithms on security data to
assess cyber risks and optimize cybersecurity procedures. This endeavor holds relevance not only for academics but
also for industrial researchers who are keen on exploring and crafting data-driven intelligent models for
cybersecurity using machine learning methodologies.

Machine learning represents better option from previous methods to solve problems, such as user verification,
accessibility monitoring, antivirus, and cryptographic models. It is not sure the these traditional approaches
adequately cater to the dynamic cybersecurity requirements of the present era[16—18]. A significant issue arises
when it comes to manually addressing these solutions in scenarios necessitating ad hoc data management [7...]. As
the landscape of cybersecurity continues to witness a growth of various incidents, conventional methods are proving
inadequate in managing the associated risks. This shortfall has led to the emergence of novel and intricate attacks
that propagate rapidly through networks. Consequently, researchers are resorting to different data analysis and
models for extracting the information to construct Cyber Security frameworks, which are discussed in next section.
These models hinge on effectively identifying security insights and staying abreast of the latest security trends, which
can be of more pertinence.

The research underscores the imperative of crafting adaptable and efficient security systems capable of responding
to and mitigating attacks while dynamically updating security protocols to counteract them intelligently and
promptly. Achieving this demands the analysis of a substantial volume of pertinent cybersecurity data gathered from
varied sources like network and system resources. Furthermore, these techniques ought to be applied in a manner
which improve less human efforts and made them fully automatic.

2. ML Techniques used for Cyber security

Mostly, Machine learning (ML) referred as an aspect of "artificial intelligence," intricately intertwined with statics
and the concept of data mining. Its primary focus revolves around empowering systems to assimilate insights from

old data[67,68]. Consequently, these models often encompass an assemblage of regulations, procedures, and
intricate functions or expressions. Above attributes may be harnessed to unearth stimulating forms within data,
identify sequences, or forecast behaviors[10...]. This positions ML as a potentially valuable asset within the realm of
cybersecurity. In Figure 4, there is an overview of the frequently employed machine learning concepts.

Deep Learning
Model
Machine Learning Shallow Model
Model
Reinforcement
Model
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2.1 Shallow Model

The realm of machine learning algorithms, specifically shallow models, can be categorized into two main types:
supervised learning and unsupervised learning. In supervised learning scenarios, models generally lack a dependent
variable and primarily utilize inherent patterns of data. Various algorithms, discussed in literatures [70-71], can be
employed for this purpose.

In supervised learning, models are typically equipped with class labels to authenticate predictions. For instance,
Naive Bayes employs a probability distribution to determine the class label for each data. Based on the training
dataset, few decision trees constructed. When it comes to prediction, this tree structure can effectively sort
unknown records. Concept of random Forest [13...] adopts a same strategy, but in place of building a single tree, it
constructs a set of trees and employs a selection mechanism for record classification. Owing to the collaborative
decision-making process, random forests often achieve heightened accuracy of classification.

A SVM (support vector machine) [14...] operates a decision line derived by dataset provided, akin to binary
classification. Additionally, SVMs possess the capability to transform data through the application of the kernel trick,
enabling them to classify non-linear datasets proficiently.
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2.2 Deep Learning Model

Deep learning models offer a distinctive approach to classifying and clustering algorithms, diverging significantly
from traditional machine learning models. These models are often referred to as "black box models" because they
lack a fixed algorithm for prediction. Instead, they scrutinize data, discern patterns, and leverage these patterns for
predictive purposes.

Deep learning models employ artificial neural networks constructed from numerous perceptrons. During the initial
phases of model training, these perceptions establish connections in a randomized manner. As they analyze the data
and undergo training over a specified period, these perceptions acquire values, commonly known as weights, that
are better suited for classifying the provided dataset.

There exist various iterations of deep learning models tailored to specific tasks. Convolutional neural networks, for
instance, are employed in the classification of image data and have even found application in categorizing
cybersecurity datasets by converting the data into an image-like format. On the other hand, Recurrent Neural
Networks (RNNs) are apt for classifying data with a temporal dimension. Enhanced versions of RNNs, including LSTM
(long short-term memory) and Bi-LSTM, have further improved their performance.

Deep learning's unsupervised learning encompasses both autoencoders and generative adversarial networks.
Autoencoders primarily employ dimensionality reduction, transforming information into a compressed
representation before subsequent processing. This technique facilitates meaningful information compression,
consequently enhancing predictive accuracy.

l Deep Learning Model
T 1
Unsupervised Learning Supervised Learning

r T T 1
f _1 m DBN DNN CNN RNN
GAN RBM Autoencoder T
r

T 1
J [
- - . BI-RNN LST™M GRU
Stacked Auto Sparse Auto Denoising n
Auto
Encoder Encoder
Encoder
BI-LSTM

JETIR2310680 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org | h641


http://www.jetir.org/

© 2023 JETIR October 2023, Volume 10, Issue 10 www.jetir.org (ISSN-2349-5162)

2.3 Reinforcement learning
Reinforcement learning offers a distinct approach to model training, enabling the differentiation between long-term
and short-term goals. In this paradigm, agents engage with their environment, receiving rewards or penalties based
on their actions. These variable rewards guide the model's improvement over time. One prominent example of this
is Deep Q Networks (DQN) [15...], where deep learning is used to establish the mapping between states and actions,
reducing the need for a large Q-learning table (TQL).
A derivative of DQN, known as QR-DQN [16...], employs quantile regression to model potential distributions instead
of providing a mean distribution. This distinction can be likened to the difference between decision trees and
random forests, as discussed earlier. In this section, we delve into various methodologies applicable to machine
learning and their relevance to cybersecurity.
Conversely, traditional machine learning models are often referred to as "shallow models" in the context of intrusion
detection systems (IDS). Many of these techniques have undergone extensive research and are well-established.
They primarily concentrate on functions beyond intrusion detection, encompassing activities such as tagging,
efficient attack detection, and the optimal management of available and processed data.

t Learning

l Model Based Model Free
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l World Model Alpha Zero QR-DON

3. Challenges

Numerous research challenges and hindrances exist within the realm of applying machine learning to cybersecurity.
These issues must be tackled to derive valuable insights from pertinent data, enabling informed and data-driven
cybersecurity choices. Machine learning methods demand substantial computing power and extensive datasets for
model training. While employing multiple GPUs can help, this approach is neither energy-efficient nor economical.
Furthermore, it's important to note that machine learning techniques are not inherently tailored for cybercrime
detection.

3.1 Current Challenges

Traditional machine learning techniques have historically not prioritized cybersecurity. There's a pressing need for
robust and potent machine learning methodologies expressly crafted to handle security threats and adversarial
inputs. It's vital to recognize that a single machine learning model cannot proficiently detect diverse security attacks.
Instead, a tailored machine learning model should be designed for each specific cyberattack type.

Another formidable challenge lies in early-stage attack prevention. Machine learning techniques should possess the
capability to swiftly identify real-time and zero-day attacks within a brief timeframe.

Machine learning models have demonstrated their utility in decision-making contexts, such as terrorism detection or
medical diagnoses. However, in these instances, blind reliance on predictions could lead to catastrophic
consequences. Hence, when employing machine learning techniques in situations of critical importance, such as self-
driving cars, cybersecurity, or surgical robotics, it becomes imperative to prioritize high-level correctness guarantees
over mere speed and accuracy [17-18...].

Trusted machine learning encompasses the secure application of machine learning techniques in the realm of
cyberspace. The reliability of a classifier can be assessed through two avenues: (1) trusting the prediction, which
involves evaluating whether users have confidence in a specific prediction model to guide a particular action, and (2)
trusting the model itself, which pertains to whether users will have faith in the model when deployed as a tool in a
rational manner.

In a study referenced as [19...], researchers delved into the dataset shift problem, wherein a model was trained and
tested using dissimilar datasets. They also proposed strategies to mitigate dataset drift, such as eliminating leaked
data or modifying the training dataset. These methods assist in determining the necessary steps to transform an
untrusted model into a trusted one. It is worth noting that classical linear or shallow learning approaches tend to
offer greater reliability, albeit at the cost of slower or less precise performance.
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3.2 Future Challenges

Deep learning remains intricate and opaque, despite the ongoing advancements in theory. The advent of mobile
phones and the Global Positioning System has opened up new possibilities for forensic science and epidemic control
to ascertain the whereabouts of specific moving objects. However, maintaining the trustworthiness of a particular
object's location is a formidable task due to potential errors or data distortions inherent in mobile devices. Chenyun
[20...] introduced an approach to evaluate the similarity of location-related information gathered from multiple
sources about a specific object. The reliability of position data derived from the trajectories of moving objects is
inherently uncertain, primarily due to the objects' positional changes and network delays [21...]. In [22...], the
authors proposed the use of a trust ontology approach to facilitate trustful interactions between service providers
and consumers within an online web system.

Credibility also plays a vital role in natural language processing (NLP), especially in text classification for critical
missions where message interpretation holds significant importance. Incorporating credibility considerations into
text analysis, both in practical and semantic contexts, is essential to achieve the most accurate credibility detection
results [23...]. Others have put forth a metric model for assessing software trustworthiness [24...]. Machine learning
techniques find applications in the energy sector, where energy-efficient strategies have been suggested to curtail
power consumption in data centers and businesses [25...]. This involves dynamically shutting down idle machines to
reduce overall energy usage. Ensuring the reliability of the prediction model for deciding which machines to power
down is of paramount importance.

In the realm of cybersecurity, the sensitivity of alarm detection is a critical concern, as it can lead to a higher false
alarm rate, commonly referred to as alarm fatigue. A heightened false alarm rate has adverse implications for
security personnel and can result in missed critical alarms or delayed responses. Addressing this issue is a challenging
research endeavor in the field of cybersecurity [26...], [27...].

4. Major Challenge and Issues

4.1. Availability of Dataset

In the field of cybersecurity, much like in machine learning, the availability of source datasets is of paramount
importance. However, a significant challenge arises from the fact that many publicly accessible datasets tend to be
outdated and may not offer sufficient insights into the uncharted behavior patterns of diverse cyberattacks. Even
though current data can be transformed into knowledge through a series of processing steps, there remains a gap in
our comprehension of the characteristics of recent attacks and their recurring patterns. Consequently, the
application of additional processing or machine learning techniques may yield suboptimal accuracy in the final
decision-making process.

A fundamental hurdle in leveraging machine learning approaches for cybersecurity lies in the scarcity of up-to-date,
domain-specific datasets, especially for tasks such as attack prediction or intrusion detection. Much of the
information pertaining to data and cyberattacks tends to be repetitive, and machine learning models tend to
perform more effectively when trained on larger datasets, which is often not the case with currently available
datasets. Conversely, publicly accessible datasets are typically subject to strict anonymization and are beset by
various limitations, primarily the fact that they do not accurately represent real-world and recent cyberattacks.
Given these challenges, it remains challenging to distinguish between simulated benchmark datasets and the latest,
real-world data.

4.2. Standard Dataset

Cybersecurity datasets often exhibit several challenges, including imbalances, noise, incompleteness, irrelevance,
and inconsistencies in the instances of security breaches. These dataset issues have a detrimental impact on the
quality of the learning process and the performance of machine learning-based models, as highlighted in references
[28,29...]. To establish a data-driven cybersecurity solution, it is imperative to resolve these data-related problems
before applying machine learning techniques.

One crucial step in this process is the establishment of benchmark and standard datasets containing extensive data
for both training and testing, ensuring a balanced representation of attack categories. Data for security systems is
sourced from various channels, encompassing social media and conventional sources like web and database access.
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An essential aspect is comprehending these cybersecurity data challenges and addressing them effectively through
existing or novel algorithms to accomplish tasks such as malware and intrusion detection, among others.
Feature engineering techniques, as mentioned in reference [30...], play a pivotal role in resolving these issues. These
techniques involve the analysis and removal of redundant features, thereby reducing data dimensionality and
complexity. Handling data imbalance is another critical aspect, which can be approached through methods like
hybrid models, as reported in [31...], or through the generation of synthetic data, as mentioned in [162,163].
Additionally, addressing concerns related to data leakage is essential.
Furthermore, the sheer volume and diversity of data sources collected from various origins pose a significant
challenge for machine learning models in the field of cybersecurity. It's worth noting that many datasets
representing recent attacks are not publicly available due to privacy and security concerns.

4.3 Standard Metrics

In the work by the authors in reference [32......... ], they introduced several evaluation metrics for assessing the
classifier's performance. Nevertheless, it's noteworthy that many researchers have employed distinct parameters to
appraise classification models, often overlooking the complementary aspects, even when working with the same
dataset. There is a pressing necessity to establish a consensus on a standardized set of metrics for comparing
models, which would pave the way for more effective enhancements in this field.

4.4. Hybrid Learning

Signature-based intrusion detection methods stand out as the most prevalent and firmly established approaches
within the cybersecurity landscape [34,35...]. Nevertheless, these algorithms may falter in detecting novel attacks or
incidents due to missing features, significant feature constraints, or limited profiling capabilities. To address these
limitations, anomaly-based techniques, or hybrid approaches that merge both anomaly-based and signature-based
detection methods, can be employed effectively.

For a more focused understanding within specific problem domains like intrusion detection, malware analysis, or
phishing detection, harnessing a hybrid learning approach that combines diverse machine learning techniques
proves invaluable. By amalgamating deep learning, statistical analysis, and traditional machine learning
methodologies, one can make informed decisions when devising cybersecurity solutions.

4.5 Detection and Time Complexity of Technigues

The existing literature has paid limited attention to real-time attack environments, which is a noteworthy gap. When
addressing such environments, it becomes imperative to evaluate both the detection rate of attacks and the
algorithm's time complexity. Given that cybercriminals continually devise new attack strategies to exploit network
vulnerabilities, the efficacy of attack detection holds great significance. In cases where the system produces false
positives, security analysts are compelled to invest valuable time investigating non-malicious activities, which can
undermine their confidence in the system if such occurrences become frequent. It's also crucial to take into account
the computational complexity of various machine learning models, as demonstrated in Table 6. Furthermore, future
research might explore enhancing detection speed and reducing computational costs by leveraging advanced
hardware in a distributed approach.

4.6. Feature Engineering

The efficacy and performance of machine learning-based security models have come under scrutiny due to the
immense volume of network traffic data and the multitude of smaller operational intricacies. To address the high
dimensionality of this data, several techniques, such as principal component analysis (PCA), singular value
decomposition (SVD), and linear discriminant analysis (LDA), have been employed. Establishing contextual
connections between suspicious activities and low-level information within datasets can prove beneficial. These
contextual data can be subjected to processing through an ontology or taxonomy to facilitate further investigation.
Consequently, another challenging aspect in the domain of machine learning for cybersecurity pertains to the
efficient selection of optimal features or the extraction of significant characteristics. This process should take into
account both machine-readable features and contextual attributes to devise effective cybersecurity solutions.

4.7. Leakage

Data leakage, often referred to as "leakage," occurs when the training dataset includes relevant data that is not
readily available or significantly diverges when models are utilized for predictions [37...]. This typically leads to overly
optimistic predictions during the model development phase, followed by disappointing results when the prediction
model is applied and tested on new data. In a notable research work [38...], this problem is termed "leaks from the
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future," recognized as one of the "top 10 data mining mistakes," and is addressed through the recommendation of
employing exploratory data analysis (EDA) to identify and eliminate potential sources of leakage.
EDA serves the purpose of enhancing dataset integrity, ultimately improving the accuracy of machine learning

models when making predictions on unfamiliar data. Recent research [39..] emphasizes the detection and
exploitation of leaks as a crucial factor in achieving success in data mining competitions, highlighting that it can also
be a determinant of failure in data mining applications. Additionally, another study [40...] discusses the inclusion of
indicative features that predict the target variable, often introduced at a later stage in the data collection process.

To mitigate the risk of leakage, researchers have proposed a two-stage approach [41...], which involves tagging each
observation with a legitimacy marker during data collection and subsequently ensuring a clear separation between
the learning and prediction phases. This approach yielded significant benefits, achieving a maximum accuracy of
91.2% with Naive Bayes, 87.5% using k-NN, and 94.2% with a centroid-based approach across different categories. In
cases where machine learning scientists lack control over the data collection process, EDA remains a valuable
technique for detecting and addressing potential leaks [42...], holding promise for future research endeavors.

4.8. Homomorphic Encryption

Homomorphic encryption represents a significant milestone in the field of cryptography, offering the capability to
allow an untrusted third party to process data without revealing any sensitive information, thereby granting access
to confidential data securely. In this encryption paradigm, neither the end-user nor an unauthorized remote server
gains access to the decryption key, ensuring that the data remains within the designated domain. Its versatility
extends across various domains, encompassing applications in cloud computing, financial transactions, and defense
against potential threats from quantum computing technologies[43...].

Homomorphic encryption can be applied in two distinct ways: partial and full encryption. Fully Homomorphic
Encryption (FHE) plays a pivotal role in enabling machine learning processes without compromising data privacy.
Machine learning algorithms, whether deep learning or shallow, heavily rely on domain-specific data, often
challenging to share publicly. FHE introduces a novel approach to delegate the sharing of sensitive data without
exposing the actual meaningful data. However, it is essential to note that FHE's primary limitation lies in its
restriction to integer-based operations. Therefore, ongoing research is focused on developing matrix-based schemes
for FHE, with recent work demonstrating the efficacy of employing lowest degree polynomial approximation
functions, such as Chebyshev, in conjunction with continuous functions like the sigmoid function. This innovation has
paved the way for a new encryption method over FHE, particularly suitable for homogeneous networks[44-45...].
Federated learning, in tandem with FHE, has revolutionized the learning processes, particularly in scenarios involving
extensive image data with sample expansions. This synergy has expanded the scope of FHE applications across
various domains, including the highly confidential realm of medical and health information. Access to health data
through FHE has opened up numerous possibilities for leveraging machine learning in the context of medical images
and data from the Internet of Medical Things (IoMT). Notably, the integration of FHE with chaotic mapping, though
successful in ensuring data transmission, raised concerns about computational privacy. Subsequent advancements in
2021 combined FHE with secret sharing and edge computing, enabling distributed mathematical operations without
data leakage[46-47...].

Furthermore, the emergence of CryptoRNN, a recurrent neural network, has introduced a novel approach focusing
on blockchain technology's privacy protection. Within cloud environments, the integration of FHE has become
increasingly prevalent due to its adaptability in accessing domain data and harnessing substantial computing power.
Machine learning as a service platform (MLaaS) further augments the utility of FHE in safeguarding confidential data
by offering a wide array of machine learning algorithms[48-49...].

Exploring the application of homomorphic encryption in wireless sensor networks (WSNs), researchers have
assessed its performance using the NS-2 network simulation tool. In such environments, where conditions remain
consistent for each experimental agent, FHE outperformed alternative decryption methods like DAA, which decrypt
data hop-by-hop, achieving a time complexity of O(n). Overall, the incorporation of homomorphic encryption serves
to enhance global data flow, expand practical machine learning applications, and bolster cybersecurity efforts on a
larger scale [51-52...].
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4.9. Quantum Computing

In the early stages of quantum computing development, it became apparent that these emerging systems held the
potential to compromise the security provided by asymmetric encryption techniques [53...]. Asymmetric key
encryption relies on the generation of public and private keys through the factorization of two exceedingly large
prime numbers. While factoring small primes is feasible, decrypting keys of significant size could take thousands of
years, ensuring the security of our data. However, Shore's algorithm [54...], which offers an alternative for
factorization, is also notably slow. Quantum computing, leveraging its superposition principle, can rapidly derive
factors in a fraction of the time it would take for classical binary computing systems. Consequently, widely-used
encryption algorithms like RSA, DES, elliptic curve algorithms such as ECDSA, and digital signature algorithms are
rendered insecure by the speed of quantum computing [55...]. For instance, researchers have pointed out that
cracking a 56-bit DES encryption using Grover's algorithm on a quantum computer would require just 185 searches
to identify the key [56...].

On the other hand, symmetric key algorithms like AES remain resistant to quantum computing attacks. Scientists are
exploring various avenues, including both quantum and mathematical techniques, to overcome these limitations.
One notable example is the BB84 protocol, a quantum key distribution method [57...]. Additionally, mathematical
approaches like lattice-based cryptography are under investigation [58...]. These efforts aim to enhance encryption
methods that can withstand quantum computing advancements.

While quantum computing poses a threat to asymmetric encryption, it also offers opportunities for accelerating
machine learning when employed as subroutines [59...]. This potential enhancement can significantly reduce
prediction times, especially for algorithms such as Support Vector Machines (SVM), which may require extensive
time for implementing kernel transformations to derive hyperplanes. Quantum computing can also be integrated
into deep learning configurations, albeit with some challenges due to the linear dynamics inherent in quantum
neural networks [60...].

4.10 Concept of Adversarial Inputs to Models

The concept of adversarial inputs to machine learning models poses several challenges, as discussed by the authors
in [61...]. In military applications, the need for swift decision-making is paramount. Adversaries can manipulate
messages by introducing hostile text sequences, potentially altering the message's entire meaning and leading to
disastrous consequences [62...]. Training machine learning models in an adversarial environment is a crucial strategy
for enhancing their resilience to such hostile inputs.

One proposed defense mechanism in this regard is DeepCloak, designed to identify and eliminate unnecessary
features within deep neural network (DNN) models. DeepCloak's function is to curtail an attacker's ability to
generate adversarial samples, thereby bolstering the model's robustness [63...]. However, it's worth noting that the
assumption that test data comes from the same distribution as the training data is often violated. For instance,
differences in the cameras used to capture images during training and testing can adversely affect model
performance.

The work of Tony et al. in [64-65...] and [66...] sheds light on various adversarial attacks that can deceive the learning
process of machine learning models. Additionally, Ibitoye et al. in [67...] have proposed a novel model for identifying
the risk of adversarial attacks in network security, accompanied by an evaluation of different adversarial attacks on
machine learning models used in network security scenarios.

In the realm of cybersecurity, there is a pressing need for deep learning models that exhibit resilience to noise and
adversarial examples, although achieving this remains a challenging endeavor.

4.11 Adversarial Attacks and Defences

On the contrary, when a cyber attacker manipulates the attack pattern to influence the data as it is being distributed
in order to deceive the trained model, this type of attack is referred to as an evasion attack [68...]. There exists a
spectrum of adversarial attacks, including but not limited to the Fast Gradient Signal Method (FGSM), Multistage Bit
Coordinate Ascent (BCAk), Multistage Bit Gradient Ascent (BGAk), Generative Adversarial Networks (GAN), and the
Carlini & Wagner Attack (C&W) [68...].

In response to these adversarial threats, various defensive strategies have been proposed in the research literature.
These strategies aim to thwart adversarial attacks and maintain the integrity of machine learning models. Among
these strategies are adversarial training [69...], defense distillation [70...], compression specificity [71...], and the
Magnet approach [72...].

JETIR2310680 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org | h646


http://www.jetir.org/

© 2023 JETIR October 2023, Volume 10, Issue 10 www.jetir.org (ISSN-2349-5162)
Adversarial training involves the incorporation of adversarial examples during the model training process. While this
approach is relatively straightforward to implement, it necessitates some level of training behind the model. The
benefit is that attacks encountered during testing are as valuable as those experienced during training.

On the other hand, defense distillation requires retraining the model but is highly efficient for most datasets. It
involves the distillation of neural networks to train new models with improved resilience to adversarial attacks.

Feature compression has proven effective in combatting various adversarial attacks, especially in image databases
such as ImageNet and MNIST. This method involves compressing the data using various compression techniques,
typically pixel-based methods. If the predictions of the original and compressed samples exhibit significant
disparities, the compressed sample is flagged as a counterexample. Notably, this approach does not necessitate
retraining the model but instead employs an autoencoder to detect counter-patterns [71...].

4.12 Growing Attacks

As the field of cybersecurity continues to evolve, cyberattacks are also evolving at a rapid pace. Leveraging machine
learning (ML) to counter these emerging threats poses two distinct challenges. Firstly, ML models are employed to
detect activities that have not been previously encountered [73...]. Secondly, new cyberattacks frequently differ in
their technical characteristics from older ones. Typically, ML models are trained using historical features within the
dataset, but new attacks may exhibit different sets of features. Modern cyberattacks have the ability to evade
classifiers, potentially leading to false alarms or reduced detection rates.

4.13 Confidentiality and Protection

As per concerns of security and user privacy, have increased with the collection of data from structured and
unstructured sources. This leads to Big-data and its protection issues for safety [74...]. Safe data protection against
hostile attacks and tampering by unauthorized users is essential. Normal users should also have permission to access
the data.

5. Other Unique Challenges

5.1 Much higher requirements for accuracy.

if you're processing an image and the system mistakes a dog for a cat, it might be annoying, but it probably won't be
life-or-death. If a machine learning system mistakes a fraudulent data packet for a legitimate one, leading to an
attack on a hospital and its equipment, the impact of miscategorization can be severe.

Organizations see large volumes of data packets pass through firewalls every day. If Machine Learning model
miscategorized only 0.1% data, then we can mistakenly block a huge amount of normal traffic that would have a
serious impact on the business. Understandably, in the early days of machine learning, some organizations were
concerned that the models would not be as accurate as human security researchers. It takes time and also requires a
huge amount of data to actually train a machine learning model to the same level of accuracy as a truly skilled
human. However, people do not scale and are among the rarest resources in IT today. We rely on ML to effectively
augment cybersecurity solutions. ML can also help us detect unknown attacks that are hard for humans to detect
because ML can create baseline behaviors and detect any abnormalities that deviate from them.

5.2 Access to large amounts of training data, especially labeled data.

Machine learning requires large amounts of data to make models and predictions more accurate. Malware sample
acquisition is much more difficult than image processing and NLP data acquisition. There is not enough data on
attacks and much data on security risks is sensitive and unavailable for privacy reasons.

5.3 Dynamic Nature

Basic truth. Unlike images, the ground truth in cybersecurity may not always be available or fixed. The cybersecurity
environment is dynamic and constantly changing. No malware database can claim to cover all the malware in the
world, and more malware is being generated every moment. What is the ground truth that we should compare
ourselves to in order to judge our accuracy?

6. Conclusions

Cybersecurity stands as a global concern, prompting ongoing enhancements in security measures to detect and
combat cyber threats. The conventional security systems utilized in the past have become inadequate, lacking the
efficacy to identify concealed and polymorphic attacks. Machine learning techniques have emerged as a pivotal
component in various cybersecurity applications. Our examination reveals a substantial surge in interest surrounding
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the intersection of machine learning and cybersecurity within both academic and industrial domains, particularly in
the past decade. This surge has resulted in a marked increase in publications. In this paper, we endeavor to bridge
the gap between machine learning techniques and the myriad threats facing computer networks and mobile
communications by conducting a comprehensive study that explores the interplay between these two domains.

Our study encompasses a literature review of machine learning techniques for intrusion detection, spam detection,
and malware detection in computer networks and mobile devices over the preceding decade. We offer a concise
overview of the application of machine learning models in the realm of cybersecurity, with a specific focus on
developments within the last decade. Each type of cyber threat presents unique characteristics that challenge even
the most advanced machine learning models when addressing such attacks. Consequently, prescribing a singular
recommendation for all attacks based on a single model proves unfeasible. Multiple criteria, such as detection
speed, time complexity, classification time for identifying novel and zero-day attacks, and model accuracy, should be
weighed when selecting a particular model for cyber attack detection.

In our exploration, we elucidate the fundamentals of cybersecurity, including the categorization of cyber attacks on
both mobile devices and computer networks. Recognizing the pivotal role of machine learning, we provide
introductory explanations of the basics, types, and key techniques of machine learning to facilitate comprehension
for newcomers to the field. To our knowledge, there exists a scarcity of literature that delves into the application of
machine learning techniques within the domain of cybersecurity concerning mobile devices and computer networks.

We present a visual overview of cyber attacks and the spectrum of machine learning techniques available for
countering these cybercrimes. Additionally, we evaluate select popular machine learning tools and propose
evaluation criteria for assessing the performance of any classifier. Datasets hold paramount importance for training
and testing machine learning models, and we furnish descriptions of the most frequently utilized security databases.
It is important to note that no single, comprehensive database exists for each threat domain.

Machine learning techniques were not originally conceived with cybersecurity in mind, making them susceptible to
fuzziness, which can lead to misleading inputs. Reliable machine learning represents a facet of applying machine
learning techniques in cyberspace that offers a degree of assurance regarding model speed and accuracy. We also
provide a concise summary of key challenges in the application of machine learning techniques in the context of
cybersecurity and supply an extensive bibliography to guide further exploration in this field. These challenges
warrant substantial attention and exploration in future research endeavors.
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