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Abstract :  With the evolution in wireless communication, there are many security threats over the internet. The intrusion detection 

system (IDS) helps to find the attacks on the system and the intruders are detected. Previously various machine learning (ML) 

techniques are applied on the IDS and tried to improve the results on the detection of intruders and to increase the accuracy of the 

IDS . This paper has proposed an approach to develop efficient IDS by using the principal component analysis (PCA) and the random 

forest classification algorithm. Where the PCA will help to organise the dataset by reducing the dimensionality of the dataset and 

the random forest will help in classification. Results obtained states that the proposed approach works more efficiently in terms of 

accuracy as compared to other techniques like S VM, Naïve Bayes, and Decision Tree. The results obtained by proposed 

method are having the values for performance time (min) is 3.24 minutes, Accuracy rate (%) is 96.78 %, and the Error rate (%) is 

0.21 %. 
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I. INTRODUCTION 

Nowadays, the involvement of the internet in normal life has been increased rapidly. The internet has made a crucial place in 
everyone’s life. The use of the internet has become very crucial for everyone. So with the increase in the use of internet 

activities.Different attacks are seen on the system or the network.The attacks like black hole,grey hole,wormhole etc. are seen on the 
network system. These attacks are to steal the information from the system or to corrupt the data present over any system . To 
make misuse of the data, the intruders attack the system in various ways, some of the attacks are DoS, probe, snort, r2l etc. So to 

prevent the system from such attacks, the intrusion detection system was introduced. IDS keep track of attacks on the system and to 
prevent the system from these attacks . So to detect such attacks, the various works have done earlier by using various techniques. 
Here an intrusion detection system that makes use of the principal component analysis is used along with the random forest technique. 

Both the methods work for a special purpose, where the PCA gives the granularity in the data, and the random forest helps the 
classification between the nodes for attacks.  

Fig:1 System architecture 

  
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  II.  SYSTEM ANALYSIS AND EXISTING SYSTEM 

The systems which work over the internet suffer from  various malicious activities. The major problem seen in this field is the intrusion 

in the system for violating the information. This intrusion is detected by creating an intrusion detection system; this system also needs to be 

accurate and efficient in the detection of the intruders. Various machine learning algorithms were used for intrusion detection; some of them 

are SVM, Naïve Bayes etc. But the results state that there may be some improvements to be done on terms of accuracy and the detection 

rates and the false alarm rate. Some other techniques can replace previously applied techniques such as SVM and Naïve Bay es. Also, the 

study states that the dataset can be improved by using some methods over it. To imp rove the quality of the input to the proposed system 

  III.PROPOSED SYSTEM 

The intrusion detection system works for the improvement of the system, which is affected by the intruders. This system can do the 

detection of the intruders. The proposed system tries to eliminate the existing problems related to the previous work. The proposed system 

consists of the two methods that are principal component analysis, and the other one is the random forest. The principal component 

analysis is used for the reduction of the dimension of the dataset; by this method, the dataset quality will be improved as the dataset 

may contain correct attributes. After this, the random forest algorithm will be applied for the detection of the intruders, w hich provide 

both the detection rate and the false alarm rate in an improved manner as compared to SVM 

IV.IMPLEMENTATION MODULE DESCRIPTION 

• Firstly, the Input data is collected from the sources like Kaggle and KDD.  

• The collected input data is pre-processed using several pre-processing techniques which converts network into series of 

observations. 

• After pre-processing the datasets are obtained further improved the quality of datasets using PCA (Principal Component Analysis). 

The datasets are trained. 

• From trained datasets the improved quality datasets are extracted and then the datasets are predicted and classified using Random 

Forest algorithm. 

• Even the Testing data is also Predicted and Classified using Random Forest and finally the required output is obtained, it de tects 

whether there is an attack on the system or not.  

 

   V.SYSTEM DESIGN IMPLEMENTATION 

                          

         1)USECASE DIAGRAM: 
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        2)ACTIVITY DIAGRAM:  

 

   VI.RESULTS AND DISCUSSION 

 

1.First the user should enter the login details. 

Fig:2 Home page 

 

2.The user should enter the dataset . 

 

                            
Fig:3 Page after login 
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3.The output is displayed here the user clicks on train to train the data.     

          

Fig:4 Ouput for the above page details 

 

4.The next page shows the trained data. 

 

Fig:5 Output of trained data 

 

5.The output is displayed as what type of attack happened at what percent. 

   

Fig:6: Output of  the analysis 
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    6.The next page is the performance analysis page. 

 

                                                   Fig:7 Performance Analysis 

 

7.Confusion Matrix. 

 

                                                         Fig:8 Confusion Matrix 

 

VII. CONCLUSION 

     As the involvement of the systems over the internet increasing rapidly, the security concerns have also seen. The proposed 

approach deals with the detection of intruders over the internet efficiently. The proposed algorithm has performed well as compared 

to the previously applied algorithms such as SVM, Naïve Bayes, and Decision Tree. The detection rates and the false error rates can be 

improved at a great extent by the proposed approach. The dataset used here is the knowledge discovery dataset. The results obtained by 

our proposed method having the values for Performance time (min)is 3.24 minutes, Accuracy rate (%) is 96.78 %, and the Error rate 

(%) is 0.21 %. 
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