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ABSTRACT To get medical treatment if high quality and efficiently, patients share their Medical 

Health Record (MHR)  digitally on public storage with mobile devices. Nonetheless data privacy 

protection, flexible data sharing, computation efficiency optimization are some pf the obstacles which 

remaining accomplishing fine - grained access control in Electronic Medical Record (EMR) system. Here, 

we have come up with an ingenious access control model & fine grained data sharing mechanism for 

EMR which concurrently achieves the above mentioned features & it is relevant for resource - 

constrained mobile devices complex computation is externalized to public cloud server. Having 

approximately no complex computation left for PKG, sender & receiver with optimized communication 

cost. Further an extensible library is developed that is appropriate with android devices on realistic 

environment, access control mechanism along with public cloud servers is deployed with constrained 

resources. The results indicate that mechanisms is compelent, dynamic and practically cost effective. 

Index Terms—Data sharing mechanism, attribute based encryption, secure outsourced 

computation, cloud computing, Electronic Medical Record.  

INTRODUCTION  

For digital information processing, EMR enables doctors & patients to conveniently share medical 

records and personal health information it also assets patients to high quality medical treatment. EMR 

system can outsource medical records to public cloud where doctors & patients ca store manage and share 

medical records in order to diminish maintenance cost of specialized data centre and to attain data 

sharing. 

Diversified server based access control mechanism like Role Based Access Control (RBAC) [1], 

Temporal - RBAC [2],[3] and GEO - RBAC [4], have been sharing. A reliable access control server is 

employed to act as a supervisor. As the record are stored on public cloud, the cloud and user are not in 

same trusted domain, so conventional access control mechanism may not be suitable for cloud assisted 
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EMR system. Medical records must b encrypted to protect privacy before outsourcing to the cloud. To 

reinforce imperative access control, key assignment scheme can be used which is a symmetric 

cryptography primitive. A class lower down in the hierarchy in (KAS) [5],[6],[7],[8],[9],[10] which is set 

in advance which is used for computation.  It is not flexible enough & access policy should follow the 

fixed classes. 

As associate degree innovative science answer, attribute based mostly encryption (ABE) [11] 

integrates versatile access management with encryption practicality. the flexibleness denotes that each 

single file may be encrypted with a versatile access policy. Fig. 1 presents the standard access 

management model of ABE. In specific, cipher text-policy ABE (CP-ABE) [12] that's conceptually 

nearer to RBAC has potential to be applied in ERM systems. so as to fulfil the immediacy and quality, 

doctors use mobile devices to form, browse and update medical records anyplace, at any time. A doctor is 

assigned with several attributes supported his/her role, like “Surgery”, “Director”, “Male” etc., and uses a 

mobile device to inscribe patients’ medical records related to access policy, e.g., “Pediatrics” ∧  (“Doctor” 

∨  “Head-nurse”), before uploading to the EMR cloud. different doctors WHO have non-public keys 

containing attributes will decipher encrypted medical records if the attributes satisfy the access policy.4 

 Multi-authority ABE ,traceable[13] and revocable multi-authority ABE[14] ,multi-authority ABE 

with semi outsourced decryption [15] are the examples of a series of work existed 

on ABE for EMR, through which several sensible features can be delivered.Although ABE is deployed in 

a large scale EMR system there are various serious challenges that still exists. 

                                   

 Computation Potency: Heavy computation is a significant disadvantage that disrupt ABE 

from a wide range preparation complexness of access policy is grown for most paring & 

exponentiation transaction reserve-strained mobile device in EMR faces a large burden for PKG & 

users. Therefore the way for synchronously dwindle ]the estimation cost for PKG & users is the 

first confrontation. 
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 Authority/ Investiture: To private doctors the compelling patient records need to be 

promptly accredited. Accomplishment of efficient authority delegation without divulging the data 

confidentiality in ABE is the second confrontation. 

 Economic Constructivity: To shop for a high-end mobile devices for every staff is not 

commercial for an outsize health care enterprise with distinct thousands of staff the way to picture 

an economical ABE system that can be reasonable for resource-constrained mobile device is the 

third confrontation. 

 Our Contribution 

Intending outsourced at resolution of the above challenges competent data sharing mechanism for 

EMR accomplishing data privacy, fine-grained access control, authority delegation. It enhances the 

computation potency and is appropriate for resource constrained mobile devices. 

a) New Access Management Model. Powerful outsourced capability of public cloud is 

employed by ABE by proposing a new access control model. Our new model will considerably 

improve the computation potency for PKG and user by computing only one addition public 

cloud service supplier when correlated with conventional model. 

b) High Computation Potency. The intense computation of all the ABE algorithms ( i.e, 

key generation,encryption,&decryption) is deployed to public and cloud servers, exploiting 

zero exponentiation for PKG (key generation) and data owners (encryption) and one 

exponentiation for data consumers (decryption) based positioned on the new model.Moreover 

the new model will restrict public cloud servers from learning secret information.  

c) Economical Authority Delegation. A fully outsourced cipher text - policy attribute 

based proxy re-encryption(FO-CP-AB-PRE) system is recommended which can re-encrypt an 

ABE cipher text into a current cipher text beneath anew access policy without revealing the 

plain text.To perform one authority delegation operation for the doctor it takes virtually no 

complex computation.Furthermore, security model is designed and security verification is 

given. 

d) Low Communication Price. Addition communication cost in our system which is yet 

"imperceptible" for the PKG is delivered by the outsourced computation. Because computation 

could be done once the servers recurving public key and the results are downloaded by the 

PKG in the spare time (while being charged ). Waiting for the cloud's response and draining 
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battery, operation could be later promptly completed. Thus our method is applied for resource-

constrained mobile devices. 

e) Performance Analysis. Theoretical comparison with numerous sensible ABE schemes is 

provided by us. Moreover on extensible library "Libabe" that is compatible with android 

device is developed. An epitome of our mechanism within Libabe on two cloud servers, a 

portable system and a low-end mobile is enforced. The consequences illustrate high potency 

and economy of our methodology.We consider that ABE is made a step closer to the actual 

deployment on EMR by the prototype with mobile devices. 

Related Work 

To achieve cryptographic access control, Akl and Taylor [5] initially considered the Key 

assignment scheme(KAS).  Based on a binary tree a space-efficient KAS was designed by Alderman et al 

[6] and a key based cryptographic access control mechanism was intended in recent times.cryptographic 

hierarchical access control was proposed by Castiglione et al[7]. for dynamic structures [16]. It shows in 

what way we can enact outsourced publicly verifiable computation on KAS [8] from access 

control.shared key assignment schemes [9]  on symmetric encryption and two hierarchical.[10] 

Castiglione suggested two hierarchical and shared key assignment schemes supported bilaterally 

symmetric coding and public key threshold broadcast coding on an individual basis. 

The concept of attribute-based encryption was first proposed by Amit Sahai and Brent Waters [2] 

and later by Vipul Goyal, Omkant Pandey, Amit Sahai and Brent Waters[11].There are mainly two types 

of attribute-based encryption schemes: Key-policy attribute-based encryption (KP-ABE)[11] and cipher 

text-policy attribute-based encryption (CP-ABE).[12]. In KP-ABE, users' secret keys are generated based 

on an access tree that defines the privileges scope of the concerned user, and data are encrypted over a set 

of attributes. However, CP-ABE uses access trees to encrypt data and users' secret keys are generated 

over a set of attributes.   

M. Blaze first bought up Proxy re-encryption (PRE) schemes cryptosystems. It allow third parties 

(proxies) to alter a cipher text which has been encrypted for one party, so that it may be decrypted by 

another. Unidirectional PRE scheme was proposed by Ateniese et al [23], and CCA-secure PRE scheme 

was proposed by Hanaoka et al [24]. There are various PRE schemes like anonymous proxy re- 

encryption [25], attribute based proxy re-encryption [26]. In recent times, to reducing the online 

computation cost on the mobile devices side[20] Shao et al. proposed online/offline attribute based proxy 

re-encryption (OOABPRE). 
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SYSTEM MODEL AND SECURITY MODEL 

Here,we present the system and security model. 

 SYSTEM MODEL  

To achieve secure outsourced computation, like outsourced key generation/encryption/re-

encryption key generation/decryption, we have a tendency to adopt 2 totally different public cloud servers 

when compared with the standard model of ABE in fig1. For outsourced secret writing,one public cloud 

server (e.g.public cloud 2) as all the key can be exposed to the distinctive cloud server,it is not enough for 

different operations.Concretely, once the server that helps information owner generate the intermediate 

cipher text ( IT ), obtains the ultimate original cipher text ( CT ), it can simply recover the key in CT . 

Consequently, two non-collusive cloud servers area unit adopted in our system, where a data owner initial 

obtains IT one, IT two from 2 cloud servers respectively, then generates the ultimate IT by combining IT 

one and IT 2 . Since 2 public cloud servers cannot conspire with each other, the ultimate combined IT 

ought to be information- theoretically hidden from 2 cloud servers. 

 The access management model consists of 5 entities: personal key generator (PKG), public cloud 

one, public cloud two, data owners and information customers. Table one lists the acronyms used in this 

paper. Fig.2 shows the organization of those entities. 

 PKG is accountable to line up the system parameters and distributes all the cryptologic keys PK, 

MSK, SKs, TKs and RtK s to different entities.  

 Knowledge owner defines access policies and encrypts knowledge under these policies before 

uploading them to public cloud 2. He/she also can delegate (re-encrypt) the encrypted knowledge 

to unauthorized knowledge shoppers. All the significant computation within the on top of 

operations is completed with the assistance of public cloud one and public cloud two. 
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 Public cloud 2 equipped with PK and TK is deployed to provide outsourced computation service 

and cloud data storage service, like KGS, ES, RES, DS and SS. The description of the services is 

as follows. 

– KGS generates ISK s to assist PKG/data house owners with key generation/authority 

delegation. 

– metallic element generates IT s to assist knowledge house owners with encryption and 

authority delegation. 

– RES generates RCT s to assist knowledge house owners with authority delegation. 

– DS generates CT to assist knowledge customers with decryption. 

– SS stores all the encrypted cloud knowledge.  

 Public cloud 1 equipped with PK is another totally different cloud service supplier. it's deployed to 

produce solely outsourced computation service, like KGS and E.  

 Data shopper equipped with a retrieval key Rtk will download any encrypted information of 

his/her interest from public cloud a pair of and check out to rewrite the ciphertext. 

SECURITY MODEL 

Adversarial Model. In our system, public cloud one and public cloud two area unit “honest-but-

curious”[18][17]. More precisely, they can follow the protocol however strive to realize out as a lot of 

personal info as doable. Most of the information consumers area unit honest, whereas few of them area 

unit corrupt and will outflow their secret keys within the collusion. On the contrary, PKG and information 
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owner area unit assumed to be absolutely trustworthy . Besides, public cloud one and public cloud two 

cannot conspire with one another. The non-collusive assumption is reasonable, as a result of the consumer 

will demand that 2 cloud severs cannot reveal users’ info by contract. 

                             

The channels that transmit ISK;IT;TK;RtK should be secured and this could be simply enforced 

by SSL. Because the secret keys TK;RtK are forever distributed in camera, and the intermediate 

computation results ISK;IT cannot be accessed by outsiders. If the channels that transmit ISK;IT are 

public, meaning ISK;IT can be accessed by any entities, the outsourced key generation/encryption/re- 

encryption generation area unit not secure. Since we tend to adopt 2 non-collusive public cloud servers, 

we tend to ought to take into account the circumstances that every cloud server colludes with alternative 

entities. As delineated in Fig. 4, we tend to contemplate the following 2 styles of adversaries. 

 Type-1 resister refers to corrupt knowledge shoppers colluding with public cloud one, who will 

acquire Sks of corrupt data consumers,all the 1SK1s/IT1sat public cloud 1, some RKs of RES and 

every one the CTs/RCTs of SS4. It intends to decipher unauthorized Cts/RCTs. 

 Type-2 someone refers to corrupt knowledge consumers colluding with public cloud a pair of, UN 

agency will acquire SKs of corrupt knowledge customers,ISK2s/IT2s/RKs5/TKs/CTs/RCTs at 

public cloud a pair of. It intends to de-crypt unauthorized Cts/RCTs. Next, according to the 

capabilities of 2 completely different adversaries and also the attack targets (CT or RCT), we tend 

to outline the following selective accountant security game. 

Next, according to the capabilities of 2 completely different adversaries and also the attack targets 

(CT or RCT), we tend to outline the following selective accountant security game. 
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PERFORMANCE EVALUATIONS 

Theoretical Analysis.  

Communication Price Analysis. Even so, outsourced computation definitely brings further 

communication price, e.g.,a user must watch for the cloud server’s response and downloads the 

computation results on-line. within the on top of process, the user’s mobile device can expertise the 

facility consumption and therefore the network latency.The power consumption continually will increase 

with the transmission size. The network latency may be influenced by several factors,but solely the 

transmission size depends on the theme[17],[18],  [19],  [22], [21], [23].  

 Experimental Analysis 

An extensible library Libabe , that overtures imperative APIs for implementing ABE schemes is 

developed by C language to appraise the practical performance. To be compatible with android OS, 

Libabe is solely captivated with Pairing-Based Cryptography (PBC) library [36] and OpenSS-L [37].The 

assessment program with Java Native Interface(JNI) is developed depending upon the Libabe.We select 

the 224-bit MNT ellipsoidal curve from PBC library. 

 

 To execute interrelated algorithms, two public cloud service providers(Alibaba cloud and Tencent 

cloud) are employed. To act as the PKG,we use a system and the same system and a low-end mobile 

phone perform the part of users.The device configuration  we elect a low-end mobile phone whose worth 

is about ₹5,000($66) to assert the economy of our theme.  
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CONCLUSION AND FUTURE WORK 

Here, we tend to propose a fine-grained data sharing mechanism for the EMR system, that not 

solely achieves data privacy, non-interactive fine-grained access management, and authority delegation at 

the same time, however is also appropriate for low-end mobile devices. Moreover, we tend to develop an 

extensible library known as Libabe that is appropriate with android devices, and our mechanism is 

implemented on realistic environment. The experimental results signify that our mechanisms competent, 

sensible and cost-effective.The economical revocation mechanism will be focussed within the future. 
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