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Abstract: The new era of wireless communication systems requires sophisticated communication techniques that can attain high
spectral efficiency (SE) and give massive connectivity between the users. So, Non-orthogonal multiple access (NOMA) and
simultaneously wireless information as well as power transfer (SWIPT) are two favorable methods to enhance spectral efficiency
and also energy efficiency in CR networks. Here, an Artificial noise-aided beamforming design problems under both perfect and
imperfect channel State information (CSI) are studied to enhance the security of a multiple-input single-output NOMA SWIPT
system where a realistic non-linear ER model is used. So in order to enhance the security of the primary network, an artificial
noise-aided cooperative jamming scheme for MISO-NOMA SWIPT sytem is proposed. The Artificial noise aided beamforming
design problems are studied subject to the practical secrecy rate and energy harvesting constraints. Here, the transmission power
minimization problems are formulated under the both perfect channel state information (CSI) and the imperfect CSI model. To
resolve these non-convex problems, pair of algorithms semi definite relaxation (SDR) and a cost function algorithms are
proposed. Our simulation results shown that the proposed scheme flourishes in establishing secure communication and it is
envisioned that applying NOMA in CR networks is capable of significantly improving the Spectral efficiency and user
connectivity. Finally, the performance of our proposed method is improved than that obtained by OMA.

Index Terms —Non-orthogonal multiple access, SWIPT, Cognitive radio, Non-linear EH, Physical-layer secrecy, Channel
state Information, cooperative jamming scheme. QOE

I. INTRODUCTION

THE ever-increasing high data rate requirements and for the 5" generation wireless communication systems there is a
unprecedented increase of mobile devices to address challenging issues, such as spectrum efficiency and massive connectivity [1],
[2]. Non- orthogonal multiple access (NOMA) is a favorable technique to address these challenges [3]. NOMA can give high
spectral efficiency (SE) and simultaneously serve multiple users. Unlike orthogonal multiple access (OMA), successive
interference cancellation (SIC) method is requisite to diminish the mutual interference between different users owing to the
utilization of non—orthogonal resources [4]. NOMA has received increasing attention since it can attain a significant gain in
requisites of SE and energy efficiency (EE) compared with OMA [5]-[7].

Recently, another technique called simultaneous wireless information as well as power transfer (SWIPT) has been proposed to
extend the operational life time of energy-limited devices, such as energy-limited sensors [8]. Unlike the conventional energy
harvesting (EH) methods, such as solar and wind power, Simultaneous information and power transfer can provide steady and
controlled power for wireless applications. Mostly ,RF signals not only identifies energy harvesting sources, but also they can
transmit the information necessary for transmission. However, due to the propagating nature of NOMA and the dual purpose of RF
signals, malicious energy harvesting receivers (EHRs) may be present and interrupt the secret transmitted information signals [11]-
[20]. Thus, it is essential to enhance the secrecy rate of NOMA SWIPT systems.

Il. LITERATURE SURVEY

In [45]-[50], beamforming design problems using SWIPT has been studied. Recently in [26],[41]-[44], some efforts have
been committed to design MISO-NOMA resource. These involvements can be summarized as follows.

In order to increase the security of CRNs, many confined physical-layer techniques have been proposed by using
different CSI models [45]-[50]. In [45], a robust beamforming scheme for MISO CRNSs in the face of a bounded CSI error model
has been proposed. It was exposed that the secrecy rate of the SUs can be significantly increased by by means of various antenna
techniques, but it is reduced when the CSI inaccuracy goes up. By developing the connection between multi-antenna aided secure
communications and cognitive radio communications, the authors of [46] intended an optimal beamforming design systems for
MISO-aided CRNs.
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Recently, the authors of [49] and [50] considered the problems of beamforming design in secure MISO multiuser unicast
CRNs and of multicast CRNs, respectively. Specifically, in [49], an AN aided beamforming scheme was proposed where there is
enhancing the secrecy rate by imposing artificial noise on malicious SUs. In [50], the secrecy rate of SUs was increased under the
max-min fairness criterion by providing Cooperation between the primary network and the secondary network. Since energy
harvesting has not been considered in [45] and [50], the beamforming schemes proposed in these existing works are unsuitable to
CRNs using SWIPT.

Recently, the authors of [27], [36], [52]-[55] studied the resource allocation problems of various CRNs using SWIPT. In
[27], a multi-objective optimization framework was applied in MISO-NOMA CRNs with SWIPT. The beamforming scheme, the
energy signals and the covariance matrix of AN were jointly optimized. It was shown that there are several tradeoffs in CRNs
using SWIPT, such as the tradeoff between the secrecy rate of SUs and the harvested power of EHRs. The authors of [27] only
considered the bounded CSI error model. In [36], the authors studied the robust beamforming design problem both under the
bounded CSI error model and the probabilistic CSI error model. It was shown that a performance gain can be obtained under the
probabilistic CSI error model compared to the bounded CSI error model. Mohjazi et al. [51] extended the robust beamforming
design problem into a multi-user MISO CRNs using SWIPT.

By together optimizing the beamforming of CBS and the power splitting factor of the energy-harvesting SUs, the
transmission power of the cognitive base station (CBS) can be reduced. So, an optimal pre-coding scheme was adopted for
multiple-input multiple-output (MIMO) aided CRNs using SWIPT [52], to further increase the secrecy rate and the harvested
power of EHRSs,.

HLEXISTING WORK

As an alternative to the conventional cryptographic techniques, physical-layer security exploits the physical
characteristics (e.g., multipath fading, propagation delay, etc.) of wireless channels to accomplish secure communications. It was
clearly shown that the secrecy rate of wireless communication systems directly rely on the precision of the channel state
information (CSI). Moreover, the secrecy rate of SUs in CRNs is more rigorously limited. In order to protect the PUs’ quality of
service, their transmission power should be controlled. Hence, in order to improve the secrecy rate of SUs, multiple antennas,
cooperative relaying, jamming and artificial noise (AN)-aided techniques have been applied. Hence, by designing an optimal
resource allocation scheme the secrecy rate can be further improved. Moreover, the secure energy efficiency can be enhanced by
using AN-aided techniques and designing the optimal resource allocation schemes. However, the performance gains attained by
using these techniques are significantly influenced by the accuracy of CSI. Hence it becomes a challenge to obtain accurate CSl,
especially for NOMA SWIPT systems. Thus, it is imperative to design resource allocation schemes under the imperfect CSI.
Plentiful investigations have been conducted for improving the security of the conventional OMA systems by using linear EH
model. In OMA,

1. The interference is very high.

2. Consumes more power.

3. Secrecy rate and efficiency is very low.

Considering all the disadvantages associative with the existing method, we came up with a new method.

IV.PROPOSED METHOD
In order to overcome the drawbacks of existing work and improve the security of primary user’s (PU’s),MISO-NOMA
SWIPT systems using co-operative jamming scheme is proposed.

1) The AN-aided cooperative jamming scheme is proposed for MISO-NOMA CRNs using SWIPT in order to improve the
security of the primary network. By using this proposed scheme, the CBS sends a jamming signal to collaborate with the
primary base station (PBS) for increasing the security of the PUs. As a result, the secondary network is approved to access
the frequency bands of the primary network and offer SWIPT services both for the SUs and for the EHRs in the secondary
network. Furthermore, the covariance matrix of the jamming signals transmitted at CBS and the beamforming of the CBS
and the PBS are jointly optimized.

2) Beamforming design problems are deliberate under both the perfect CSI model and the bounded CSI error model. In
contrast to the works that only an eaves dropper was considered in the NOMA system [26], [41]-[44], we consider a more
general scenario, where multiple malicious EHRs exist. The total transmission power is minimized by collectively
optimizing the transmission beamforming vectors of both the PBS and the CBS as well as the covariance matrix of the
jamming signal transmitted at the CBS For solving these challenging non-convex problems, pair of algorithms are
proposed. One of them based on semidefinite relaxation (SDR) while the other is based on a carefully conceived cost
function.
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3) Our model results show that the proposed AN-aided cooperative scheme can reduce the transmission power required in
MISO-NOMA CRNs using SWIPT. Moreover, when CSI is imperfect, it is shown that the performance achieved by
NOMA is proven to be better than obtained by OMA. Furthermore, our simulation results also show that the cost function
algorithm outperforms the algorithm based on using SDR.

AN- AIDED COOPERATIVE JAMMING SCHEME
The secure energy efficiency can be enhanced by using AN-aided techniques. AN-aided cooperative jamming scheme is
proposed for MISO-NOMA CRN’S using SWIPT to increase the security of primary network.

Secondary network:

CBS
Signal: Jamming signal
PBS
PU"S securitv
Frequency Bands{from Primarv network)
SWIPT Services

SU"s and EHE s

Beamforming CBS and PBS are optimized

Fig 1:System Model

Total transmission power is minimized

A. Main Contributions
In this system model, we will describe the network model and security metrics in the downlink MISO NOMA using
SWIPT systems under a practical non-linear EH model. In [26], [41]-[44], only one eavesdropper has been considered in the
designed NOMA systems and resource allocation schemes have been proposed. In this paper, the beamforming design problems
are studied.
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Fig.2: Schematic Block Overview of Proposed System

B.Network Model
Our downlink MISO NOMA CR network using SWIPT is shown in Fig. 1 and Fig.2. In the primary network, unicast-

multicast communications are exploited since they can provide high SE and massive connectivity. This scenario is extensively
encountered, for example in Internet of Things, wireless sensor networks and the cellular networks [49], [50]. Specifically, the
PBS sends different confidential information-bearing signals to the PUs in the different clusters. And the primary users in each
individual multicast cluster obtain the same confidential information-bearing signal from the PBS. In the secondary network, the
NOMA is applied since it can attain high power transfer efficiency and SUs can perform SIC [20], [21]. In this case, the PBS
broadcasts the information to the PUs in Mclusters and simultaneously transfers energy to EHRs. In the secondary network, the
CBS provide SWIPT service to Ks EHRs and to Ns SUs by using NOMA.
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C. Security Metrics

Let yp,m,i denote the signal received at the ith PU in the mth cluster, ys j represent the signal received at the jth SU, yem,k
denote the EH signal received at the kth EHR in the mth cluster and ye,l represent the EH signal received at the Ith EHR in the
secondary network, respectively, where ieNp,m, Np,m = {1,2,--- ,Np,m}; j €Ns, Ns = {1,2,--- Ns} and | €Ks, Ks = {1,2,--- Ks}.
These signals are respectively expressed as
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where hpm,i€ CNp,tx1 and fsm,i€ CNs,tx1 are the channel vector between the PBS and the ith PU as well as that between the
CBS and the ith PU in the mth cluster, respectively; gp,j€ CNp,tx1 and hsj€ CNs,tx1 denote the channel vector between the PBS
and the jth SU as well as that between the CBS and the jth SU, respectively. Furthermore, gemk€ CNp,tx1 and fe,m k€ CNs,tx1
are the channel vector between the PBS and the kth EHR and that between the CBS and the jth EHR in the mth cluster,
respectively; ge,l€ CNp,tx1 and ge 1€ CNs,tx1 represent the channel vector between the PBS and the Ith EHR and that between

the CBS and the Ith EHR in the secondary network, respectively. Still regarding to (1a), sp,m€ C1x1 and wp,m€ CNp,tx1 are the
confidential information-bearing signal for the PUs in the mth cluster and the corresponding beamforming vector, respectively.

Furthermore, ssje C1x1 and wsj€ CNs,tx1 represent the confidential information-bearing signal delivered for the jth SU
and the corresponding beamforming vector, respectively. Additionally, vp,m and vs denote the noise vector artificially generated
by the PBS and the CBS. It is assumed that E[|sp,m|2] = 1 and E[|ss,j|2] = 1. It is also assumed that vp,m~ CN (0,Zp,m) and vs ~
CN (0,Zs), where Zp,m and Xs are the AN covariance matrix. In (1), np,m,i~CN(0,62p,m,i)and ns,j~CN(0,62s,j)respectively
denote the complex Gaussian noise at the ith PU in the mth cluster and the Ith SU. The secrecy rate of the ith PU in the mth
cluster and the secrecy rate of the jth SU, denoted by Rp,m,i and Rs,j, respectively, can be expressed as hp,m,ih{p,m,i; Fs,m,i =
fs,m,ifts,m,i; Qp,j = qp,jqfp.j; Hs,j = hs,jhts,j; Ge,mk = ge,m kgte,mk;Fe,mk = fe,m kffe,mk; Qe,l = ge,lqfe,l and Ge,l
ge,lgte,l. The expressions of I'p,m,i, T'e,m)k, I's,j, Ae,l,j, As,j,z and As,l,j are given in (3). Without loss of generalization, it is
assumed that |lh1]l < [Ih2]] < --- < [IhNs]l. Similar to [12], [27]-[28], it is assumed furthermore that the EHR in the secondary
network has decoded SU j’s message before it decodes the SU i’s message, j <i. This over-estimates the interception ability of
EHRs and results in the worst-case secrecy rate of the SUs.
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generality, it is assumed that [Ih1]l < |[h2]] < --- < [IhNs|l. Similar to [12], [27]-[28], it is assumed furthermore that the EHR in the
secondary network has decoded SU j’s message before it decodes the SU i’s message, j <i. This over-estimates the interception
capability of EHRs and worst-case secrecy rate of the SUs is provided as result. This conservative assumption was also used in
[27]-[28].
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D.Non-linear Energy Harvesting Model
In this paper, a practical non-linear EH model is adopted. According to [55]-[57], the harvesting power of EHRs, denoted by
®E,A, can be formulated as:
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where A is the set of EHRs in the primary network and the secondary network, namely, A = A1 UA2, and Al = um2MKm,mée M,
A2 = Ks;ae;A and be;A represent parameters that reflect the circuit specifications, such as the resistance, the capacitance and
diode turn-on voltage Furthermore, Pmaxe;A is the maximum harvested power of EHRs when the EH circuit is saturated. In
(4b), I'e; A is the RF power received at EHRs. Furthermore, I'e; A = I'e;m;k when the EHRs are in the primary network and I'e; A
= As;l;1 —02 e;lwhen the EHRs are in the secondary network. Note that the noise power is ignored, since it is very small
compared to the RF signal power.

AN-AIDED BEAMFORMING DESIGN UNDER PERFECT CSlI

AN-aided beamforming design is formulated in MISO NOMA CRN’s using SWIPT under perfect CSI. The CSI between the two
networks can be obtained with the collaboration between the primary and secondary network. Under perfect CSI, the power
minimization problem is formulated as follows:
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In (5), yp;m;l and ys;jare the minimum secrecy rate requirements of the ith PU in the mth cluster and of the jth SU; {e;Al and
{e;A2 are the minimum EH requirements of EHRs in the primary and the secondary network. The constraintsC1 and C2 are
imposed to promise the secrecy rates of the PUs and SUs, respectively; the constraints C3 and C4 are the constraints that can
gratify the harvested power requirements of the EHRs in both the primary and secondary networks; and the constraint C5 is the
rank-one constraint which is essential for obtaining rank-one beamforming. Note that the optimization objective of P1 can be
identified as the weight objective of a multiple-objective optimization problem that has two optimization objectives (e.g., the
transmission power of the PBS and the CBS) with the same weight. Due to the constraints C1, C2 and C5, P1 is non-convex and
difficult to solve. In order to solve this problem, a pair of suboptimal schemes are proposed as follows.

Suboptimal Solution Based on SDR
To address the constraint C1, an auxiliary variable zm, m €M, is introduced. Then, the constraint C1 can be equivalentlyexpressed
as
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where k € Km and m € M. Using successive convex approximation (SCA), the constraints given by (6a) and (6b) can be
approximated as (7) and (8)
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secrecy rate constraint of the N,th SU can be formulated as
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where ap;m;i, fm, ip;m;i, ue;m;k, pe;m;k, and dmare auxiliary variables. Furthermore, eap;m;i, efm and eue;m;k are approximate
values, and they are equal to ap;m;i, fm and ue;m;k, respectively, when the constraints are tight. When j = 1,2,--- Ns—1, the
secrecy rate constraint of the jth SU can be formulated as
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where «j, ®j, 0s,j,z, &s,j, As,j,z, pe,lj, ps,l,j and 1s,j denote auxiliary variables. Furthermore, e as,j,z, ¢ &s,j and e pe,lj are
approximate values and equal to as,j,z, &s,j and pe,l,j, respectively, when the constraints are tight. Constraints C3 and C4 can be
equivalently expressed as
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Based on (7} and (11}, using 5DR, Py can be solved by
iteratively solving Py, given as
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SDR-Based ALGORITHM

SDR-Based algorithm is a powerful computationally efficient approximation technique for a host of very difficult optimization

problems. SDR can be used to provide an accurate approximation and provides an precise optimal solution to the original
problems.

TABLE I: The SCA-based algorithm

Algorithm 1: The SCA-based algorithm for Py
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break;
end;
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AN-AIDED BEAMFORMING DESIGN UNDER IMPERFECTCSI

AN-aided beamforming design is formulated in MISO-NOMA using SWIFT system under imperfect CSI. The CSI
between the two networks are imperfect due to the limited co-operation between primary and secondary network

Qi = Yoy Q(Ir-:t-f € Ky, (]33)
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while the channel vector £, g, & can be expressed as
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where ge;l and f e;m;k are the estimates of ge;l and fe;m;k, respectively; e;land e;m;k represent the uncertainty regions of the
channel vectors ge;l and fe;m;k, respectively; Age;l and Afe;m;k denote the channel estimation errors of ge;l and fe;m;k; $e;l and
$e;m;k are the radii of the uncertainty regions e;l and e;m;k, respectively. Based on the bounded error models for ge;l and fe;m;k,
the power minimization problem subject to the constraints on the secrecy rates of the PUs and the SUs as well as on the harvested
power requirements of EHRsP5 can be formulated as:
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M Ny
w min  Tr Z (Wom + Zpm) + Z Wi+ Z,
w:':;:gip‘"' =1 j=1
(15a)
s.L
C6: By = Ypam,in? € Mﬁ,m-“"‘ € M VAL m i € Yo mp,
(15b)
o7 R_a.-ly = J?n,_',n.}f = ervaqf'»i’ € llr“nt'- (].SC)
'8 : q}!'ﬂl > C!',x’h ke K, m e M.v&fplrrt,k € 1-['0.11[:&':
(15d)
o9 {I}r',ﬂg 2 cr'\ﬂz :'r' = K:-'HV&{]"-J = '1'”11‘ (]. 53}
€10 : Rank (Wp, ) = 1, Rank (W, ;) = 1 (151)
C1 =Wy = 0W, 5 - 0. (15g)

The problem P5 is more challenging to solve due to the infinite inequality constraints imposed by the uncertain regions,
e;lande;m;kand owing to the non-convex constraints C6- C10.

Suboptimal Solution Based on Cost Function

In order to make P5 tractable, the S-Procedure of [45] is applied. Lemma 2 (S-Procedure) [45]: Let fi (z) = zyAiz+ 2 Re{byiz}+
ci, i €{1, 2}, where z eCN_1, Ai eHN,bieCN_1 and ci €R. Then, the expression f1 (z) <0 =f2 (z) <0 holds if and only if there
exists a ¢ > 0 such that we have:

M h|

i
||l f)

Ay by
IJ.L fy

‘ w0, (16)

provided that there exists a vector bz so that we have fi (bz) <0.Using Lemma 2 and SCA, the constraint C6 of P5 can be
approximated as (20) at the top of the next page. In (20), le;m;k> 0 and ue;m;k> 0 are slack variables while de;m;k and oe;m;k
are auxiliary variables. Similarly, the constraint C7is approximated as follows. When j = Ns, one has (21) at the top of the next
page and whenj=1,2, - - - Ns— 1, the secrecy rate constraint of the jth SU can be approximated as (22) at the top of the next
page. Where we;l> 0, xe;I1> 0, 7 > 0 and #e;I> 0 are slack variables. The constraints C8 and C9 can be equivalently expressed as
(23) at the top of the next two pages. In (23), ye;m;k> 0 and ge;I> 0 are slack variables. By using (20)-(23), P5 can be solved by
iteratively solving P6, given as

b (W WET) ()

Pt

st CLL Q-2 (19p)

Where f(Wn+1p;m ,Wn+1s;j) is given by (15), and E1 denotes the set including all optimization variables, auxiliary variables and
slack variables. Since P6 is convex, it can be readily solved by using CVX. Similar to P1, Algorithm 2 can be used to solveP5.

COST FUNCTION ALGORITHM

Cost function algorithm is power loss estimation technique. Cost function is a precise formula used to chart how production
expenses will vary at different output levels. The algorithm executed by each task tends to be very simple. Cost function performs
the power budget analysis.
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TABLE 11: The cost function-based algorithm

Algorithm 2: The cost function-based algorithm for I

1: Setting:
Vg Ve g Tm:i- ‘cﬂ,dp G, Ays ic M?,ﬂh ke Km,me M
1 ), and the wlerance emor o,

2: Initialization:

. = : —_ —m an T —m an
The ilerative number = = 1, &3 . 8L, BT 4 60 L BT

Wihm and W;‘J:
3. Repeal:

solve Py by using VX for the given approximate values;

win —nd1l  grdl —nigl —n++1 Zmll —mil

Uht‘:““ I:t :IT'I._|'|'" ﬁr? -I;I”'m?k.' ﬂ“l”*‘ 'dngH- 'urhl !
i} ; | .

Wim ' and W

sel £ = 2F,

end il

update the ilerative aumber v = n 4 1;

calculate the folal transmit power L,

T (WD) = Ammax (W) <

and Tr (w;‘l; '} — Amax [wnl j} <w

break;

end;

A4: Oixain resource allocation:
Wi o w;":j. B oand 3,

ADVANTAGES OF PROPOSED METHOD
e Interference is controlled.

e Consumes very low power.

e Secrecy rate and efficiency is very high.

RESULTS & DISCUSSIONS

In this section, the performance of the proposed cognitive beamforming designs for the NOMA cooperative jamming
scheme is evaluated through Simulation and results are provided for comparing the performance obtained by using NOMA to

that achieved by OMA.

SNR-CQI measured mapping (10% BLER)

SNR-CQI mapping model

TABLE II: Simulation Parameters 1: 1?
Parameters | Notation | Typical Values ig ‘Z'I iz //
Numbers of antennas of the PBS Npy 10 - J i /
Numbers of antennas of the CBS Nzt 5 10 10
Numbers of the clusters M 2 ° ° /
Numbers of SUs N, 3 5 6 5 /
The maximum harvested power Pgr 24 mW ° ] ° 7 //
Circuit parameter ag 4 1500 6 6 /
Circuit parameter bg 4 0.0022 5 5 /
The minimum secrecy rate of PUs VDm0 2 hits'sHz 4 f 4 /
The minimum secrecy rate of SUs Y85 1 bitssHe 2 e 2 /
The maximum interference power i 10 mW ) d . /
The minimum EH of EHE= in set A4 (B Ay 15 mW o o
The minimum EH of EHRs in set Aa (B, An 5 mW 20 -10 0 10 20 30 20 -10 0 10 20 30
The tolerance error w 10-4 SNR [dB] SNR [dB]

Fig (1): channel Quality Improvement (CQI) versus SNR(dB)
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Fig.(1) shows the Channel Quality Improvement versus SNR (dB) achieved by NOMA cooperative Jamming Scheme. It
is clearly shown that if channel has 10% Block error rate(BLER) then the efficiency is 90% and if the channel does not have
BLER then the efficiency of that image is 100%. Fig.(2) shows the Microscopic Path loss versus Distance. From the Fig.(2) it
is clearly shown that as distance in communication increases the losses in the channel path will be increases.

Macroscopic pathloss, using TS 25.814 model

140
| T 4 bl T T T T
130 — ' ;\6 . —— Fixed Cluster
L 0.98 ~ —— Dynamic Cluster
120 & —S— Direct Cluster
0.96
110
Wy 094
o
& 100 o]
5 / 5 092
) 7}
w90 é
z / 9 09
& 8 §
/ = 088
70
Z 0.86
60
0.84 T
50
0.82
40 1 15 2 25 3 35 4 4.5 5 55 6
200 400 600 800 1000 1200 1400 1600 1800 CBR rate MB/S
Distance [m]
Fig(2) : Macroscopic Pathloss versus Distance Fig(3): Mean Session Quality Of Experience
(QOE) versus channel bit rate(Mb/S).
Antenna gain, TS 36.942 antenna
16 eNodeB 1 sector 1 eNodeB 2 sector 1 eNodeB 3 sector 1
600 600 130 600
14
/ \ 130 130
12 / \ 400 400 120 400
10 120 120
200
8 110
_ 110
Jai]
S 6
= / \ 100 O
S 4 / \ 100
90 -200
2 / \ 90
0
/ \ 80 -400 80
2 / \
4 ; H -600 -600 70 -600 70
-500 0 500 -500 0 500 -500 0 500
200 -150 -100 50 0 50 100 150 200
01
Fig(4):Antenna Gain versus Angle Fig (5): Beamforming of signals

Fig.(3) shows the Mean Session Quality of Experience (QOE) versus channel bit rate (Mb/s). Here, our Proposed
NOMA cooperative jamming scheme uses fixed cluster which provide better Quality of experience with respect to channel bit
rate compared to the existing work. Fig.(4) represents the gain with respect to angle. This figure shows how strong a signal is
transmitted by the antenna. Fig.(5) shows that the signal transmitted into beams.

Fig.(6) shows that the transmission power increases with respect to secrecy rate. The minimum transmission power
without cooperative NOMA is higher than that cooperative NOMA. Here Algorithm 2 i.e cost function produces minimum
transmission power than SDR. Fig.(7) shows that minimum transmission power consumed by using OMA is higher than NOMA.
The Reason is that secrecy rate for NOMA is higher than OMA.
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Fig(6): minimum transmission power versus secrecy rate Fig(7): Minimum transmission power versus

Minimum Harvested Power.

CONCLUSIONS

In this paper, an artificial noise aided cooperative jamming scheme under a practical non-linear EH model was proposed
to enhance the security of MISO-NOMA SWIPT system. The transmission beamforming vectors and AN-aided covariance matrix
were together optimized to reduce the total transmission power of the network, while the secrecy rates of both PUs and SUs as
well as the EH requirement of EHRs were satisfied. The beamforming design problems were investigated under both the perfect
CSI and the bounded CSI error model. To solve these challenging non-convex problems, two pair of algorithms were proposed. It
was shown that the performance achieved by using NOMA is better than that obtained by using OMA. Simulation results also
show that cost function algorithm is superior to the SDR algorithm. Moreover, our proposed artificial noise-aided cooperative
jamming scheme is efficient to improve the security of MISO NOMA cognitive radio networks (CRN’s) using SWIPT.
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