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ABSTRACT:

Credit and debit card data theft is one of the earliest forms of cybercrime. Still, it is one of the most
common nowadays. Attackers often aim at stealing such customer data by targeting the Point of Sale (for short, PoS)
system, i.e. the point at which a retailer first acquires customer data. Modern PoS systems are powerful computers
equipped with a card reader and running specialized software. Increasingly often, user devices are leveraged as input
to the PoS. In these scenarios, malware that can steal card data as soon as they are read by the device has flourished.
As such, in cases where customer and vendor are persistently or intermittently disconnected from the network, no
secure on-line payment is possible. This paper describes FRoDO, a secure off-line micro-payment solution that is
resilient to PoS data breaches. Our solution improves over up to date approaches in terms of flexibility and security.
To the best of our knowledge, FRoDO is the first solution that can provide secure fully off-line payments while
being resilient to all currently known PoS breaches. In particular, we detail FRoDO architecture, components, and
protocols. Further, a thorough analysis of FRoDO functional and security properties is provided, showing its
effectiveness and viability.

ILINTRODUCTION
What is Secure Computing?

Computer security (Also known as cyber security or IT Security) is information security as applied
to computers and networks. The field covers all the processes and mechanisms by which computer-based equipment,
information and services are protected from unintended or unauthorized access, change or destruction. Computer
security also includes protection from unplanned events and natural disasters. Otherwise, in the computer industry,
the term security -- or the phrase computer security -- refers to techniques for ensuring that data stored in
a computercannot be read or compromised by any individuals without authorization. Most computer security
measures involve data encryption and passwords. Data encryption is the translation of data into a form that is
unintelligible without a deciphering mechanism. A password is a secret word or phrase that gives a user access to a
particular program or system.
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Diagram clearly explain the about the secure computing

Working conditions and basic needs in the secure computing:

If you don't take basic steps to protect your work computer, you put it and all the information on it at risk. You
can potentially compromise the operation of other computers on your organization's network, or even the
functioning of the network as a whole.

1. Physical security:

Technical measures like login passwords, anti-virus are essential. (More about those below) However, a secure
physical space is the first and more important line of defense.

Is the place you keep your workplace computer secure enough to prevent theft or access to it while you are
away? While the Security Department provides coverage across the Medical center, it only takes seconds to steal a
computer, particularly a portable device like a laptop or a PDA. A computer should be secured like any other
valuable possession when you are not present.

Human threats are not the only concern. Computers can be compromised by environmental mishaps (e.g.,
water, coffee) or physical trauma. Make sure the physical location of your computer takes account of those risks as
well.

2. Access passwords:

The University's networks and shared information systems are protected in part by login credentials (user-1Ds
and passwords). Access passwords are also an essential protection for personal computers in most circumstances.
Offices are usually open and shared spaces, so physical access to computers cannot be completely controlled.

To protect your computer, you should consider setting passwords for particularly sensitive applications resident on
the computer (e.g., data analysis software), if the software provides that capability.

3. Prying eye protection:
Because we deal with all facets of clinical, research, educational and administrative data here on the medical
campus, it is important to do everything possible to minimize exposure of data to unauthorized individuals.

4. Anti-virus software:
Up-to-date, properly configured anti-virus software is essential. While we have server-side anti-virus software
on our network computers, you still need it on the client side (your computer).

5. Firewalls:
Anti-virus products inspect files on your computer and in email. Firewall software and hardware monitor
communications between your computer and the outside world. That is essential for any networked computer.
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6. Software updates:

It is critical to keep software up to date, especially the operating system, anti-virus and anti-spyware, email and
browser software. The newest versions will contain fixes for discovered vulnerabilities.
Almost all anti-virus have automatic update features (including SAV). Keeping the "signatures" (digital patterns) of
malicious software detectors up-to-date is essential for these products to be effective.

7. Keep secure backups:

Even if you take all these security steps, bad things can still happen. Be prepared for the worst by making
backup copies of critical data, and keeping those backup copies in a separate, secure location. For example, use
supplemental hard drives, CDs/DVDs, or flash drives to store critical, hard-to-replace data.

8. Report problems:

If you believe that your computer or any data on it has been compromised, your should make a information
security incident report. That is required by University policy for all data on our systems, and legally required for
health, education, financial and any other kind of record containing identifiable personal information.

Benefits of secure computing:

e Protect yourself - Civil liability:
You may be held legally liable to compensate a third party should they experience financial damage or distress
as a result of their personal data being stolen from you or leaked by you.

e Protect your credibility - Compliance:
You may require compliancy with the Data Protection Act, the FSA, SOX or other regulatory standards. Each
of these bodies stipulates that certain measures be taken to protect the data on your network.

e Protect your reputation — Spam:
A common use for infected systems is to join them to a botnet (a collection of infected machines which takes
orders from a command server) and use them to send out spam. This spam can be traced back to you, your
server could be blacklisted and you could be unable to send email.

e Protect your income - Competitive advantage:
There are a number of “hackers-for-hire” advertising their services on the internet selling their skills in
breaking into company’s servers to steal client databases, proprietary software, mergerand acquisition
information, personnel detailset al.

e  Protect your business — Blackmail:
A seldom-reported source of income for “hackers” is to-break into your server, change all your passwords and
lock you out of it. The password is then sold back to you. Note: the “hackers” may implant a backdoor
program on your server so that they can repeat the exercise at will.

e Protect your investment - Free storage:
Your server’s harddrive space is used (or sold on) to house the hacker's video clips, music collections, pirated
software or worse. Your server or computer then becomes continuously slow and your internet connection
speeds deteriorate due to the number of people connecting to your server in order to download the offered
wares.
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PoS systems act as gateways and require some sort of network connection in order to contact external credit
card processors. This is mandatory to validate transactions.

To reduce cost and simplify administration and maintenance, PoS devices may be remotely managed over
these internal networks.

Mobile payment solutions proposed so far can be classified as fully on-line, semi off-line, weak off-line or
fully off-line.

The previous work called FORCE that, similarly to FRoDO, was built using a PUF based architecture.
FORCE provided a weak prevention strategy based on data obfuscation and did not address the most
relevant attacks aimed at threatening customer sensitive data, thus being vulnerable to many advanced
attack techniques

Disadvantages of Existing System

®,
0.0

Off-line scenarios are harder to protect, customer data is kept within the PoS for much longer time, thus
being more exposed to attackers.

Skimmers: in this attack, the customer input device that belongs to the PoS system is replaced with a fake
one in order to capture customer’s card data.

The main issue with a fully off-line approach is the difficulty of checking the trustworthiness of a
transaction without a trusted third party. In fact, keeping track of past transactions with no available
connection to external parties or shared databases can be quite difficult, as it is difficult for a vendor to
check if some digital coins have already been spent. This is the main reason why during last few years,
many different approaches have been proposed to provide a reliable off-line payment scheme.

Although many works have been published, they all focused on transaction anonymity and coin
unforgeability. However, previous solutions lack a thorough security analysis. While they focus on
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theoretical attacks, discussion on real world attacks such as skimmers, scrapers and data vulnerabilities is
missing.

IV.PROPOSED SYSTEM

¢ In this paper, FRoDO is the first solution that neither requires trusted third parties, nor bank accounts, nor
trusted devices to provide resiliency against frauds based on data breaches in a fully off-line electronic
payment systems. Furthermore, by allowing FRoDO customers to be free from having a bank account,
makes it also particularly interesting as regards to privacy.

« In fact, digital coins used in FRoDO are just a digital version of real cash and, as such, they are not linked
to anybody else than the holder of both the identity and the coin element.

+ Differently from other payment solutions based on tamper-proof hardware, FRoDO assumes that only the
chips built upon PUFs can take advantage from the tamper evidence feature. As a consequence, our
assumptions are much less restrictive than other approaches.

« This paper introduces and discusses FRoDO, a secure off-line micro-payment approach using multiple
physical unclonable functions (PUFs).

« FRoDO features an identity element to authenticate the customer, and a coin element where coins are not
locally stored, but are computed on-the fly when needed.

+ The communication protocol used for the payment transaction does not directly read customer coins.
Instead, the vendor only communicates with the identity element in order to identify the user. This
simplification alleviates the communication burden with the coin element that affected previous approach.

% The main benefit is a simpler, faster, and more secure interaction between the involved actors/entities.
Among other properties, this two-steps protocol allows the bank or the coin element issuer to design digital
coins to be read only by a certain identity element, i.e., by a specific user. Furthermore, the identity element
used to improve the security of the users can also be used to thwart malicious users.

% To the best of our knowledge, this is the first solution that can provide secure fully off-line payments while
being resilient to all currently known PoS breaches.

Advantages of Proposed System

e FRoDO has been designed to be a secure and reliable encapsulation scheme of digital coins.

e FRoDO also applicable to multiple-bank scenarios. Indeed, as for credit and debit cards where trusted third
parties (for short, TTPs) such as card issuers guarantee the validity of the cards, some common standard
convention can be used in FRoDO to make banks able to produce and sell their own coin element.

e The identity and the coin element can be considered tamper-proof devices with a secure storage and
execution environment for sensitive data.

V.IMPLEMENTATION
MODULES:
% System Construction Module
¢ ldentity Element
« Coin Element
« Attack Mitigation
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MODULES DESCSRIPTION:
System Construction Module

% In the first module, we develop the System Construction module with the various entities: Vendor, User,
FRoDO, PUF, Attacker. This process is developed completely on Offline Transaction process.

% We develop the system with user entity initially. The options are available for a new user to register first
and then login for authentication process. Then we develop the option of making the Vendor Registration,
such that, the new vendor should register first and then login the system for authentication process.

% FRoDO is the first solution that neither requires trusted third parties, nor bank accounts, nor trusted devices
to provide resiliency against frauds based on data breaches in a fully off-line electronic payment systems.
Furthermore, by allowing FRoDO customers to be free from having a bank account, makes it also
particularly interesting as regards to privacy. In fact, digital coins used in FRoDO are just a digital version
of real cash and, as such, they are not linked to anybody else than the holder of both the identity and the
coin element.

+«» Differently from other payment solutions based on tamper-proof hardware, FRoDO assumes that only the
chips built upon PUFs can take advantage from the tamper evidence feature. As a consequence, our
assumptions are much less restrictive than other approaches.

Identity Element

+« In this module, we develop the Identity Element module functionalities. FRoDO does not require any
special hardware component apart from the identity and the coin element that can be either plugged into the
customer device or directly embedded into the device.

« Similarly to secure elements, both the identity and the coin element can be considered tamperproof devices
with a secure storage and execution environment for sensitive data. Thus, as defined in the 1SO7816-4
standard, both of them can be accessed via some APIs while maintaining the desired security and privacy
level. Such software components (i.e., APIs) are not central to the security of our solution and can be easily
and constantly updated. This renders infrastructure maintenance easier.

Coin Element

¢ In this module, we develop Coin Element. In this coin Element we develop Key Generator and
Cryptographic Element. The Key Generator is used to compute on-the-fly the private key of the coin
element. The Cryptographic Element used for symmetric and asymmetric cryptographic algorithms applied
to data received in input and send as output by the coin element;

+» The Coin Selector is responsible for the selection of the right registers used together with the output value
computed by the coin element PUF in order to obtain the final coin value;

+ The Coin Registers used to store both PUF input and output values required to reconstruct original coin
values. Coin registers contain coin seed and coin helper data. Coin seeds are used as input to the PUF
whilst coin helpers are used in order to reconstruct stable coin values when the PUF is challenged

Attack Mitigation

« In this module we develop the Attack Mitigation process. The read-once property of the erasable PUF used
in this solution prevents an attacker from computing the same coin twice. Even if a malicious customer
creates a fake vendor device and reads all the coins, it will not be able to spend any of these coins due to
the inability to decrypt the request of other vendors.

%+ The private keys of both the identity and coin elements are needed to decrypt the request of the vendor and
can be computed only within the customer device. The fake vendor could then try to forge a new emulated
identity/coin element with private/ public key pair. However, identity/coin element public keys are valid
only if signed by the bank. As such, any message received by an unconfirmed identity/coin element will be
immediately rejected,;
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R/

% Each coin is encrypted by either the bank or the coin element issuer and thus it is not possible for an
attacker to forge new coins

VI.CONCLUSION

In this paper we have introduced FRoDO that is, to the best of our knowledge, the first data-breach-resilient
fully offline micro-payment approach. The security analysis shows that FRoDO does not impose trustworthiness
assumptions. Further, FRoDO is also the first solution in the literature where no customer device data attacks can be
exploited to compromise the system. This has been achieved mainly by leveraging a novel erasable PUF architecture
and a novel protocol design. Furthermore, our proposal has been thoroughly discussed and compared against the
state of the art. Our analysis shows that FRoDO is the only proposal that enjoys all the properties required to a
secure micro-payment solution, while also introducing flexibility when considering the payment medium (types of
digital coins). Finally, some open issues have been identified that are left as future work. In particular, we are
investigating the possibility to allow digital change to be spent over multiple off-line transactions while maintaining
the same level of security and usability.
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