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Abstract : Data security has consistently been a serious issue in information technology. Finding the secure and non-secured files 

by taking the attribute cloud name and plotting them using Random forest algorithm. In the cloud computing environment, the data 

are stored in the cloud in an encrypted form that would need to be cracked before reading the information. The security measures 

frequently provided by the cloud is to protect the data of the user .The service provider of the cloud regularly update its security 

measures. By using own encryption software first encrypt it before uploading the data to the cloud. Then upload the encoded file to 

the cloud. By combining different approaches it’s easy to maximize cloud storage security. 
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I. INTRODUCTION 

         The next evolution of the internet is the Cloud computing ,it is an Internet-based computing for the next stage .It is important 

for both personal and business users, security is an important element for the cloud service and the level of security it provides 

the users . One of the major recent issue in the decrease of cloud computing is the lack of security or lots of security issues. It 

essentially shifts the user data and application software to large data center. By using the Random forest Classifier algorithm , 

it’s easy to predict the secured and non secured files using the Cloud Name of the data here . Cloud is remotely located, and 

which user does not have any control and management of data , that’s the reason why the data may not be secured completely. 

Data security is the major reason for the cloud computing users. Without proper security the private data of the cloud services 

user may be sent to other purposes or sent to other cloud service providers. Data security is a must for the cloud computing users 

 

II. OBJECTIVE 

      The main objective of the paper is to find the files that are secured or not secured and which file is attacked and not attacked, 

by using the Random Forest Classifier Algorithm and then predicting the result with the Cloud Name of the data. The random forest 

algorithm is used in this paper to analyze the data  and visualize the values of the predicting data.  

III. RELATED WORKS 

         Cloud computing is an internet based ubiquitous, on demand network model for convenient network access (e.g. Servers, 

Applications, Services and Networks) for pool of configurable computing resources as on demand basis. The software &amp; 

data that is accessed by the user or a customer may be stored in different servers at different geographical places. This is a security 

challenge for both the service providers and users.[5]. 

 

       Cloud service provider for cloud makes sure that the customer is also a possibility where a malicious user can penetrate the 

cloud by impersonating a legitimate user, there by infecting the entire cloud. Using the Cloud services or in process of moving 

there but face security, privacy And data theft issues. This makes Cloud security a must to break the acceptance hindrance of the 

cloud environment.[1]. 

 

           The level of encryption has to be stepped up, as computing power increases. The algorithm steps are follows. 1. Get the 

Plaintext. 2. Get the Password. 3. Convert the Characters into binary form. 4. Derive the Leaders from the Password. 5. Apply the 

Formula to get the encrypted and decrypted message[3]. 

 

       Though many solutions have been proposed earlier many of them only consider one side of security. This component 

retrieves the data required by the user from the cloud database and thus presents it to the user on the client machine ,the cloud 

data security must be considered to analyze the data security requirements, deployment of security functions, data security 

process through encryption. The requests is made to access the data from the cloud server through the client machine.[4]. 

 

         Encryption algorithm was implemented on the cloud and User computer and with the company Name or person who work 

in the company. When the data is Required then in the cloud similar label will be searched and Retrieved and the data Storage 

security in cloud computing using Sobol Sequence. Paper presented at the Parallel Distributed and Grid Computing[2]. 
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          Cloud computing has been envisioned as the next generation paradigm in computation. In the cloud computing 

environment, both applications and resources are delivered on demand over the Internet as services. Cloud is an environment of 

the hardware and software resources in the data center that provide diverse services over the network or the Internet to satisfy 

user's requirements [6]. 

 

          The meaning of security is plentiful. Security is the combination of confidentiality, the prevention of the unauthorized 

disclosure of information, integrity, the prevention of the unauthorized amendment or deletion of information, and availability, 

the prevention of unauthorized withholding of information [7]. 

 

          The major issues in the cloud computing include resource security, resource management, and resource monitoring. 

Currently, there are no standard rules and regulations to deploy applications in the cloud, and there is a lack of standardization 

control in the cloud. Numerous novel techniques had been designed and implemented in cloud; however, these techniques fall 

short of ensuring total security due to the dynamics of the cloud environment. The inherent issues of data security, governance, 

and management with respect to control in the cloud computing are discussed in [8]. 

    

         To make the cloud computing be adopted by users and enterprise, the security concerns of users should be rectified first to  

make cloud environment trustworthy. The trustworthy environment is the basic prerequisite to win confidence of users to adopt 

such a technology. Latifetal. discussed the assessment of cloud computing risks [9]. 

  

          Different levels of protections can be used to prevent data leakage and privacy loss in the cloud. Cloud computing provides 

new business services that are based on demand. Cloud networks have been built through dynamic virtualization of hardware, 

software, and datasets. Cloud security infrastructure and the trust reputation management play a vital role to upgrade the cloud 

services [10]. 

IV. METHODOLOGY 

       The method used here is Random forest classifier Algorithm ,it  provides higher accuracy through cross validation and 

maintain the accuracy of a large proportion of data. By using this method here to predict the values. The main aim of the project 

is to find whether the privacy of the cloud users are secured are non-secured. Random forest is a supervised machine learning 

algorithm for predicting the result. It is distinguished to know the relationship between the variables and predicted value. It is an 

ensemble method in which multiple trees are used as base classifiers and the classification with the majority of votes by each 

tree is chosen.  

 

4.1 RANDOM FOREST ALGORITHM 

 

        Random forests or random decision forests are an ensemble learning method for classification, regression and other tasks 

that operates by constructing a multitude of decision trees at training time and outputting the class that is the mode of the classes 

(classification) or mean/average prediction (regression) Random forests or random decision forests are an ensemble learning 

method for classification, regression and other tasks that operates by constructing a multitude of decision trees at training time 

and outputting the class that is the mode of the classes or mean/average prediction of the individual trees. 

 

4.2 THE FOLLOWING STEPS ARE TO BE FOLLWED FOR WORKING THE RANDOM FOREST ALGORITHM 

 

Step 1 : From the dataset select the samples 

Step 2 : Create sample for each decision tree 

Step 3 : Predict result for each decision tree 

Step 4 : Use mode for  classification and mean for regression for prediction of the result. 

Step 5 : Select the highly secured and less affected files for the final prediction voting. 

 

The above five steps perform the final prediction .Here, Step 1 From the dataset select the samples Step 2 Create sample for each 

decision tree Step 3 Predict result for each decision tree Step 4  Use mode for  classification and mean for regression for prediction 

of the result. Finally Step 5 Select the highly secured and less affected files for the final prediction voting 
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V. IMPLEMENTATION AND RESULTS  

 

 
 

The above given diagram represents the cloud name ,which is secured or not secured and which is highly attacked and less 

attacked .The above  explains the train split function in order to make the split and giving the values to the variables for x_ train 

and y_ train (prediction variable and Cloud Name) and fitting the model on the training data and trying to predict the attributes. To 

find the file which is attacked based on cloud Name and to analyze whether it is attacked in public ,private or hybrid. It predicted 

the values of the accuracy score ,macro average and weighted average as same i.e.,2097, and matplotlib is imported pyplot in order 

to plot graphs of the data. 

 

 
 

            The above given diagram represents the cloud name ,which is secured or not secured and which is highly attacked and less 

attacked .AES, Alto, Amazon, Azure, Stratus ,Cirrus, D-H, DES, Google, Microsoft, blowfish are the cloud names in this by using 

the Random Forest Classifier  Algorithm , to find the files that is highly secured and less attacked. . And it shows the result that is 

there are more number of encrypted files than a non-encrypted file. So it states that the more files are affected under public cloud 

computing. 

 

VI. CONCLUSION 
 

            In this paper the Cloud Name is taken for predicting which files are secured and non secured , which is affected and not 

affected ,it is done by using Random Forest Classifier Algorithm .External threats including hacking or other data breaches, whereas 

internal threats include human error, data loss can be solved by providing security to the cloud. Here the accuracy, macro 

average ,weighted average of value are predicted.  by using the Random Forest Classifier Algorithm ,it is easy to predict the result 

of the files that are uploaded securely to the cloud. Providing data security helps the user or client to secure their information of 

their data. 
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