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 Abstract - In this paper, a novel VLSI architecture of the TWOFISH block cipher is presented. TWOFISH is one 

of the most secure cryptographic algorithm. The characteristic features of the TWOFISH Algorithm are good security margin and 

has fast encryption/decryption in software, moderately fast in hardware and moderate flexibility. Based on the loop-folding 

technique combined with efficient hardware mapping, the architecture of twofish Algorithm can make data encryption/ decryption 

more efficient and secure. To demonstrate the correctness of our Algorithm , a prototype chip for the architecture has been 

implemented. The chip can achieve an encryption rate and low power consumption while operating clock rate. Designed 

TWOFISH cryptographic algorithm improved the MDS block that improved a process speed, and decreased complexity and 

power consumption. Therefore, the chip can be applied to encryption in high-speed networking protocols like ATM networks. 

This paper will be implemented in Xilinx 14.2 in Verilog HDL. 

Keywords - Verilog , MDS, PHT, DES, Function F and h. 

 

I. INTRODUCTION 

 Cryptography is the process for combining the plain-text and a user-specified key to generate an encrypted output which is 

called the cipher-text. In cryptographic security it is required that if the cipher-text is given, nobody is able to recover the 
original plaintext without the key[1][4] .There are two kinds of cryptographic algorithms: symmetric and asymmetric. In 

symmetric algorithms, similar key (the secret key) is used to encrypt and decrypt the data/message, and in asymmetric 

algorithms one key (called as public key) is used to encrypt the message and a different key (called as private key) to decrypt it 

[2][4].Symmetric key algorithms can be divided into two categories, stream ciphers and block ciphers. Stream ciphers encrypt 

the single bit of plaintext at a time; whereas block ciphers operate on the plaintext in group of bits, called blocks. TWOFISH is 

a 128-bit block cipher algorithm and can work with the keys of variable-lengths[3]. There is a 16-round Feistel network with a 

function F made up of four key-dependent 8-by-8-bit S-boxes [1], a fixed 4-by-4 maximum distance separable (MDS), a 

pseudo-Hadamard transform (PHT).  

 

Fig 1-Block Diagram 

 II.TWOFISH Algorithm  

TWOFISH is a 128-bit block cipher algorithm that accepts a variable-length key[1][2][3]. The cipher is a 16-round network with 

a bijective F function made up of four key- dependent 8-by-8-bit S-boxes, a fixed 4-by-4 maximum distance separable matrix. In 

twofish algorithm, the input and output data are XOR-ed with eight sub-keys K0…K7. These X-OR operations are called input 
and output whitening[1]. The F-function consists of five kinds of component operations: key dependent S-boxes, Maximum 

Distance Separable (MDS) matrices, Pseudo-Hadamard Transform (PHT).  
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 Fig 2 - TWOFISH Algorithm steps 

 
In twofish algorithm, the input and output data are XOR-ed with eight sub-keys K0…K7. These X-OR operations are called input 

and output whitening. There are four kinds of key dependent S-boxes combine with the MDS matrix form and g-function. There 

are total 16-rounds in the twofish algorithm[2]. Some building blocks of twofish algorithms are: 

 

 
Fig 3-TWOFISH Structure 

 

S-Box-  
S-box is An a table- driven substitution operation used in many algorithms. It can change in both input and output size and can be 

made randomly or algorithmically[3]. There are four kinds of s-boxes used in the twofish algorithm. The four different S-boxes 

together with the MDS matrix form an h-function. This h-function appear two times in the algorithm which causes significant 
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redundancy. In Twofish, each S-box consist of three 8-by-8-bit fixed permutations chosen from a set of two possible permutation, 

q0 and q1. The XOR operation are performed with two sub-keys. 

 
Fig 4- Architecture of S box 

MDS Matrix-  
The twofish algorithm uses a single 4-by-4 Maximum Distance Separable (MDS) matrix[1][2]. The MDS Matrix is used as the 

main diffusion mechanism for the four bytes output by the four S-boxes. MDS matrices are useful building block for ciphers 

because they guarantee a certain degree of diffusion. If one of the input element is changed, all the output element must change. If 

two input element are changed, all but one of the output element must change. 

 
Fig 5-MDS 

Pseudo-Hadamard Transforms (PHT)-  

 
 

Fig 6-Architecture of PHT 

 
A pseudo-Hadamard Transform (PHT) is a simple mixing operation that is very efficient in the software[3]. To optimize the 

performance of the Twofish a version of the code used for encryption and decryption. Twofish uses a 32-bit PHT to mix the 

output from its two parallel 32-bit h -function.  

 

 

 

F Function-  
The Twofish block cipher is a 16-round Feistel-like network. It is a not cost effective to map directly the 16-round encryption 

operation into hardware. Thus we fold the 16-rounds loop operations into one-round operation. The one-round operation is 

performed by the F-function Unit.  
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Fig 7-Architecture of F function 

H Function-  
The function h forms the heart of twofish. Each S-box takes 8 bits of input, and produces 8 bits of output as shown in Fig8. The 

four results are interpreted as a vector of length 4 over GF(28), and multiplied by the 4x4 MDS The resulting vector is interpreted 

as a 32-bit word which is the result of h. 

 
Fig 8-Architecture of H function 

Future Work –  
Twofish, has been verified by functional simulation, using Xilinx 14.2, and Model-Sim Simulator for the waveform generation. 

The modules MDS and PHT had been modified and implemented for the modified algorithms. All the modules and functions are 
interrelated hence, after modifying MDS and PHT function g and function F also got modified. The results show the delay of 

twofish algorithm of 128-bit key and modified twofish of 128-bit key, we compared their delay results. The analysis shows that 

modified algorithm has less delay then the conventional one. After that the delay results of twofish algorithm with 192-bit key and 

modified twofish with 192-bit key have been compared. According to the results it is clear that modified 192-bit key twofish 

algorithm has less delay than 192-bit twofish. In future, it is intended to implement the algorithm on sensor networks and ad-hoc 

networks on cross-layer. Also, the other modules of algorithm can be modified to reduce further delay. 

 

Conclusion-  

The information security can be easily achieved by using Cryptography technique. A large number of encryption algorithm have 

been developed to secure our confidential data from the hackers. But some algorithm have been broken by using Cryptanalysis 

method. A key is the strongest point of any algorithm but it can become the weakest point if it is not secured. Our information can 
be secured if it is encrypted by using multiple keys or a large bit stream of key (i.e. 128-bit,256-bit,etc.). But to achieve this is a 

large computational time is required, giving a large delay which can be harmful to us. The hacker can hack the information during 

this time. The use of FPGAs can help us to improve this limitation because FPGAs can give enhanced seed. This is due to fact 

that the hardware implementation of most encryption algorithm can be done on FPGA. 
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