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Abstract— The paper demonstrate on accuracy constrained privacy-preserving access control mechanism for relation data framework 

with multilevel anonymization techniques. Access control policy which define selection predicate on sensitive data and privacy 

requirement deals with anonymity. As privacy protection mechanism (PPM) provides less privacy protection and the data is shared so the 

user should compromise the with the privacy of data. The goal of the paper is to provide more security to the sensitive data along with 

minimal level of precision. The concept of accuracy constraints for permissions can be applied to any privacy-preserving security policy. 
Our goal is to solve problem of K-anonymity algorithm and provide solution by improving l-diversity algorithm. 
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I. INTRODUCTION  

      ORGANIZATIONS collect and analyze consumer data to improve their services. Access Control Mechanisms (ACM) are used to ensure 

that only authorized information is available to users. However, sensitive information can still be misused by authorized users to compromise 

the privacy of consumers
[1].

 So we have to protect sensitive information from the misuse. Privacy preserving mechanism used to protect 

sensitive data. Organizations implement access control mechanism to assure that only sensitive information is available to authorized users. 

Sometimes confidential information is misused by authorized users to adjust the privacy of the customer. Organizations collect and analyze the 

data to improve the services 
[2]

.After removing the primary keys from the database of particular users ,the sensitive data may suffer from 

linking attacks from authorized users 
[6].

 To improve the protection against identity discloser and support the privacy policy ,the concept of 

privacy preservation of sensitive data is introduced by satisfying some privacy requirements 
[7]

. Every database have to maintain the sensitive 

information from privacy mechanisms, then also there is possibility that they suffer from linking attacks from authorized users. This problem 

has been studied in micro data publishing  and privacy definitions like k-anonymity
[6]

, l-diversity
[2]

, variance diversity
[2]

.   

The concept of privacy-preservation for sensitive data uses anonymization techniques. Anonymization algorithm uses suppression or 

generalization of records to satisfy the privacy requirement with minimal distortion of  micro data. This techniques can be used to ensure 

security and privacy of the sensitive information. The privacy is achieved at the cost of accuracy and imprecision is introduced in the 

authorized information under an access control policy 
[1]

. 

      Here in Fig.(1) represent An accuracy-constrained privacy-preserving access control mechanism. Arrows shows the direction of 

information flow. Here the PPM (privacy protection mechanism) ensures that the privacy and accuracy goals are met before the sensitive data 

is available to the access control mechanism. The permissions in the ACM (access Control mechanism) are based on the selection predicate on 

Quasi- identifier (QI) attributes.
[1]

 

 

 
Fig. (1) Accuracy constrained privacy- preserving access Control mechanism 
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Disadvantage of system: 

 System not able to retrieve data in a customized way.   

 Privacy preserving uses only one anonymization technique. 

 User‟s doesn‟t have efficient privacy and accurate constraints.  

 System not able to retrieve data in customized way. 

To overcome the disadvantages of existing system we proposed a system that provides more security and accuracy by providing heuristic 

to the system data. Data can be retrieved in a customized way that will make users to access in a more flexible way which will reduce user 

efforts. The advantage of proposed system are we are able to formulate the accuracy and privacy constraints. Due to use of heuristic algorithm 

system will provide security and accuracy to the users. 

 

II. LITERATURE SURVEY 
       We have referred different papers regarding our research about access control mechanism, privacy preserving, k-anonymity, l-diversity. 

From this we came across the paper of Zahid Pervaiz, Walid G. Aref [1] in which they proposed an accuracy-constrained privacy-preserving 

access control framework for relational data. The framework is a combination of access control and privacy protection mechanisms. The 

access control mechanism allows only authorized query predicates on sensitive data. The privacy preserving module anonymizes the data to 

meet privacy requirements and imprecision constraints on predicates set by the access control mechanism. They formulate this interaction as 

the problem of k-anonymous Partitioning with Imprecision Bounds (k-PIB). They give hardness results for the k-PIB problem and present 

heuristics for partitioning the data to the satisfy the privacy constraints and the imprecision bounds. For this current work, they assumed 

static access control and relational data model. 

      As described above, [1] uses an accuracy-constrained privacy-preserving access control framework with only one technique that is 

Generalization. But Suhasini Gurappa .Metri [2] deals with multilevel anonymization techniques. She proposed an approach instead of using 

single Anonymization technique like generalization or suppression, a combined form of anonymization technique introduced like both 

generalization and suppression. Anonymization techniques replaces the data in the table with the some other values that is cannot be 

identified by the users. In generalization method individual values or attributes are replaced by some broader category. She also used 

suppression technique. In suppression certain values of the attribute are replaced by an asterisk „*‟. Here Suppressed information of original 

table is used in the first level of anonymization, a generalized value is used in second level of anonymization. 

     To overcome the disadvantages of [1] Pratik Bhingardeve [3] proposed a system that provides more security by adding encryption to data. 

Data can be retrieved in a customized way that will make users to access in a more flexible way which will reduce user efforts. And access 

control concentrates on anomaly users to avoid privacy issues. The advantages of this system are they are able to formulate the accuracy and 

privacy constraints. Due to use of encryption system will provide security and privacy to users. Their defined additive approach of access 

management and privacy protection mechanisms in system provides a lot of security by adding cryptography to information and information 

is retrieved during a custom-made approach which will build users to access during as lot of versatile approach. Any access management 

concentrates on anomaly users to avoid privacy problems security .The ACM allows solely licensed user predicates on sensitive information 

and PPM anonymizes the information to satisfy privacy necessities and inexactness constraints on predicates set by the access management 

mechanism. 

      As a serious concern in data publishing and analysis, privacy preservation of individuals has received much attentions. Anonymity 

models via generalization can protect individual privacy, but often lead to superabundance information loss. Therefore, privacy preserving 

data publishing needs a careful balance between privacy protection and data utility. The challenge is how to lessen the information loss 

during anonymity. So, Gaoming Yang, Jingzhao Li, Shunxiang Zhang, Li Yu[4] proposed a (k, l, θ)-diversity model base on clustering to 

minimize the information loss as well as assure data quality. They take into accounts the cluster size, the distinct sensitive attribute values 

and the privacy preserving degree for this model. They proposed a (k, l, θ)-diversity model because some extent property is not enough for 

protecting sensitive attributes. They theoretically analyzed the hardness of this problem, and developed efficient algorithms to deal with 

them. The extensive experiments show that their proposed methods are effective and practical in real-world applications. Throughout the 

experiments, they found that the (k, l, θ)-diversity clustering algorithms uniformly outperformed the others. 

      Ebin P.M, Brilley Batley. C[5] proposed a system that consider suppression based anonymous database. A secure protocol is presented 

for privately checking whether K-anonymous database retains its anonymity once a new tuple is being inserted. QI is a minimal set of 

attributes used to uniquely identify individuals. Attack is mainly using Quasi-Identifier. Attacks may be re-identification or linking attack. To 

prevent the attack, masks the values of Quasi-Identifiers using either suppression based or Generalization based Anonymization methods. 

They have proposed secure protocol to check that if new tuple is being inserted to the database, it does not affect anonymity of database. It 

means when new tuple get introduced, k-anonymous database retains its anonymity. Database updates has been carried out properly using 

proposed protocol. This is useful in medical application. If insertion of record satisfies the k-anonymity then such record is inserted in table 

and suppressed the sensitive information attribute by * to maintain the k-anonymity in database. Thus, by making such k-anonymity in table 

that makes unauthorized user too difficult to identify the record. 

 

Comparison Table 

 

Sr 

No. 

Description Approach Pros Cons 

1 Accuracy-Constrained Privacy-

Preserving Access Control Mechanism 

for Relational Data 

Access control, 

privacy, k-anonymity, 

query evaluation 

give hardness results 

for the k-PIB problem 

and present heuristics 

for partitioning the 

data to the satisfy the 

privacy constraints and 

the imprecision 

bounds 

static access control 

and 

Relational data model 

has  been assumed 

2 Security Management Methods in Access control, Used multilevel ----- 
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Relational Data Anonymity, privacy 

preservation 

anonymization 

technique 

3 A Survey on Security and Accuracy 

Constrained Privacy Preserving Task 

Based Access Control Mechanism for 

Relational Data 

Access control, 

privacy, l-diversity. 

Use encryption system 

that will provide 

security & privacy to 

user 

Depends on custom 

based approach where 

cryptography can be 

effected 

4 An Enhanced l-Diversity Privacy 

Preservation 

privacy preservation, 

k-anonymity, l-

diversity, clustering 

proposed a (k, l, θ)-

diversity models 

against 

sensitive attribute is 

effective 

(k, l, θ)-diversity 

clustering algorithms 

works uniformly 

5 Privacy Preserving Suppression 

Algorithm for Anonymous Databases 

Privacy, 

Anonymization, 

Secure Computation, 

Suppression 

k-anonymity in table 

makes unauthorized 

user 

too difficult to identify 

the record 

problem of anonymity 

when initially table is 

empty 

   

III. CONCLUSION 

       The paper discuss about the how to improve the efficiency of the security system. Anonymization techniques are used to maintain the 

privacy. We proposed a system that provides more security and accuracy by providing heuristic to the system data. Data can be retrieved in a 

customized way that will make users to access in a more flexible way which will reduce user efforts. The advantage of proposed system are 

we are able to formulate the accuracy and privacy constraints. Due to use of heuristic algorithm system will provide security and accuracy to 

the users. That will improve the efficiency of accuracy constrained privacy preserving access control mechanism for relational data. 
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