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Abstract 

This paper outlines the application of disruptive technologies and its ability to help pan-India surveillance 

systems, including programs related to health and environment monitoring system.The key goal is to review 

prior studies ondisruptive technology and its existing environmental and healthcare applications and identify 

association strength among the selected variables through application of Vos Viewer software. This paper 

discusses the current usage of Artificial Intelligence, Blockchain, and Internet of Things on health and 

environment and also their recent developments. The findings of the study state the complexities and 

opportunities of the mentioned technologies on the pan-India health and environmentsurveillance system. 

Keywords: artificial intelligence, blockchain, disruptive technologies, environment, health,internet of 

things. 

 

Introduction 

Information management, networking technology and technical advances streamlined and improved 

health and environmental data collection1. For instance,the growing cloud storage computing power now 

enables lightweight sensors to collect data continuously.Though,the details collected have not always been 

fully exploited. Nevertheless, affordable data storage and the increasing technical computing capacity 

helps to build comprehensive health and environmental datasets of untapped potential
2-3

. 

 

Many investigations and research have recommended the idea of including emerging technology in the 

scope of climate change and establishment of pan-Indian surveillance and monitoring practices linked to 

environmental protection and health system effects4. These practices involve incorporation of evidence 

from other ecosystems of health and environmental data for academics, politicians and health authorities 

to use analytical tools to generate ideas from open data. The implementation of the usage of these details 

in the above agencies and the society,provides a consolidated location for health and environmental data 

storage, retrieval, and interpretation5. 

 

These practices may profit from a variety of emerging innovations,such as "Internet of Things," "cloud 

computing," “Artificial Intelligence," "Blockchain," "Machine Learning.”, “Deep Learning." These 

groundbreaking innovations commonly utilized in many fields concerned with Comprehensive statistics 

including “influenza control and air quality monitoring”and demonstrate significant potential to facilitate 
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the introduction of the pan-Indian surveillance mechanism6,7. 

 

This paper arrives at a significant moment. As our climate changes quickly and affects human health 

and welfare, we have to adapt to as per theclimate change and new health system requirements.Climate 

change is the largest challenge to the well-being in the 21st century, and it is a massive and creative 

obstacle and numerous human health security services8. As has been found,Climate change could 

influenced  by the Intergovernmental Committee on Climate Change (IPCC)repercussions9: 

• Increased morbidity and mortality triggered by hydroscopic temperatures, for instance, renal illness, 

heat stroke and acute coronary disease, and; 

• Improved morbidity and mortality correlated with reduced air standards related to greenhouse gases 

(GHG), triggering conditions for wellbeing. For instance, lung cancer, stroke and heart attack;  

• Increased incidence of vector-borne diseases triggered by cooler environments that affect mosquitoes 

and other species;and 

• Increasing frequency, severity, and incidents such as flooding, droughts, and hurricanes severe 

weather. Such aspects will start a chain reaction to food protection, housing, and utilities to reduce 

income for the victims9. 

 

India's cost of adverse weather incidents, including extreme temperatures, flooding, and wildfires, has risen 

significantly10.These reforms are detrimental to Indians' health.Environmental conservation is a crucial 

move to preserve environmental health, andinnovative interventions are needed for cost-effective strategies 

to overcome budgetary constraints10.This paper discusses emerging attempts to address some of the 

problems using innovative technology.The study provides a review of prior literature and its 

implementation in the Indian environmental and health monitoring frameworkand a discussion of possible 

issues needed to incorporate the proposed Pan-Indian Monitoring System components11.The research aims 

to provide several descriptions of present and potential implementations of these technologies in the 

environment. 

 

Methods 

The present study carried out using descriptive analysis, which practices a conventional literature 

review. Three rounds of internal screening conducted by the researchers in the current study. The most 

critical articles on recent developments of disruptive technologies on health, healthcare, and environment 

monitoring and surveillance were selected. A brainstorming session performed during the talks to 

facilitate the Usage scenarios concerning “Artificial Intelligence, Blockchain, and Internet of Things” 

Cases.  The researchers created a flowchart (mentioned in Figure 1) to show their procedures for selecting 

papers and to recommend the necessity of creative scope and creation of tracking and surveillance 

activities by combining the technologies and components of Artificial Intelligence, Blockchain, and 

Internet of Things. 
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Figure 1:  Flowchart Representation of Selection of Articles for Present Research 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Keyword search terms in PubMed and IEEE 

database:Internet of Things, IoT, Blockchain, Artificial 

Intelligence, health, healthcare, monitoring, surveillance, 

environment, climate, global health, disruptive 

technologies 

 

Criteria for inclusion:  

 Papers written in 

English language 

only considered, 

 Full-text articles 

were considered for 

the study. 

 Papers related to 

IoT, Blockchain, 

and Artificial 

Intelligence on 

health environment 

considered for the 

study 

 

 N= 8 (In the first-time search) 

 

 

Final selection of articles (N= 9) 

 

Duplicates of Articles 

(N = 2) removed 

Criteria for exclusion: 

 Papers written in 

other languages than 

English excluded 

from research, 

 

 Studies earlier than 

Jan 2010 excluded 

from research. 

 

N= 2 (in the search conducted 

on the second attempt) 

N= 1 (in the search conducted in 

the third and final attempt) 
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Although this was not a formal analysis of scoping, present research adoptedLevac. et al.,(2010) 

guidelines.12Since our goal is to be more precise. In this methodological context, six steps for the 

systematic review are suggested (as mentioned in table1): 

 

Table 1: Formulation of Research Design 

Research Methods 

Research Question In this study, we aimed at explaining "How disruptive technology based 

on Artificial Intelligence, Blockchain, and Internet of Things will help 

boost environmental and health research? ” 

Articles searching Articles extracted from Scholarly databases, namely, PubMed and 

IEEE. 

Study design Information gathered from researches on randomized controlled trials, 

cross-sectional studies, review studies and systematic review studies, 

meta-analysis, sample, and case series. 

Sources of Data 

collection 

The data collection process carried out by studying previous research 

carried out at different levels concerning the usage of multiple 

disruptive technologies in health and the climate. 

Variables Assessed Several classes of indicators are gathered after a final literature analysis 

of the articles. Factor includes: “Internet of Things”, “IOT”, “Block 

chain”, “Artificial Intelligence”, “Health”, “Healthcare”, 

“monitoring”, “surveillance”, “environment”, “climate”, “global 

health”, “disruptive technologies.” 

The 

compilation,Results, 

and monitoring 

We address the current innovations and problems in disruptive 

technology to incorporate and interpret environmental and health data.  

 

Result 

The intensive review of many academic papers and government studies on innovations, including “Internet 

of Things, Blockchain, and Artificial Intelligence”, can create the tremendous potential to promote health 

and environmental information 13. The present study attempted to determine the association strength among 

the variables studied by the researchers of the selected articles through the Vos Viewer software version 

1.6.15.  First, the mapping done for the most occurred keywords used by the various researchers in 

different articles(Figure2) and broader view of network visualization of most occurred keywords in the 

selected articles also showed in figure 3. Then the formation of clustering was identified through the 

mapping of most occurred keywords present in the prior studies. The formation of clustering depicted the 

presence of 3 clusters—the description of the formed cluster through Vos viewer mentioned in table 2. 
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Figure 2: Mapping of Most Occurred Keywords in the Selected Articles 

 

 

Figure 3: Network Visualization of Mapping of Most Occurred Keywords in the Selected Articles 
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Table 2: Description of Clusters Formed through Vos Viewer Software 

S.no. Number of clusters Description of cluster 

1. Cluster 1 (8 items)  Artificial Intelligence 

 Big data 

 Blockchain 

 Cloud computing 

 Healthcare 

 Internet of things 

 IoT 

 Machine learning 

 

2. Cluster 2 (6 items)  Internet of things 

 Delivery of healthcare 

 Humans 

 Internet 

 Mobile applications 

 Telemedicine 

 

3. Cluster 3 (3 items)  Environmental 

monitoring 

 Internet of things 

 Sensors 

 

 

After forming clusters from most occurred keywords, the study further identified the presence of mapping 

of most influential keywords formed in Vos Viewer software (figure 4). The network visualization 

depicted association strength among the most influential keywords extracted from the selected articles. 

Keywords, namely, “artificial intelligence," “deep learning," “internet of things," “blockchain," 

"environmental monitoring," and "healthcare," and "delivery of health care,"showed strong association 

strength and indicated the relationship among the most influential keywords. 
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Figure 4:Network Visualization of Mapping of Most Influential Keywords in the Selected Articles 

 

The study made a comprehensive analysis of each disruptive technology and assessed their application 

in the health and environment domain as discussed below: 

1. Internet of Things 

The IoT is an evolving heterogeneous idea of networking that aims to influence the modern environment 

today significantly. IoT's central vision is to combine a vast range of intelligent artifacts towards 

interconnected and interconnecting networks, rendering the Internet much more all-embracing14,1. It is a 

modern model in which every system communicates in a seamless world, irrespective of its scale, 

calculation capital, and network connectivity. It allows apps to be intelligent through detecting, utilizing 

data, and determining behavior, mostly without human interference. IoT-enabled devices expand 

exponentially, including portable equipment, kitchen equipment, connected vehicles, and health 

equipment11. Also, IoT and other supporting technology will significantly impact information collection for 

applications such as environmental monitoring, wellbeing, and security in broader geographical regions.15It 

is emphasized that the introduction of IoT habitats in every geographical region enables many artifacts. A 

vast number of linked machines share a massive volume of data in these networks, contributing to Big Data's 

development, a connected computer. The connected device-based data is essential to the smart city paradigm 

because it can provide useful information to allow expert IoT systems2. The IoT Architecture focused on a 

range of capable platforms, including WLAN, Cloud Storage, Mechanical Learning and Peer Networks. 

1.1. Internet of Things in Health 

The World Health Organization describes surveillance in public protection as “the ongoing compilation, 

systematic review and assessment of health-related data required for the preparation, execution, and 

assessment of public health procedure.”16. Monitoring is critical when developing and enforcing public 
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health agencies' preventive and control measures. Real technical innovation allows the gathering and 

reviewing data on an unimaginable scale, needing stronger tracking methodologies17.Another exciting way 

will transform society or intelligent communities that are IoT-driven towns to increase quality of life in 

numerous ways, including promoting environmentally sustainable, healthy ecosystems and providing 

people with linked health and health care systems”18. 

Public health monitoring has some ongoing issues that must overcome. These challenges may be 

technological or non-technical in conjunction with data usage and access.19The shortage of technology, 

competent human capital, and sufficient finance are the key obstacles for public health monitoring.Non-

technical problems cover ethics, safety, and protection considerations, but it is deemed essential to gain 

informed consent to the implementation of healthcare research20.IoT tools to promote independent living 

and monitor their well-being may obtain their permission. It also affects more pressing privacy and data 

protection challenges since they extend to health experiments and tracking including general monitoring. 

For smart cities, for example, ensure the protection and privacy of an individual.5 The problems of data 

relating to data utilization, access, information control, preservation, and review. Furthermore, 

interoperability problems between computer structures, lack of data standardization and standards to verify 

data reliability and confidentiality are crucial issues. 

 

1.2. Internet of Things in Environment  

Significant weather conditions, such as drastic increases in temperature, forest fires, and storms causing 

rivers, have a significant effect on wellbeing. For instance, the growing occurrence of heatwaves in urban 

zones, especially in older people, will increase the incidence of heat-related problems, including mortality. 

People rely on the environment, and these developments have a significant impact on their wellbeing 

through improved dissemination and circulation of diseases and air pollution16. 

IoT surveillance of the atmosphere and wellbeing will further strengthen the present perception of 

their relationship and contribute to possible ways to minimize harmful effects. The latest application of 

IoT sensors in the environment includes mapping spatio-temporal information such as transport rates and 

sources of pollution and utilizing sensor gathered or consumer crowd-sourced data for epidemiological 

tracking21. 

 

Sensors of air quality management are mainly used in outdoor or indoor tracking and personal 

monitoring22. Wearable sensors may estimate personal exposures of different types. This information can 

determine the three-dimensionaldelivery in multiple microenvironments of air toxins by applying the 

Global Positioning System (GPS)23.In addition to air quality, IoT technology also tracks and generates 

unhealthy radiation levels, noise, real-time water pollution charts, and temperature8.To control water , 

sensors may provide early alerts of water catastrophes such as flooding to enable citizens to escape or 

prepare ahead of time24. Likewise, radiologic risk surveillance aims to minimize or remove the effects of 

radiation element release through early detection25. Relative humidity and air temperature monitors may 

also aid to diagnose controlling the dissemination of fungoid ailments in plants required for feeding 

http://www.jetir.org/


© 2018JETIR February 2018, Volume 5, Issue 2                                  www.jetir.org (ISSN-2349-5162) 

JETIR1802287 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 1451 
  

people26. 

 

IoT components also promote disaster management by crisis tracking, including earthquakes, 

flooding, and radiation levels; coordination of emergency response activities; assistance from outside 

disaster areas and information and crisis knowledge among users27.Since these maps are not just IoT goods, 

they can create networks using sensors which monitor variables in real time that can provide early 

detection and nature hazard alerts28.Any of the difficulties of utilizing IoT technology in the field is 

whether the data obtained and measured by consumer devices are correct and consistent20. The 

consistency and consistency of users' information are also concerned, as they may theoretically contribute 

to the shared data and exchange "popular" yet incorrect information. The stereotypes and misinformation 

In raw social network data, crowd source maps may be too alarming because they are based on user 

data15.  

 

2. Blockchain 

2.2. Blockchain in Healthcare 

Healthcare is a diverse industry comprising various players, including patients, physicians, 

hospitals/clinics, researchers, insurance providers, and pharmaceutical firms. The sector is progressively 

digital, creating prospects for development in precision medicine, improved health systems, and quality 

treatment. 

 

Since providers are the main data administrators and their networks are prone to data exchange and 

interoperability problems with other providers, patients lose their prior clinical history and therefore 

hinder a comprehensive health perception. The method of obtaining the whole record is complicated. In 

addition to issues with medical records, the new healthcare landscape still poses several obstacles. Payers, 

providers, patients and healthcare companies lack trust and connectedness in the context of health 

insurance, thus preventing care coordination and increasing costs.  

 

2.2. Blockchain in Environment  

As in the area of health, Blockchain can overcome problems of interoperability and data exchange, help 

facilitate decisions and maximize capital.Technology can also boost urgent environmental issues such as 

resources, climate change, natural hazards, degradation of ocean quality, and air pollution.For e.g., an 

equivalent case of the food supply chain monitoring may be mentioned.A blockchain-enabled food 

monitoring solution will improve transparency in the production phase and allow consumers' eco-safe 

choices. Companies like IBM are also in the early stage of Blockchain's application of powered food 

chain technology. Finding the sources of fish or threatened animals is another plausible application29,30. 

The present research has mentioned the ability of Blockchain to permit peer-to-peer trading. The 
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Blockchain could contribute to the implementation of peer-to-peer energy sharing schemes in 

environmental scenarios in which consumers will exchange energy amongst themselves. In the same 

sector, a carbon monitoring framework based on Blockchain may promote credibility systems and 

incentive mechanisms to reduce their carbon footprint and enhance auditing and regulatory enforcement 

with environmental strategies and partnerships31. 

 

The integration of Blockchain and IoT sensors would help to render the intensive care ofair and water 

quality. The durability of  disruptive technology of Blockchain will assist natural catastrophes32. There are 

only a few of Blockchain's proposed implementations in the domain of environment. One must note that 

in both of these cases Blockchain itself is not a complete answer that only concentrates on technologies 

such as IoT and AI.Smart meters and other sensors, for instance, are required for automated energy 

markets. Usage of IoT may even boost one of Blockchain's problems. While the data log is immutable, it 

must be consistent and precise to access these data. Automated inputs using IoT devices reduce mistakes 

and boost data efficiency. However, in this case, it is necessary to be mindful of the safety need for IoT 

products since they could be susceptible to hacking. 

 

In addition to maintaining correct inputs, certain technology opponents contend that “Blockchain and 

cryptocurrency”, typically, use a significant volume of resources to calculate and are surely not 

environmentally compliant. Yet Blockchain also matures, and emerging techniques and implementations 

can help reduce the carbon footprint of the system. Most analysts believe the Blockchain has benefits and 

untapped opportunities to the environmental field, particularly in conjunction with IoT, AI, and other 

groundbreaking technologies33. 

 

3. Artificial Intelligence 

 

3.1. Artificial Intelligence in Health 

Central and state governments both play a vital role in environmental and public health surveillance. 

Central and state governments, especially environmental regulators, face problems. For example, the 

limitations on financial and human capital, which may restrict the extent of surveillance activities. The use 

of technologies, namely, Big Data Analytics, Internet of Things, Artificial Intelligence, Machine 

Learningcan assist in prompt and effective execution of vital activities, such as the management of water 

contaminants to preserve water ecosystems and drinking water safety34. Computers that are equipped to 

recognize trends automatically in results, for example, Machine Learning will automatically identify 

several breaches of the Indian Clean Water Act as healthy water identification methods.10,35.It can build 

environmental safety and justice standards into metrics when weighing the positive and negative 

implications by utilizing self-reporting data to direct best practices in the sector and by each organization 

36. 
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Machine Learning in public health can be used for photography and diagnostic in medicine; creation 

of alert mechanisms utilizing broad databases such as the social network, for example, tracking of harmful 

drug reactions or leading consumers to suicidal thinking; predicting hospital readmission; including 

genomics datasets research37.Through using ML and AI to construct relationship models, researchers will 

explain new, dynamic associations between social determinants of health and improve preventive 

measures.As public health surveillance includes observing and recording community-level data and 

actions to enhance population health, disease monitoring and outbreaks are areas that profit deeply from 

the ML techniques38.AI and ML methods may help researchers and officials analyze and derive 

knowledge from their data in public health. This is due to vast quantities of data obtained from multiple 

outlets, like social networking, electronic health systems and patient records, including internet queries, 

computers linked, social networking39.Researchers have little to no understanding of the global spread of 

diseases. Just seven (2 percent) of 355 clinically acute infectious diseases were mapped to consider their 

geography40.This can contribute to awareness shortages and seriously hinder public health authorities' 

capacity to undertake successful prevention and remedial intervention in many countries around the 

world.  

 

3.2. Artificial Intelligence in Environment 

As climate change stems from human actions, environmental conditions that will affect our atmosphere and 

health care must be correctly forecasted. However, climate simulations are also somewhat different, mainly 

due to how data separated into distinct sections, the way processes and structures combine, and spatial and 

temporal scales as the broad spectrum39. The IPCC studies rely on multiple climate models of varying 

forecasts that are then combined. By way of combining them, each climate model will be given equivalent 

weight. Artificial intelligence allows to determine if modelling is more credible by growing people's weight 

whose predictions are eventually right and less important for those who work badly. It, therefore, aims to 

render short- and long-term global change predictions more precise. 

More specifically, AI often improves the weather prediction and the forecast of severe weather incidents. 

This is how they will apply new knowledge to cope with the environment's actual world complexity, taking 

into consideration the nature of the weather and the seas and the atmosphere in their estimates. This increases 

weather and environment modeling performance, rendering forecasts for decision-makers more valuable41. 

 

After doing the above assessment, the present study finds the below-mentioned review of articles to be critical 

to address the potential challenges and opportunities present in the study: 
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Table 3: Comprehensive Review of Articles Relevant for the Current Study 

Technolog
y 

Study 
Area 

Research objective Challenges Opportunities 

Internet of 

Things 

Health An review of the current 

research, regulatory, 

technical and analytical 

landscape was the 

objective of this studyin 

the field of oncology 

research and treatment for 

patients provided health 

data (PGHD). 

Electronic integration of 

patient reporting results 

and biometrical 

evidence, review of 

broad and diverse 

biometric data sets, and 

future clinical process 

overhaul would be 

among the challenges. 

In the context of big data and 

medical artificial intelligence, 

computational possibilities for 

patient-generated health data are 

envisaged 

Internet of 

Things 

Health Identifying and mapping 

the latest IoT advances in 

medicine and functional 

IoT in medicine, the active 

medical regions, and IoT 

places. 

The healthcare sector is a 

vast and dynamic entity 

of active participation by 

multiple stakeholders, 

including patients, health 

care professionals, and 

insurance agencies. 

However, IoT currently 

does not engage in 

specific medical fields. 

IoT apps usually built to save 

money and allow patients to be 

inspired at home. This eventually 

leads to wellness promotion and 

increased human well-being. 

Internet of 

Things 

Environment As technology advances, it 

is becoming even more 

critical that these IoT 

devices become 

autonomous to allow long-

term environmental 

sensing activity. 

With the Internet of 

Things becoming more 

omnipresent and 

applications becoming 

creative, independent 

devices' ability demands 

more creativity. 

Energy injection methods may be 

used to include sensing devices 

that can function in several 

settings where natural energy 

supplies are not or are not large 

enough. 

Internet of 

Things 

Environment This thesis primarily aims 

at a systemic research on 

indoor air pollution 

management technologies 

with the current state of the 

art, based on Internet of 

Things. 

Creation of practical 

IAQ tracking 

functionality must be 

based on given the 

emerging pandemic 

scenario. 

Real-time living climate reporting 

supports public security and well-

being 

BlockChain Health To assess the blockchain 

adoption within the food 

supply chain system and 

thereby ensure the wellness 

of human beings. 

Five future obstacles, 

including a lack of better 

understanding of 

blockchain, 

infrastructure challenges, 

raw data management, 

problems are bringing all 

stakeholders into it, and 

regulatory limitations. 

The Internet of Things (IoT) can 

also be used to improve food 

traceability, transparency of 

knowledge, and recovery quality 

through Blockchain. 
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BlockChain Environment To discover different 

implementations of cyber-

physical systems that use 

blockchain. 

The introduction of 

blockchains into the IoT 

field would satisfy the 

need for cryptographic 

authentication, affecting 

crucial improvements 

through various 

industries. 

Smart grids, health networks, and 

industrial manufacturing systems 

are among the many applications 

that blockchain technology can 

support. 

Artificial 

Intelligence 

Health Artificial intelligence's role 

in the research and 

preparedness of COVID-19 

(Coronavirus) prevention 

and combat is critical. 

Medical organizations 

desperately require 

artificial intelligence 

systems to treat 

coronaviruses and allow 

them to receive accurate 

suggestions in real-time 

to prevent their spread. 

Artificial intelligence works 

conveniently for the emulation of 

human intelligence. It may also 

play an important role in 

understanding and developing a 

COVID-19 vaccine. 

Artificial 

Intelligence 

Health To investigate artificial 

intelligence as an 

advancement in digital 

healthcare and point out 

future risks and 

opportunities. 

Technologies in artificial 

intelligence and different 

threats involved with 

their application. It is 

necessary to understand 

this before implementing 

technologies, given the 

path dependence usually 

seen in innovation 

diffusion patterns. 

Artificial intelligence can 

transform healthcare by 

improving clinical procedures and 

enhancing workflows. Artificial 

Intelligence has three main 

attributes as an innovation: “it is 

self-referential, programmable 

and able to achieve marked 

generativity.” 

Artificial 

Intelligence 

Environment 

 

To discuss the state-of-the-

art IontronicSensor 

technologies. 

In ambient experiences, 

people look forward into 

a device that gives the 

human feeling of contact 

with the environment 

beyond skin-like 

sensation. 

The achievement of the strong 

IontronicSensing principle signal-

to-noise in low-power electronics 

may be extremely essential for 

evolving wearable pathways and 

disposable applications. 

 

Discussion 

Many of the literature have studied echoed comments about the need for clarity before a data-sharing 

infrastructure is effectively implemented since uncertainty in managing private data creates a loss of faith. 

Several problems for the application of health monitoring technologies have appeared in previous studies 

by different researchers. The fundamental problems were: interoperability, data exchange and data 

administration, and safety, confidence, and protection.  

Interoperability across technologies is essential for the efficient implementation of a framework of systems 

incorporating current data systems.Theoretically, systems should be interoperable, but manufacturers 

should maintain their data in their platform in order to protect their own applications to ensure that other 
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innovation cannot access their data. Unfortunately, the difficulties are in connectivity and the inability to 

share data between devices, data incompatibility, and data management1,37. 

As data gathered from several outlets, various parties need to be interested in developing data sharing 

policies49.This heterogeneity renders data possession and data processing impossible to evaluate. For 

example, it is difficult to comprehend whether the details belong no longer to the person and his computer 

(for example, smartphones or smart hub), but rather to an organization, the government, or health entity 

that becomes medical knowledge. Data exchange is often met with challenges to availability, security, 

integrity, authenticity, and consistency. The dissemination of data gathered by IoT devices for healthcare 

applications must consider family members or caregivers’ ownership and influence, which exposes 

protection and privacy concerns50. 

In health applications, IoT devices' usage impacts privacy even further since the sharing of sensitive 

details in these technologies is not yet precisely controlled51.Problems such as equity often create concern 

that only mid- to high-income citizens profit from adopting a scheme using high-end IoT tools to boost 

regular lives.This problem is related closely with the need for improved responsibility including 

consistency of data ownership and administration. Indians fear their anonymity, lack of confidence and the 

consequences of health disclosure data52.People worry that their data may be misused, resulting in 

unintended effects, such as insurance providers declining to provide certain benefits following penetration 

from external parties to their health data. 

Technology has developed rapidly25. As we transition to more sustainable and open activities, it is 

vital to develop an adequate infrastructure that supports technology integrated into the pan-Indian 

monitoring framework. In this way, the proposed design of reference management and monitoring may 

build efficient applications. 

 

Conclusion 

To scope and improve reporting and monitoring programs on environmental effects on health and health 

networks, the present study recommends multidisciplinary partners, including government, public 

researchers, different sectors, suppliers of services, or innovators. The current study indicates that data 

management, safety, and security regulation gaps need to resolve before effective monitoring practices 

enforced. The public, particularly young people more aware and easily adapt to technical and technological 

régime. However, There's always an issue of trustand a need for digital literacy education and growth. 

Although innovations including “IoT”, “Blockchain”, and “Artificial Intelligence” have enormous 

potential to encourage convergence of health and environmental data, still, disadvantages and 

complexities remain in using these technologies in health monitoring, which should tackle at priority. 

This paper presented an analysis of recent instances of using these three technologies, which centered on 

remote surveillance and surveillance, and indicated a need for an advanced computing architecture where 

these technologies might in the future integrated with pilot and tracking operations. The concentrated 
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attempts to review various academic papers and government reports and the recommendations for control 

and operations by the technical infrastructure provide interesting details for potential research. 

 

References 

 

1. Khan N, Yaqoob, Hashem, et al. Infrared Spectroscopy of Metal-MgO Single Crystalline 

Composite Films. Jpn J Appl Phys. 2014;29(8):2-17. doi:10.1143/JJAP.29.L1497 

2. Frumkin H, Hess J, Luber G, Malilay J, McGeehin M. Climate change: The public health 

response. Am J Public Health. 2008;98(3):435-445. doi:10.2105/AJPH.2007.119362 

3. Lee D, Kang S, Shin J. Using deep learning techniques to forecast environmental 

consumption level. Sustain. 2017;9(10):1-17. doi:10.3390/su9101894 

4. Parry ML, Canziani O., Alcaraz E de A, et al. Climate Change 2007: Impacts, Adaptation 

and Vulnerability.; 2007. doi:10.1016/B978-008044910-4.00250-9 

5. Kumar GS, Kar SS, Jain A. Health and environmental sanitation in India: Issues for 

prioritizing control strategies. Indian J Occup Environ Med. 2011;15(3):93-96. 

doi:10.4103/0019-5278.93196 

6. Levac D, Colquhoun H, O’Brien KK. Scoping Studies: Advancing the Methodology. 

Implement Sci. 2010;5(1):2-9. doi:10.1017/cbo9780511814563.003 

7. Sivarajah U, Kamal MM, Irani Z, Weerakkody V. Critical analysis of Big Data challenges 

and analytical methods. J Bus Res. 2017;70:263-286. doi:10.1016/j.jbusres.2016.08.001 

8. Kumar P, Skouloudis AN, Bell M, et al. Real-time sensors for indoor air monitoring and 

challenges ahead in deploying them to urban buildings. Sci Total Environ. 2016;560-

561(July):150-159. doi:10.1016/j.scitotenv.2016.04.032 

9. Ray PP, Mukherjee M, Shu L. Internet of Things for Disaster Management: State-of-the-

Art and Prospects. IEEE Access. 2017;5(i):18818-18835. 

doi:10.1109/ACCESS.2017.2752174 

10. McGovern A, Elmore KL, Gagne DJ, et al. Using artificial intelligence to improve real-

time decision-making for high-impact weather. Bull Am Meteorol Soc. 2017;98(10):2073-

2090. doi:10.1175/BAMS-D-16-0123.1 

11. Akyildiz, I. F., Pierobon, M., Balasubramaniam, S., & Koucheryavy, Y. (2015). The 

internet of Bio-Nano things. IEEE Communications Magazine, 53(3), 32–40. 

https://doi.org/10.1109/MCOM.2015.7060516 

12. Baker, S. B., Xiang, W., & Atkinson, I. (2017). Internet of Things for Smart Healthcare: 

Technologies, Challenges, and Opportunities. IEEE Access, 5, 26521–26544. 

http://www.jetir.org/


© 2018JETIR February 2018, Volume 5, Issue 2                                  www.jetir.org (ISSN-2349-5162) 

JETIR1802287 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 1458 
  

https://doi.org/10.1109/ACCESS.2017.2775180 

13. Catarinucci, L., De Donno, D., Mainetti, L., Palano, L., Patrono, L., Stefanizzi, M. L., & 

Tarricone, L. (2015). An IoT-Aware Architecture for Smart Healthcare Systems. IEEE 

Internet of Things Journal, 2(6), 515–526. https://doi.org/10.1109/JIOT.2015.2417684 

14. Chen, M., Wan, J., & Li, F. (2012). Machine-to-machine communications: Architectures, 

standards and applications. KSII Transactions on Internet and Information Systems, 6(2), 

480–497. https://doi.org/10.3837/tiis.2012.02.002 

15. Doukas, C., & Maglogiannis, I. (2012). Bringing IoT and cloud computing towards 

pervasive healthcare. Proceedings - 6th International Conference on Innovative Mobile 

and Internet Services in Ubiquitous Computing, IMIS 2012, 922–926. 

https://doi.org/10.1109/IMIS.2012.26 

16. Fan, Y. J., Yin, Y. H., Xu, L. D., Zeng, Y., & Wu, F. (2014). IoT-based smart 

rehabilitation system. IEEE Transactions on Industrial Informatics, 10(2), 1568–1577. 

https://doi.org/10.1109/TII.2014.2302583 

17. Gope, P., & Hwang, T. (2016). BSN-Care: A Secure IoT-Based Modern Healthcare 

System Using Body Sensor Network. IEEE Sensors Journal, 16(5), 1368–1376. 

https://doi.org/10.1109/JSEN.2015.2502401 

18. Gravina, R., Alinia, P., Ghasemzadeh, H., & Fortino, G. (2017). Multi-sensor fusion in 

body sensor networks: State-of-the-art and research challenges. Information Fusion, 35, 

1339–1351. https://doi.org/10.1016/j.inffus.2016.09.005 

19. Gupta, H., Vahid Dastjerdi, A., Ghosh, S. K., & Buyya, R. (2017). iFogSim: A toolkit for 

modeling and simulation of resource management techniques in the Internet of Things, 

Edge and Fog computing environments. Software - Practice and Experience, 47(9), 1275–

1296. https://doi.org/10.1002/spe.2509 

20. Hassanalieragh, M., Page, A., Soyata, T., Sharma, G., Aktas, M., Mateos, G., Kantarci, B., 

& Andreescu, S. (2015). Health Monitoring and Management Using Internet-of-Things 

(IoT) Sensing with Cloud-Based Processing: Opportunities and Challenges. In P. I. Chou 

W. Maglio P.P. (Ed.), Proceedings - 2015 IEEE International Conference on Services 

Computing, SCC 2015 (pp. 285–292). Institute of Electrical and Electronics Engineers Inc. 

https://doi.org/10.1109/SCC.2015.47 

21. Hossain, M. M., Fotouhi, M., & Hasan, R. (2015). Towards an Analysis of Security 

Issues, Challenges, and Open Problems in the Internet of Things. In Z. L.-J. Bahsoon R. 

(Ed.), Proceedings - 2015 IEEE World Congress on Services, SERVICES 2015 (pp. 21–

28). Institute of Electrical and Electronics Engineers Inc. 

https://doi.org/10.1109/SERVICES.2015.12 

22. Hu, P., Dhelim, S., Ning, H., & Qiu, T. (2017). Survey on fog computing: architecture, 

key technologies, applications and open issues. Journal of Network and Computer 

Applications, 98, 27–42. https://doi.org/10.1016/j.jnca.2017.09.002 

http://www.jetir.org/


© 2018JETIR February 2018, Volume 5, Issue 2                                  www.jetir.org (ISSN-2349-5162) 

JETIR1802287 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 1459 
  

23. Islam, S. M. R., Kwak, D., Kabir, M. H., Hossain, M., & Kwak, K.-S. (2015). The internet 

of things for health care: A comprehensive survey. IEEE Access, 3, 678–708. 

https://doi.org/10.1109/ACCESS.2015.2437951 

24. Mainetti, L., Patrono, L., & Vilei, A. (2011). Evolution of wireless sensor networks 

towards the Internet of Things: A survey. 2011 International Conference on Software, 

Telecommunications and Computer Networks, SoftCOM 2011, 16–21. 

https://www.scopus.com/inward/record.uri?eid=2-s2.0-

81455142290&partnerID=40&md5=8089ed723b1c1056c9a6ae8fa767fa4f 

25. Minoli, D., Sohraby, K., & Occhiogrosso, B. (2017). IoT Considerations, Requirements, 

and Architectures for Smart Buildings-Energy Optimization and Next-Generation 

Building Management Systems. IEEE Internet of Things Journal, 4(1), 269–283. 

https://doi.org/10.1109/JIOT.2017.2647881 

26. Fan, Y. J., Yin, Y. H., Xu, L. D., Zeng, Y., & Wu, F. (2014). IoT-based smart 

rehabilitation system. IEEE Transactions on Industrial Informatics, 10(2), 1568–1577. 

https://doi.org/10.1109/TII.2014.2302583 

27. Gia, T. N., Jiang, M., Rahmani, A.-M., Westerlund, T., Liljeberg, P., & Tenhunen, H. 

(2015). Fog computing in healthcare Internet of Things: A case study on ECG feature 

extraction. In J. S. L. L. C. R. A. H. J. M. G. G. N. W. Y. Atzori L. Jin X. (Ed.), 

Proceedings - 15th IEEE International Conference on Computer and Information 

Technology, CIT 2015, https://doi.org/10.1109/CIT/IUCC/DASC/PICOM.2015.51 

28. He, D., & Zeadally, S. (2015). An Analysis of RFID Authentication Schemes for Internet 

of Things in Healthcare Environment Using Elliptic Curve Cryptography. IEEE Internet 

of Things Journal, 2(1), 72–83. https://doi.org/10.1109/JIOT.2014.2360121 

29. Sathish Kumar, N., Vuayalakshmi, B., Prarthana, R. J., & Shankar, A. (2016). IOT based 

smart garbage alert system using Arduino UNO. IEEE Region 10 Annual International 

Conference, Proceedings/TENCON, 0, 1028–1034. 

https://doi.org/10.1109/TENCON.2016.7848162 

30. Sood, S. K., & Mahajan, I. (2017). Wearable IoT sensor based healthcare system for 

identifying and controlling chikungunya virus. Computers in Industry, 91, 33–44. 

https://doi.org/10.1016/j.compind.2017.05.006 

31. Ma, J., Wang, Q., & Zhao, Z. (2017). SLAE–CPS: Smart lean automation engine enabled 

by cyber-physical systems technologies. Sensors (Switzerland), 17(7). 

https://doi.org/10.3390/s17071500 

32. Park, H.-S., Oh, K., & Cho, S.-B. (2011). Bayesian network-based high-level context 

recognition for mobile context sharing in cyber-physical system. International Journal of 

Distributed Sensor Networks, 2011. https://doi.org/10.1155/2011/650387 

33. Rojas, R. A., Rauch, E., Vidoni, R., & Matt, D. T. (2017). Enabling Connectivity of 

Cyber-physical Production Systems: A Conceptual Framework. Procedia Manufacturing, 

http://www.jetir.org/


© 2018JETIR February 2018, Volume 5, Issue 2                                  www.jetir.org (ISSN-2349-5162) 

JETIR1802287 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 1460 
  

11, 822–829. https://doi.org/10.1016/j.promfg.2017.07.184 

34. Schuhmacher, J., & Hummel, V. (2016). Decentralized Control of Logistic Processes in 

Cyber-physical Production Systems at the Example of ESB Logistics Learning Factory. In 

M. K. (Ed.), Procedia CIRP (Vol. 54, pp. 19–24). Elsevier B.V. 

https://doi.org/10.1016/j.procir.2016.04.095 

35. Stern, H., & Becker, T. (2017). Development of a Model for the Integration of Human 

Factors in Cyber-physical Production Systems. Procedia Manufacturing, 9, 151–158. 

https://doi.org/10.1016/j.promfg.2017.04.030 

 

 

 

 

http://www.jetir.org/

	Introduction

