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Abstract:  Mobile specific web pages differ significantly from their desktop counterparts in content, layout and functionality. Accordingly, 

existing techniques to detect malicious websites are unlikely to work for such web pages. The disclosed technology includes techniques for 

identifying malicious mobile electronic documents, e.g. web pages or emails, based on static document features. In this paper, we design and 

implement kAYO, a mechanism that distinguishes between malicious and benign mobile web pages. kAYO makes this determination based on 

static features of a webpage ranging from the number of iframes to the presence of known fraudulent phone numbers. We then apply kAYO 

to a dataset of over 350,000 known benign and malicious mobile web pages and demonstrate 90% accuracy in classification. Moreover, we 

discover, characterize and report a number of web pages missed by Google Safe Browsing and Virus Total, but detected by kAYO. 

 

Index Terms – malicious page, mobile security, web pages historical records, review. 

 

 

I. INTRODUCTION 

           Internet connected mobile devices are going to outnumber humans [2]. Moreover, global mobile data traffic is expected to increase 13-

fold between 2012 and 2017. Both platform specific applications (“native apps”) and browser-based applications (“web apps”) enable mobile 

device users to perform security sensitive operations such as online purchases, bank transactions and accessing social networks. The distinction 

between native apps and web apps on mobile devices is increasingly being blurred. HTML5 becomes universally deployed and mobile web apps 

directly take advantage of device features such as the camera, microphone and relocation, the difference between native and web apps will vanish 

almost entirely. A recent study of Smartphone usage shows that more people browse the Web than use native apps on their phone. The trend and 

the increasing use of web browsers on modern mobile phones warrant characterizing existing and emerging threats to mobile web browsing. 

Although a range of studies have focused on the security of native apps on mobile devices, efforts in characterizing the security of web 

transactions originating at mobile browsers are limited. Mobile web browsers have long underperformed their Desktop counterparts. However, 

recent improvements in processing power and bandwidth have spurred significant changes in the ways users experience the mobile web. Modern 

mobile browsers provide rich functionality equivalent to their desktop counterparts using web technologies such as HTML, JavaScript, and CSS. 

Furthermore, browsers on mobile platforms now build on the same or similarly capable rendering engines used by many desktop browsers. 

Mobile users are three times more likely to access phishing websites than desktop users [3]. Mobile devices are increasingly being used to access 

the web [1]. However, in spite of significant advances in processor power and bandwidth, the browsing experience on mobile devices is 

considerably different. These differences can largely be attributed to the dramatic reduction of screen size, which impacts the content, 

functionality and layout of mobile web pages. Identify the malicious URLs based on dynamically extracted lexical patterns from URLs. They 

developed a new method to mine their URL patterns, which are not assembled using any pre-defined items and thus cannot be mined using any 

existing frequent pattern mining methods. It can provide new flexibility and capability malicious URLs algorithmically generated by malicious 

programs. Content, functionality and layout have regularly been used to perform static analysis to determine maliciousness in the desktop space. 

Features such as the frequency of iframes and the number of redirections have traditionally served as strong indicators of malicious intent. Due to 

the significant changes made to accommodate mobile devices, such assertions may no longer be true. For example, whereas such behavior would 

be flagged as suspicious in the desktop setting, many popular benign mobile web pages require multiple redirections before users gain access to 

content. Previous techniques also fail to consider mobile specific webpage elements such as calls to mobile APIs.. Static features of mobile 

webpages derived from their HTML and JavaScript content, URL and advanced mobile specific capabilities. Our design detects a number of 

malicious mobile webpages not precisely detected by existing techniques such as Virus Total and Google Safe Browsing. Finally, we discuss the 

existing tools to detect mobile malicious webpages and phishing attack and build a browser extension. 

 

II MOTIVATION 

     Static analysis techniques to detect malicious websites often use features of a webpage such as HTML, JavaScript and characteristics of the 

URL. Usually, these features are fed to machine learning techniques to classify benign and malicious web pages. These techniques are predicated 

on the assumption that the features are distributed differently across benign and malicious web pages. Accordingly, any changes in the 

distribution of static features in benign and/or malicious web pages impacts successful, these static analysis techniques have been used 

exclusively for desktop web pages. Mobile websites are significantly different from their desktop counterparts in content, functionality and 

layout. Consequently, existing tools using static features to detect malicious desktop web pages are unlikely to work for mobile web pages. 

 

III RELATED WORK 

2.1 Vulnerable Me: Measuring systemic weaknesses in mobile browser security 

 According to C. Amrutkar, K. Singh Porting browsers to mobile platforms may lead to new vulnerabilities whose solutions require 

careful balancing between usability and security and might not always be equivalent to those in desktop browsers. In this paper, we perform the 
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first large-scale security comparison between mobile and desktop browsers. We focus our efforts on display security given the inherent screen 

limitations of mobile phones. We evaluate display elements in ten mobile, three tablet and five desktop browsers. We identify two new classes of 

vulnerabilities specific to mobile browsers and demonstrate their risk by launching real-world attacks including display ballooning, login CSRF 

and click jacking. Additionally, we implement a new phishing attack that exploits a default policy in mobile browsers. These previously 

unknown vulnerabilities have been confirmed by browser vendors. Our observations, inputs from browser vendors and the pervasive nature of 

the discovered vulnerabilities illustrate that new implementation errors leading to serious attacks are introduced when browser software is ported 

from the desktop to mobile environment. We conclude that usability considerations are crucial while designing mobile solutions and display 

security in mobile browsers is not comparable to that in desktop browsers. 

 

2.2 Measuring SSL indicators on mobile browsers: Extended life, or end of the road? 

 According to C. Amrutkar, P. Traynor Mobile browsers are increasingly being relied upon to perform security sensitive operations. Like 

their desktop counterparts, these applications can enable SSL/TLS to provide strong security guarantees for communications over the web. 

However, the drastic reduction in screen size and the accompanying reorganization of screen real estate significantly changes the use and 

consistency of the security indicators and certificate information that alert users of site identity and the presence of strong cryptographic 

algorithms. In this paper, we perform the first measurement of the state of critical security indicators in mobile browsers. We evaluate ten mobile 

and two tablet browsers, representing over 90% of the market share, using the recommended guidelines for web user interface to convey security 

set forth by the World Wide Web Consortium (W3C). While desktop browsers follow the majority of guidelines, our analysis shows that mobile 

browsers fall significantly short. We also observe notable inconsistencies across mobile browsers when such mechanisms actually are 

implemented. Finally, we use this evidence to argue that the combination of reduced screen space and an independent selection of security 

indicators not only make it difficult for experts to determine the security standing of mobile browsers, but actually make mobile browsing more 

dangerous for average users as they provide a false sense of security. 

 

2.3 Building a dynamic reputation system for DNS 

According to M. Antonakakis, R. Perdisci The Domain Name System (DNS) is an essential protocol used by both legitimate Internet 

applications and cyber attacks. For example, bonnets rely on DNS to support agile command and control infrastructures. An effective way to 

disrupt these attacks is to place malicious domains on a "blacklist" (or "blacklist") or to add a filtering rule in a firewall or network intrusion 

detection system. To evade such security countermeasures, attackers have used DNS agility, e.g., by using new domains daily to evade static 

blacklists and firewalls. In this paper we propose Not’s, a dynamic reputation system for DNS. The premise of this system is that malicious, agile 

use of DNS has unique characteristics and can be distinguished from legitimate, professionally provisioned DNS services. Not’s uses passive 

DNS query data and analyzes the network and zone features of domains. It builds models of known legitimate domains and malicious domains, 

and uses these models to compute a reputation score for a new domain indicative of whether the domain is malicious or legitimate. We have 

evaluated Not’s in a large ISP's network with DNS traffic from 1.4 million users. Our results show that Notos can identify ma licious domains 

with high accuracy (true positive rate of 96.8%) and low false positive rate (0.38%), and can identify these domains weeks or even months before 

they appear in public blacklists. 

 

2.4 Pin drop: using single-ended audio features to determine call provenance 

According to V. A. Balasubramaniyan, A. Poonawalla The recent diversification of telephony infrastructure allows users to 

communicate through landlines, mobile phones and VoIP phones. However, call metadata such as Caller-ID is either not transferred or 

transferred without verification across these networks, allowing attackers to maliciously alter it. In this paper, we develop PinDr0p, a mechanism 

to assist users in determining call provenance - the source and the path taken by a call. Our techniques detect and measure single-ended audio 

features to identify all of the applied voice codec’s, calculate packet loss and noise profiles, while remaining agnostic to characteristics of the 

speaker's voice (as this may legitimately change when interacting with a large organization). In the absence of verifiable call metadata, these 

features in combination with machine learning allow us to determine the traversal of a call through as many as three different providers (e.g., 

cellular, then VoIP, then PSTN and all combinations and subsets thereof) with 91.6% accuracy. Moreover, we show that once we identify and 

characterize the networks traversed, we can create detailed fingerprints for a call source. Using these fingerprints we show that we are able to 

distinguish between calls made using specific PSTN, cellular, Vonage, Skype and other hard and soft phones from locations across the world 

with over 90% accuracy. In so doing, we provide a first step in accurately determining the provenance of a call. 

 

2.5 Enabling the transition to the mobile web with web sieve 

According to M. Butkiewicz, Z. Wu Web access on mobile platforms already constitutes a significant (20%) share of web traffic. 

Furthermore, this share is projected to even surpass access from laptops and desktops. In conjunction with this growth, user expectations for the 

performance of mobile applications and websites are also growing rapidly. Surveys show that 71% of users expect websites to load almost as 

quickly as their desktops and 33% of annoyed users are likely to go to a competitor's site leading to loss of ad- and click-based revenue streams. 

 

 

IV PROPOSED WORK 

Proposed work includes the following – 

 The proposed method focus on mobile specific threats. Proposed method work on the mobile specific web pages. Existing technique to 

detect malicious websites are unable to work on mobile. Here determination is based on the static as well as dynamic features. 

 The proposed method is outlined in figure this system use URL to get malicious content.  

 Our application is use to check the malicious function. Here OCR (optical character recognition) technique is also introduced. OCR is 

technique that convert image into text to detect valuable phishing attack. 

 User enters the URL he wants to visit in the extension toolbar. The extension then sends the URL backend server over HTTPS. 
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Figure.1. proposed methodology 

 

 If the URL is not malicious and free from phishing attack according to our app, then it will open webpage in the browser automatically. 

 Otherwise, a warning message is shown to the user recommending them not to visit the URL or visit on their own risk. 

 If application identifies that the pages are malicious then the proposed method will generate an output i.e it detect a malicious web pages 

or phishing site. 

 

V CONCLUSION 

     In this way, we study the framework for detecting malicious mobile webpages in real time. Mobile webpages are significantly different than 

their desktop counterparts in content, functionality and layout. Therefore, existing techniques using static features of desktop webpages to detect 

malicious behavior for mobile specific pages. We designed and developed a fast and reliable static analysis technique that detects mobile 

malicious webpages and also detect phishing sites. Our application provides greater accuracy in classification, and detects a number of malicious 

mobile webpages in the wild that are not detected by existing techniques such as Cantina. Finally, we build a browser extension that provides 

real-time feedback to users. We proposed an application for mobile platforms. Our application resolves this issue by using OCR, which can 

accurately extract text from the screenshot of the login interface so that the claimed identity of phishing attacker can be verified. We conclude 

that our application detects new mobile specific threats such as websites hosting and takes the first step towards identifying new security 

challenges in the modern mobile web. 
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