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ABSTRACT 

Over the past few decades, we have seen information technology go through several stages of development. 

Early on, we saw the evolution of VLSI technologies, networking infrastructure, and multimedia 

compression and coding schemes. Later, we saw the rise of effective multimedia content search and 

retrieval. As a consequence, digital material and multimedia gadgets have grown common. Once 

technology has moved in this manner, we will encounter a critical issue which we will then have to contend 

with, and that is the problem of ascertaining whether content, devices, and intellectual property are being 

used by authorised users for legitimate purposes, and being able to accurately and with a high degree of 

certainty prove it. Forensic methods and technologies are used to recreate digital material to answer who 

has done what, when, when, and how. The purpose of this study is to provide a review of the progress that 

has been made in the information forensics field over the previous decade, including descriptions of 

concepts, methodology, most current methods, and areas of application. 
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INTRODUCTION 

The lifespan of every technology has an expiration date. In the 1970s, advancements in VLSI gave rise to a 

new technological revolution that created smaller, quicker electronic systems. Since that time, global 

developments in high-speed networking and wireless infrastructure have occurred. Development of multi-

media compression techniques and systems accelerated with the 1990s introduction of broadband 

communication and computer infrastructure. Many industry standards were established because to this, 

including JPEG, MPEG-1/2/4, and H.26x. Following this, we found ourselves on the hunt for and 

categorising material as it spread over the internet [1-4]. The emphasis of research and development (R&D) 

shifted to online search, and major commercial web search providers (Google and Yahoo) arose. Naturally, 

there is now a major challenge, which is to include information, devices, and intellectual assets and provide 

for secure, forensic evidence gathering to establish strong evidence against perpetrators.  

Digital content's broad usage has led to a variety of new information security problems. At the threat of 

altering, falsifying, and redistributing digital materials [6-9], attackers may inflict huge damage. Because of 

this, the government, business, and social entities that use digital information must think carefully about the 

long-term effects of their decisions. Several cryptographic encryption and authentication approaches have 

been developed to protect communication infrastructures while preventing illegal access to digital 

information. Decryption happens after delivery, and hence after security measures have been applied [10-
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12]. Given that information is sent without any direct control over how it is utilised or processed, there is 

nothing in the way of corrective measures available. While these solutions can't prevent media material 

from being altered or faked before to cryptographic encryption or signing, they can at least stop that from 

happening while the cryptographic algorithm is used. Digital information that comes from an unknown or 

untrusted source often impacts people's lives in crucial ways. Forgers and information attackers may 

fabricate convincingly realistic fakes when this occurs [13]. 

 

DATA FORENSIC 

This birth of the area of information forensics is in reaction to the increase in the requirement to verify the 

trustworthiness of multimedia material. A somewhat novel use of forensics involves forensic examination 

of digital multimedia material without using other than the digital material itself. The scope of the 

reconstruction process strives to be as extensive as possible, in an effort to understand what, when, where, 

and how everything has been done to the material. Even if the information passes through many devices 

and processing, each processing step has an impact on the information's state. Forensic investigation 

depends on traces, which are referred to as intrinsic fingerprints. While there have been various forensic 

ways to detect tampering using invisible traces that appear in multimedia information during capture and 

processing, nowadays, forensic approaches have only just begun to investigate this phenomenon [14-17].  

In addition, security measures such as digital watermarks are externally created. By using an invisible data 

embedding methodology, these security measures are often built into information content and so cannot be 

detected by end users. In these instances, we use the term extrinsic fingerprints. While a good deal of work 

from about the year 2000 had addressed methods for embedding extrinsic information to confirm copyright 

or validate host media data's integrity, a majority of that work focused on adding external data instead. In 

the last decade, there has been much study on enhancing classical robust watermarking so that new and 

different types of traceable fingerprints may be applied, each with unique information and able to connect 

to particular acquisition devices [18-20]. 

 

DETECTION AND PROCESSING 

In many cases, unknown or untrusted audiovisual material provides critical information. A questionable 

picture or video that is broadcast by a foreign government, such as a terrorist film, may have substantial 

political or military significance. In order for media portrayed in this medium to be believed, the processing 

that it has experienced must first be identified and determined to be real. Researchers have created many 

forensic approaches that work independently of external security measures, therefore the multimedia 

material may have had no embedded security protections before processing. These strategies use features of 

the digital information itself to accomplish their goals [21-24]. Tracing a multimedia file's processing 

history, detecting tampering, and identifying forgeries may be categorised into five broad categories, 
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according on the methodology in which they function. Classifiers based on machine learning that learn a 

large number of picture statistics are part of this. When used together, the different forensic methods may 

accurately detect a broad range of kinds of forgery and processing processes. 

 

CONCLUSION 

Information forensics principles have seen numerous uses, including for rooting out tampering, identifying 

the origins of items, and pinpointing the time and location of items. Thus far,  the research community has 

depended on individual research groups' empirical testing of various methodologies, frequently with a 

small-scale dataset, to illustrate and compare performances. “So yet, no forensics hypothesis has been 

developed.” A sound understanding of forensics begins with basic principles. To this end, you should also 

introduce the concept of "forensicability" for equipment, channels, and processing systems. The 

foundations of forensic analysis may be formalised using three specific theories, which are the theory of 

detection, the theory of classification, and machine learning. By providing the community with a more 

basic knowledge of what device, channel, or processor options can or cannot be inferred forensically, the 

theories on forensicability help the community gain an unprecedented but critical awareness of individual 

or combinations of options [25-28]. 
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