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ABSTRACT 

From the above introduction, it can be seen that SDN (software-defined networking) is of rising interest 

because of its promise of centralised control over dispersed network designs at bargain rates. In contrast 

to present network infrastructures, where each network operator is in charge of managing individual 

network devices, SDN provides a streamlined method for dynamically controlling several basic switches 

using a single controller software. Even so, SDN has started realising remarkable real-world applications 

for businesses, like Google, AT&T, Microsoft, and many more. While SDN poses research and 

operational issues for government, business, and college networks, it also provides considerable obstacles 

for campus networks. These technological problems have given rise to several SDN solutions that were 

built in an unplanned way, and as a result, these solutions are not as readily adopted by other businesses. 

With this in mind, this study sets out to highlight some of the many problems where academics who are 

new and existing may still provide valuable contributions to SDN and speed its wider adoption by 

network operators. 
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INTRODUCTION 

However, a disclaimer is necessary for the validity of this paper's findings, which are meant to provide a 

greater range of chances for academics to further enhance software-defined networking (SDN) using 

present and forthcoming technologies. SDN is a vast subject, and this study reveals that it encompasses 

several disciplines. There are similarly wide, deep, and extensive surveys of SDN available. Because this 

is impossible, no one study could ever do justice to all the current research in this topic. This study 

instead concerns itself with assessing the spread of SDN while also presenting suggestions on where 

fresh researchers might help expand SDN's progress.  

We're not implying that SDN is getting short shrift, but we're aware that it is an increasingly investigated 

and adopted discipline both within academia and business, and a number of large organisations have 

already applied it to their IT platforms. Additionally, in a number of studies and publications, many firms, 

including Orange, China Mobile, AT&T, T-Mobile, Comcast, KT Corporation, Telefonica, TeliaSonera, 

China Telecom, Deutsche Telekom, and Globe Telecom, have all reportedly used the ODL controller in 

some capacity. Another group is encouraging network operators to look at SDN, too. Another example of 

the accepted position is that existing network infrastructures are complex, costly, and susceptible to 
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vendor lock-in and ossification. SDN is thus becoming increasingly often considered a potential answer 

to these difficulties.  

SDN has become the de facto networking paradigm for connecting centralised control and global views 

of the network (NOS). Since SDN deals with packets at the header level, it is used in conjunction with 

protocols like MPLS that are orthogonal to the OSI model's layers. SDN provides centralised network 

information and state, while abstracting the underlying infrastructure from the application layer. For data 

centres and backbone networks, SDN has already shown to be a viable architecture. A great example of 

SDN is the B4 project done by Google. The B4 project provides a valuable network operating system 

(NOS) and QoS real-world applications for traffic engineering and quality of service (QoS). A second 

group of SDN enthusiasts points to how, for example, AT&T, Microsoft, and Verizon have reduced costs, 

increased use, and accelerated the introduction of new client-oriented services by using SDN. Also, 

government entities in the United States are increasing their involvement in SDN designs, as seen by 

industry interest.  

While SDN has a number of compelling features and use cases, many network operators are hesitant 

about its deployment due to the limits that it poses. This study highlights some of the SDN 

implementation challenges and limitations that remain. SDN is not yet equipped to handle service 

providers' heavy network traffic, rich media content, and security concerns. Additionally, the 

understanding of SDN among network operators still seems to be lacking, since they are using various 

old devices (old gear) in their current infrastructures. These aspects, all of which are distinct from each 

other, include: fault tolerance, global standards, interaction with current network infrastructure, and more. 

 

SDN 

A large amount of academic, corporate, and government attention has been paid to SDN in recent years. 

The different degrees of engagement and/or deployment seen have all come from this interest. The 

disconnected control plane notion has existed for years. Despite this, SDN has lately begun to gather 

steam, and it is expected to grow to $105 billion annually by 2020 . Unfortunately, there are no security 

benefits to be found on this list. Data from surveys performed by organisations indicates that just 4% of 

SDN activities carried out by them were carried out by security leaders, while the rest were implemented 

by engineering, DevOps, applications, or operations leaders. Although, some research show that 

respondents believe that SDN has security benefits. 

 

RECENT TREND 

It is also critical to evaluate the condition of SDN since there are several trends pushing network 

operators to investigate it. More widespread usage of devices such as tablets and smartphones as well as 

cloud computing and a convergence of computing, storage, and network architectures are trends to watch 

http://www.jetir.org/


© 2018 JETIR April 2018, Volume 5, Issue 4                                                         www.jetir.org (ISSN-2349-5162) 

JETIR1804426 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 1238 
 

in 2013. Trying to stay ahead of this current market trend and minimise its accompanying issues, 

companies will need to invest in considerable financial resources, improve the gaps between invest ment 

and revenues, and have more proprietary and unique hardware devices on their operator networks. 

Accordingly, today's tendencies point to favouring controllers with momentum behind them. Take, for 

example, a lack of specific standards, which network operators are making advantage of in their belief 

that this technology will be there for years to come, accompanied by an abundance of community- and 

end-user-contributed applications. 

CHALLENGES 

A virtualization of key network components is now being researched by the ETSI NFV Industry 

Specification Group. To this purpose, ETSIE has made steady advances in standards, and they have been 

rapidly incorporated by suppliers. Despite having done so, although ETSKI has provided service 

templates and data models in the form of function and service definitions, it has not yet provided a model 

for implementing these templates. Due to this, there is a major gap in the industry in terms of clear 

interfaces for combining many functions into a unique service, as we shall examine in VII-B.  

Aspects of SDN that the IETF is seeking to address include interfaces, procedures, and protocols for 

separating the control plane from the forwarding plane. Also, the OP NFV (Open Platform for NFV) was 

implemented in 2014 to assist in the industry's progress in adopting new NFV (Network Functions 

Virtualization) products and services. 

CONCLUSION 

The challenges described above are significant problems for network operators since present APIs are 

primarily designed for ad hoc or bespoke solutions, which often do not operate across network topologies 

or service offerings. One of the most natural approaches has been to develop programming languages 

designed to handle high-level domain-specific tasks, such as Pyretic . The code size reductions of orders 

of magnitude come from the fact that these programming languages boost the degree of abstraction 

beyond the controller APIs and push their APIs beyond the capability of a controller. Despite that, 

network operators are well-versed in the procedure of setting up router and switch solutions, nevertheless, 

they may not have a specialised skill for programming them in object-oriented, domain-specific 

languages. Network engineers and researchers who need to create bespoke services or solutions for 

network topologies will have the option of using the northbound interface, but will need to invest time 

and effort into the implementation. Northbound interfaces are most useful to academics, software 

developers, and large organisations that have significant funds for research. Until an understandable and 

standardised northbound interface is in place, SDN will continue to experience difficulties in gaining 

traction in networks operated by network operators who lack the necessary programming skills.  
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