
© 2018 JETIR May 2018, Volume 5, Issue 5                                                                www.jetir.org  (ISSN-2349-5162)  

 

JETIR1805730 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 766 

 

A sturdy & Legitimate reputation management of 

trustworthy co-tenants in the federated cloud  

Mohammed Humamuddin Junaid
1
 and MdAteeq Ur Rahman2  

1
Research Scholar, Dept. of Computer Science & Engineering, 

SCET, Hyderabad, India 
2
Professor and Head, Dept. of Computer Science & Engineering, 

SCET, Hyderabad, India 

SCET, Hyderabad 

 

Abstract -In the Infrastructure as a Service (IaaS) paradigm of cloud computing, machine resources square measure out there for rent. 

though it offers a value economical answer to virtual network necessities, low trust on the rented machine resources prevents users from 

exploitation it. to scale back the value, machine resources square measure shared, i.e., there exists multi-tenancy. because the 

communication channels and different machine resources square measure shared, it creates security and privacy problems. A user might not 

establish a trustworthy co-tenant because the users square measure anonymous. The user depends on the Cloud supplier (CP) to assign 

trustworthy co-tenants. But, it's within the CP’s interest that it gets most utilization of its resources. Hence, it permits most co-tenancy no 

matter the behaviours of users. during this paper, we have a tendency to propose a sturdy name management mechanism that encourages the 

cycle during a united cloud to differentiate between smart and malicious users and assign resources in such some way that they are doing not 

share resources. we have a tendency to show the correctness and also the potency of the planned name management system exploitation 

analytical and experimental analysis. 

 

Index Terms—Virtual network embedding, Federated cloud, Reputation, Trust, Multi-tenancy. 

 

 

I. INTRODUCTION 

In the IaaS paradigm of cloud computing, process resources square measure shared to scale back the price of transaction them, i.e., there exists 

multi-tenancy. because the communication channels and alternative resources square measure shared, this creates security and privacy problems. 

samples of such issues square measure side-channel attacks, probe attacks, etc.. These security problems forestall some users from adopting 

cloud computing. to extend user’s trust on Cloud suppliers (CP), the name of the Hz is used because it helps users to settle on associate 

acceptable CP. A name management mechanism (RMM) aims to require account of the malicious and ungenerous behaviours of Hz and mirror 

this on their name [6]. during this paper, we tend to propose a strong RMM within the united cloud with specialize in multi-tenancy. in an 

exceedingly multi-tenant cloud, a user depends on the CP for trustworthy co-tenants. during this paper we tend to propose a unique name 

management mechanism that encourages the Hz to assign smart co-tenants to an honest user. name within the united Cloud: A united cloud is 

made by contributions from many cloud suppliers and a virtual network request is also consummated by quite one cloud supplier. in an 

exceedingly united cloud, a CP risks its own name because it shares its resources with alternative Hz (a virtual network request might span over 

the resources owned  by many CPs). the matter in an exceedingly virtual network might originate from the physical resources owned  by 

alternative Hz. to guage the name of Hz, we will use the subsequent kind of feedback: 1) Feedback from Hz concerning alternative Hz: this type 

of feedback is difficult to implement as CPs must share info concerning their own resources. 2) Feedback from the purchasers concerning CPs: It 

is additional simply obtained. however such info is also malicious and faulty. Also, as a virtual network might span over the resources owned  by 

many Hz, it'll be troublesome for a client to accurately determine the CP that's liable for a fault. 3) Feedback from the Hz concerning the users: 

this type of feedback is straightforward to get. A CP will monitor the activities of its clients and judge on whether or not or not a customer has 

dangerous intentions.. during this paper we have a tendency to use the third reasonably feedback to judge the name of the cycle. it's doable to 

misreport such feedback. during this paper we have a tendency to propose a mechanism that encourages cycle to report correct feedback 

regarding the purchasers. CP’s name and multi-tenancy: Existing RMMs for cloud computing gather feedback from users and mixture them to 

get reputations for the cycle. Also, 1) It tries to differentiate between honest feedback from unfair feedback provided by the users [7] regarding 

the performance of the cycle. 2) It conjointly differentiates between faults within the physical networks and also the intentional activities of cycle 

that result in disruption within the physical network. Therefore, faults (which area unit assumed to be on the far side the management of the CP) 

don't impact reputations of cycle [8]. in an exceedingly distinction with existing RMMs, during this paper we have a tendency to propose a RMM 

with attention on multi-tenancy. Sharing procedure resources with differents is that the main concern of users as other co-tenants could also be 

malicious. Note that, 1) The co-tenants of a user area unit anonymous. Hence, a user cannot opt for with whom it'll share procedure resources. 2) 

The user depends on the CP to assign smart cotenants. Thus, from a user’s perspective, with the main target on cotenancy, it'll have a lot of trust 

in an exceedingly CP if it differentiates between smart and malicious users and if it doesn't permit them to share resources. so the aptitude and 

disposition of such differentiation between smart and malicious users is that the main parameter that decides the name of a CP. If a CP doesn't 

build such differentiation, then it ought to receive an occasional name in comparison with another CP WHO makes such a differentiation. during 

this paper, we have a tendency to propose a RMM that considers the CP’s capability and disposition to form such differentiation among its users. 

it's within the CP’s interest that it gets most utilization of its resources. Hence, it permits most co-tenancy no matter the behaviours of the users.In 

this paper, we tend to work on the federate cloud, wherever the physical network is contributed by multiple stakeholders and it's a connected 

graph. within the federate cloud, virtual network requests square measure mapped to the elements of the physical network closely-held by 
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multiple cycles/second. therefore the cycles/second could collaborate to satisfy a virtual network demand. Note that, 1) because the cycles/second 

collaborate to satisfy virtual network requests, it's going to happen that a CP, say CP1, doesn't differentiate between sensible and malicious users 

however another CP, say CP2, will the other. If CP1 and CP2 collaborate then, though CP2 doesn't intend, it's going to need to enable a decent 

user to become a co-tenant with a malicious user as a part of this collaboration with CP1. 2) Thus, the behaviour of a CP affects its collaborators. 

Hence, we tend to create the subsequent assumptions: 1) cycles/second share the knowledge concerning multi-tenancy. additionally this data 

cannot be manipulated. 2) However, they'll misreport the particular behaviour of users. Briefly, our RMM works as follows: 1) 1st, every CP 

distinguishes malicious users from sensible users and it ought to assign resources to them such the subsequent holds: a) It should not enable any 

malicious user to become a co-tenant of a decent user. b) it's going to enable malicious users to share resources among themselves. 2) Next, the 

cycles/second share data concerning multitenancies. 3) every CP reports the behaviour of users to the RMM. 4) A CP’s name is increased  if the 

reputations of the users in every cluster of multi-tenant users square measure consistent, i.e., either their reputations increase or decrease. this 

implies that if changes within the name of the users square measure similar, then the cycles/second should have properly partitioned off the great 

users from the malicious users and didn't enable them to share resources. within the on top of model of our RMM, the motivation for 

misreporting the behaviour of users is as follows: eight A CP gets higher name if changes within the reputations of the users in every cluster of 

multi-tenant users square measure consistent. _ Hence, it's in its interest to misreport the reputations of users in such some way that the changes 

within the reputations of the users in every cluster of multi-tenant users become consistent. we tend to use the subsequent behavioral models of 

the CPs: 1) Rational CP: A rational CP continually reports truth behaviour of the users. 2) Irrational CP: associate degree irrational CP reports 

that a gaggle of multi-tenant users square measure all sensible users or all malicious users regardless of the particular behaviour of its users. 3) 

opportunist CP: associate degree opportunist CP reports that a gaggle of multi-tenant users square measure sensible users if the bulk of them are 

literally sensible, otherwise it reports the other. within the presence of those 3 kinds of cycles/second, we tend to show that, 1) Robustness: we 

tend to analyse the lustiness of the RMM. we tend to use the notion of lustiness in a very normative system, as developed . during this notion of 

lustiness, it's assumed that a set of agents in a very normative multi-agent system continually violate the norms. Given the fraction of such non-

compliant agents, the multi-agent system is powerful if it works properly as alternative agents stay compliant. during this paper, we tend to use 

an identical notion of lustiness. we tend to show the human ecology of rational and irrational agents (with a majority of irrational agents) that the 

projected RMM remains useful. 2) name of the cycles/second: we tend to show that the reputations of the CPs UN agency differentiate between 

sensible and malicious users, and don't enable them to share resources, increase compared with the cycles/second UN agency don't create such 

differentiation. 3) name of the users: we tend to show that, a decent user gets higher name than a malicious user. 

 

II. Related Works 

Virtualization is that the cornerstone of the developing third-party cypher business, permitting cloud suppliers to instantiate multiple virtual 

machines (VMs) on one set of physical resources. Customers utilize cloud resources aboard unknown and untrusted parties, making the 

coresident threat—unless excellent isolation is provided by the virtual hypervisor, there exists the likelihood for unauthorized access to sensitive 

client data through the exploitation of covert aspect channels. This paper presents coresident watermarking, a traffic analysis attack that permits a 

malicious co-resident VM to inject a watermark signature into the network flow of a target instance. This watermark will be wont to exfiltrate 

and broadcast co-residency knowledge from the physical machine, compromising isolation while not reliance on internal aspect channels. As a 

result, our approach is diffi- cult to defend against while not expensive underutilization of the physical machine. we have a tendency to measure 

co-resident watermarkingunder an outsized kind of conditions, system masses and hardware configurations, from an area laboratory setting to 

production cloud environments (Futuregrid and therefore the University of Oregon’s ACISS). we have a tendency to demonstrate the power to 

initiate a covert channel of four bits per second, and that we will make sure co-residency with a target VM instance in &lt;10 s. we have a 

tendency to conjointly show that passive load measuring of the target and consequent behavior identification is feasible with this attack. we have 

a tendency to proceed to think about the detectability of co-resident watermarking, extending our theme to form a subtler watermarking attack by 

imitating legitimate cloud client behavior. Our investigation demonstrates the requirement for the careful style of hardware to be utilized in the 

cloud. 

Cloud computing has made-up the approach for ―the long-held dream of computing as a utility‖ [3]. industrial third-party clouds enable 

businesses to avoid over provisioning their own resources and to acquire the precise quantity of computing that they need. Virtualization may be 

a key to the present model. By inserting several virtual hosts on one physical machine, cloud suppliers square measure ready to productively 

leverage economies of scale and applied math multiplexing of computing resources. whereas several models of cloud computing exist, the 

Infrastructureas-a-Service (IaaS) model utilized by suppliers comparable to Amazon’s Elastic cypher Cloud (EC2) service offers a collection of 

virtualized hardware configurations for purchasers. The sharing of a standard physical platform among multiple virtual hosts, however, 

introduces new challenges to security, as a customer’s virtual machine (VM) is also colocated with unknown and untrusted parties. Placement on 

a standard platform entails the sharing of physical resources and leaves sensitive knowledge processed in an exceedingly cloud doubtless prone 

to the actions of malicious co-residents sharing the physical machine. Researchers have already incontestable  the ways of bypassing co-resident 

isolation in virtualization middleware, significantly through cache-based aspect channels . Their results make sure that hypervisors gift a 

replacement attack surface through that privacy and isolation guarantees will be compromised. However, defenses against such vulnerabilities 

square measure already being projected within the educational literature . during this paper, we have a tendency to think about co-residency 

determination alternatives that will be obtainable notwithstanding current avenues for exploitation not exist. we have a tendency to target work 

the network interface, a channel that's expressly communicative and may be a multiplexed resource in virtualized settings. we have a tendency to 

use ideas explored within the space of active traffic ANalysis to develop AN attack that uses a physical machine’s network interface to form an 

outward covert channel for knowledge exfiltration. Our attack will be distributed with a malicious consumer contacting a victim machine within 

the cloud (e.g., an internet server or media server, hereto observed because the Server) and perceptive the outturn of traffic received. together 

with a Flooder deployed within the cloud, we have a tendency to examine interpacket delays and therefore the corresponding distribution of 

packet delays from the server to work out whether or not the Flooder has become co-resident with the Server, employing a Kolmogorov–

Smirnov distribution check to create this determination. In general, there's restricted visibility into the cloud, however we have a tendency to 
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correlate ground-truth measurements supported outof-band communication with production cloud suppliers to validate our results. we have a 

tendency to show that despite totally different network packet programing ways among hypervisors utilized in clouds, our attack is 

implementation-independent. {we can|we will|we square measure able to} confirm whether or not instances are co-resident in underneath ten s 

and in as few as two.5 s for a given probe. we have a tendency to more describe however a covert channel will be deployed that may transmit 

four bits per second, and describe however our attack will be wont to perform passive load measuring on the victim Server, permitting North 

American nation to profile its activity. This paper makes the subsequent contributions: – Investigates virtualization aspect channels in physical 

hardware Previous analysis in cloud security has investigated sharing at the hypervisor computer code layer. Our work takes a bottom–up 

approach by considering whether or not or not hardware designed for non-virtual environments is safe for cloud preparation. we have a tendency 

to create the shocking discovery that technologies designed to help virtualization comparable to SR-IOV and VMDq truly facilitate co-resident 

watermarking. – Assesses severity of threat through in depth analysis we have a tendency to confirm the utility of our attack through an intensive 

series of tests. These tests demonstrate coresident watermarking’s strength underneath Xen, VMWare ESXi, and KVM hypervisors, with variable 

server masses, network conditions, and hardware configurations, and in geographically disparate locations. in an exceedingly final check, we 

have a tendency to use our theme in an exceedingly production science cloud to with success watermark a target network flow among two.5 s. – 

Introduces proof-of-concept attacks for the network flow channel we have a tendency to develop AN correct load measuring attack that expressly 

detects and filters out the activity of different virtual machines, a difficulty left unaddressed within the previous work . we have a tendency to 

conjointly demonstrate the creation of a covert channel capable of transmittal four bits per second of knowledge. – Develops detection-avoidance 

ways for cloud watermarking The inherent noise of cypher cloud knowledge centers offers blessings within the development of 

detectionavoiding network flow watermarks. we have a tendency to enhance our original theme by masking the delay signal in innocuous cloud 

client activity and discuss however this theme may well be more tailored to behave as specific cloud-based public internet services. victimisation 

an especially conservative parameterization, our proof-of-concept implementation will make sure co-residency with reduced risk of detection in 

underneath two min. 

 

2.1 Existing System 

In on-line name management there square measure 2 varieties of mechanisms to spot unfair feedbacks. The endogenous mechanisms solely use 

the feedback to work out AN unfair feedback. These mechanisms square measure supported applied math properties of the feedbacks. usually 

these mechanisms use the history of feedbacks and assume that majority of feedbacks square measure truthful.  The exogenous mechanisms 

incorporate external info to work out whether or not a feedback is truthful or unfair. 

 

Weighted majority algorithmic program (WMA) that assigns weights in sucha means that the relative weight assigned  to the sure-fire advisors is 

enhanced and therefore the relative weight assigned  to the unsuccessful advisors is decreased . [11] identifies the closest neighbors of a 

purchaser  agent supported their preference similarity. Preference similarity is calculated mistreatment the amount of their similar ratings for 

ordinarily rated sellers. once distinctive the closest neighbours of the client agent, cluster filtering is employed to spot unfair rating. [17] extends 

the name management systems developed in [18] to strain unfair ratings mistreatment the iterated filtering. [12] has used the patrons names 

within the calculation of the sellers reputation. 

 

Sanctioning mechanism to get truthful feedback. during this model, in each dealing each parties submit a report regarding one another. If the 

reports in every transactions aren't consistent then each parties square measure chastised. 

 

 

DISADVANTAGES: 

Endogenous mechanism is vulnerable within the things wherever the service supplier faces competition and should send unfair feedbacks 

regarding its competitors. 

 

Security problems forestall some users from adopting cloud computing. to extend user’s trust on Cloud suppliers (CP), the name of the Hz may 

be used [4], [5] because it helps users to settle on AN acceptable CP. A name management mechanism (RMM) aims to require account of the 

malicious and inconsiderate behaviors of Hz and mirror this on their name. 

 

III. PROPOSED SYSTEM 

In this paper we have a tendency to use the sort of feedback to guage the name of the Hertz. it's potential to misreport such feedback. 

during this paper we have a tendency to propose a mechanism that encourages Hertz to report correct feedback concerning the shoppers. we have 

a tendency to use this sort of feedback methodology. Feedback from the Hertz concerning the users: this manner of feedback is straightforward to 

get. A CP will monitor the activities of its clients and judge on whether or not or not a customer has dangerous intentions. in an exceedingly 

distinction with existing RMMs, during this paper we have a tendency to propose a RMM with a spotlight on multi-tenancy. Sharing process 

resources with differents is that the main concern of users as other co-tenants could also be malicious. The co-tenants of a user area unit 

anonymous. Hence, a user can't opt for with whom it'll share process resources. The user depends on the CP to assign sensible cotenants.In this 

paper, we have a tendency to propose a RMM that considers the CP’s capability and temperament to form such differentiation among its users. 

 

ADVANTAGES: 

RMM that encourages Hertz to differentiate between sensible and malicious users and assign resources in such the way that they are 

doing not share resources. 

We show the human ecology of rational and irrational agents (with a majority of irrational agents) that the projected RMM remains 

purposeful. 
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We show that the reputations of the Hertz United Nations agency differentiate between sensible and malicious users, and don't permit 

them to share resources, increase compared with the Hertz United Nations agency don't create such differentiation. 

We show that, an honest user gets higher name than a malicious user. 

 

IV. System Architecture 

 
Figure 1: System Architecture of the Proposed System 

 

Informally the RMM is as follows: 1) there's a finite variety of cycle per second and a finite variety of users. it's assumed that every CP hosts 

virtual network request from all users. There square measure 3 sorts of cycle per second, (a) rational CP, (b) irrational CP and (c) opportunist CP. 

There square measure 2 sorts of users, (a) sensible user: one WHO doesn't cause any security or privacy problems and (b) malicious user: one 

WHO causes security and privacy problems. A malicous tenant could produce numerous security issues equivalent to aspect channel attack [53] 

(attack supported the physical implementation of the network), DOS attack [54], Network probe attack [55] (attack to seek out the topology of 

the network). we tend to assume that if a CP hosts a user then it will monitor the user’s activities and acknowledge whether or not it's malicious 

or not. 2) First, a) every CP labels every user as either a decent user or a malicious user. b) It assigns virtual resources to the users. c) The users 

square measure divided in teams such in every cluster all users share resources with one another, i.e., they're multi-tenant. d) every CP announces 

partitions over the users, i.e., they announce the multi-tenancy info to the RMM. 3) Next,CPs monitor activities of the users and report it to the 

RMM. A CP will either give a positive or a negative vote for a user. can|it'll} be assumed that the united cloud infrastructure will give the RMM 

with the suggests that of communication with the individual cycle per second and victimization such communication channels cycle per second 

frequently give feedback (i.e., positive or negative vote concerning the users) to the RMM. A negative vote indicates that the user is malicious in 

step with the CP (who has provided a negative vote for it) otherwise it's a decent user. we tend to use the subsequent interaction model between 

the CP and therefore the users: a) At every step, the users generate bound events that square measure understood as indications of their sensible 

or malicious behaviours. b) At every step, when observant the events generated by the users, every CP reports the behaviour of a user as follows: 

eight Positive vote: It indicates that the CP perceives the user as a decent user. eight Negative vote: It indicates that the CP perceives the user as a 

malicious user. c) when the RMM received the votes for a user, it calculates the user’s name as follows: i) If a user receives a lot of positive 

votes than the negative votes then its name is inflated. ii) If a user receives less positive votes than the negative votes then its name is decreased . 

iii) If a user receives equal variety of positive votes and therefore the negative votes then its name remains constant. 4) In every step, when 

change the name of the users, the RMM updates the name of the cycle per second as follows: a) for every cluster of multi-tenant users, if name of 

all users square measure inflated or name of all users square measure decreased  then, the CP’s name is inflated. b) for every cluster of multi-

tenant users, if reputations of some users square measure inflated (decreased) and therefore the same for the remainder of the users square 

measure decreased  (increased) then, the CP’s name is decreased . Note that, a CP’s name depends on its correct segmentation of the users, i.e., 

partitioning the users into teams (each cluster may be a set of multi-tenants, i.e., share resources among themselves) wherever a user ought to be 

in a very cluster with solely different good users and a malicious user ought to be in a very cluster with different dangerous users. The 

correctness of a CP’s segmentation of the users is decided by the modification of name of the users. If it's placed solely sensible users in a very 

cluster then the name of the users in this cluster can increase (as different cycle per second vote for the dangerous and sensible users) and if it's 

placed solely dangerous users in a very cluster then the name of the users during this cluster can decrease. therefore a CP’s name will increase 

once the reputations of all users in a very cluster either increase or decrease. however if the CP has placed each the great and therefore the 
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dangerous users within the same cluster then the name of some users can increase and therefore the name of different users can decrease. Hence, 

a CP’s name decreases once the reputations of some users in a very cluster increase and reputations of different users within the same cluster 

decrease. 

 

V. CONCLUSION 

Co-tenancy makes cloud computing reasonable however it additionally introduces new risk from malicious co-tenants. A user depends on 

the CP for allocation of safe co-tenants. Our objective during this paper is to develop a RMM that encourages Hertz to form correct segmentation 

among sensible and malicious users, i.e., a user gets solely alternative good users as cotenants. the present RMMs for cloud computing don't take 

into account this criterion to judge name of the Hertz. the present RMMs for cloud computing use ancient aggregation of feedback from users to 

rate the Hertz. during this paper we've developed a novel RMM that encourages Hertz to differentiate between sensible and malicious users and 

assign resources in such the way that they are doing not share resources. victimisation analytical and experimental evaluations we have a 

tendency to show the correctness of the projected RMM. 
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