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Abstract 

In most of the organization, database management is the key component in the case of information infrastructure. A two- 

cloud architecture with a series of interaction protocols for outsourced database service, which ensures the privacy 

preservation of data contents, statistical properties and query pattern. In place of database management in-house, the 

computer industries have moved on the latest trend of outsourcing the database. The principle reason is that database is 

facilitated and handled in cloud server, which is outside the ability to control of data proprietors. In the database 

management, one of the necessary requirements is to provide security to the database by holding the confidential 

information, but when the database is encrypted there exist the problem of processing queries. Furthermore enhance the 

security while ensuring practicality and the logical and mathematical queries those plans can't give adequate security 

assurance against possible difficulties. We have studied some of these research works and analyzed the best possible ways 

to come to the desired level of privacy preservation for cloud computing. The security 

analysis shows that the confidentiality of numeric information is strongly protected against cloud providers in our proposed 

architecture. 

 

Keywords : Privacy Protection, Data Owner, Two Cloud Architecture, Virtual Currency, Online Social Networks, 

Malicious Accounts, Network Security, Intrusion Detection. 

I. INTRODUCTION 
 

The developing business of cloud has given an administration worldview of capacity/calculation outsourcing diminishes 

clients' weight of IT foundation upkeep, and decrease the cost for both the endeavors and individual clients. Nonetheless, 

because of the privacy worries that the cloud specialist organization is accepted semi-trust (genuine yet inquisitive.), it 

turns into a basic issue to put delicate administration into the cloud, so encryption or confusion are required before 

outsourcing touchy data -, for example, database framework - to cloud.  

The run of the mill situation for out sourced database is Crypt DB: A cloud customer, for example, an IT undertaking, 

needs to outsource its database to the cloud, which contains significant and delicate information (e.g. exchange records, 

account information, illness information), and after that entrance to the database (e.g. SELECT, UPDATE, and so forth.). 

Because of the suspicion that cloud supplier is straightforward yet inquisitive, the cloud may attempt his/her best to 

acquire private information for his/her own advantages. Much more dreadful, the cloud could forward such delicate 

information to the business contenders for benefit, which is an unsuitable working danger. Be that as it may, it faces a 

noteworthy risk: assailants can control a substantial number of accounts, either by enlisting new accounts or bargaining 

existing accounts, to partake in the online advancement occasions for virtual currency. Such malicious exercises will on a 

very basic level undermine the adequacy of the promotion exercises, quickly voiding the viability of the advancement 

speculation from business elements and then harming ONSs' notoriety. Additionally, an expansive volume of virtual 

currency, when controlled by aggressors, could likewise turn into a potential test against virtual currency direction [2].  

Keeping in mind the end goal to viably identify malicious accounts in online advancement exercises by defeating the 

aforementioned challenges, we have composed a novel framework, in particular ProGuard. ProGuard utilizes a gathering 

of conduct highlights to profile a record that takes an interest in an online advancement occasion. These highlights mean 

to describe a record from three perspectives including I) its general use profile, ii) how a record gathers virtual currency, 

and iii) how the virtual currency is spent. ProGuard additionally incorporates these highlights utilizing a factual classifier 

with the goal that they can be all things considered used to segregate between those accounts controlled by aggressors and 
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kind ones. To the best of our insight, this work speaks to the main effort to deliberately recognize malicious accounts 

utilized for online advancement movement support. We have assessed our framework utilizing data gathered from 

Tencent QQ, a main Chinese online social network that uses a broadly acknowledged virtual currency (i.e., Q coin), to 

help online monetary exercises for a mammoth collection of 899 million dynamic accounts. Our test comes about have 

exhibited that ProGuard can accomplish a high detection rate of 96.67% with a low false positive rate of 0.3%. 

 

II. LITERATURE REVIEW 
 

Wei Li, KaipingXue, YingjieXue "TMACS: A Robust and Verifiable Threshold Multi-Authority Access Control 

System in Public Cloud Storage " TO fulfill necessities of data stockpiling and elite calculation, cloud processing has 

drawn broad considerations from both scholarly and industry. Cloud stockpiling is a critical administration of cloud 

processing, which gives administrations to data owners to outsource data to store in cloud by means of Internet.  

 

Jiawei Yuan, Shucheng Yu "Adaptable and Publicly Verifiable Aggregation Query for Outsourced Databases in Cloud" 

For anchoring databases outsourced to the cloud, it is essential to permit cloud clients to confirm that their queries to 

the cloud-facilitated databases are effectively executed by the cloud. Existing arrangements on this issue experience the 

ill effects of a high correspondence cost, a substantial stockpiling overhead or a staggering computational cost on 

customers. Plus, just basic SQL queries (e.g., choice question, projection inquiry, weighted aggregate question, and so 

on) are upheld in existing arrangements.  

 

Xiaofeng Chen, Jin Li, JianWeng "Undeniable Computation over Large Database with Incremental Updates" With the 

accessibility of cloud benefits, the systems for securely outsourcing the restrictively costly calculations are getting far 

reaching consideration in established researchers. That is, the customers with asset imperative gadgets can outsource 

the substantial calculation workloads into the untrusted cloud servers and appreciate the boundless figuring assets in a 

compensation for every utilization way.  

 

Arnaud Castelltort and Anne Laurent "Fluffy Queries over NoSQL Graph Databases: Perspectives for Extending the 

Cipher Language" When questioning databases, clients regularly wish to express ambiguous ideas, with respect to 

occasion requesting the shabby lodgings. This has been widely contemplated on account of social databases. In this 

paper, we propose to think about how such valuable procedures can be adjusted to No SQL chart databases where the 

part of fluffiness is critical.  

III. EXISTING SYSTEM 

 

In this segment, we right off the bat give a diagram of our current two-cloud plan, and afterward introduce the 

point by point connection conventions to acknowledge go query with privacy safeguarding on outsourced scrambled 

database.  

In our plan, two clouds (allude to Cloud An and Cloud B, separately) have been doled out particular 

assignments in the database framework: Cloud A gives the principle stockpiling administration and stores the encoded 

database. Then, Cloud B executes the primary calculation assignment, to make sense of whether each numerical record 

fulfills the customer's query ask for with its own particular security key. With the suspicion of no conspiracy between 

two clouds, the learning of use rationale can be divided into two sections in our proposed plot, where every one section 

is just known to one cloud. As we will break down in this paper, one single piece of learning can't uncover privacy of the 

data and the query. 

Disadvantages 

ii) Discrimination may cause a much more information loss 

iii) Data extracting time consumption is more. 

iv) Sensitive attributes does not prevent unethical. 

v) Less security for data transformation 
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IV. PROPOSED SYSTEM 

Our proposed secure database system includes a database administrator, and two non-colluding clouds. In this 

model, the database administrator can be implemented on a client’s side from the perspective of cloud service. The two 

clouds (refer to Cloud A and Cloud B), as the server’s side, provide the storage and the computation service. Briefly 

depicts the architecture of our outsourced secure database system in our scheme. 

The two clouds work together to respond each query request from  the client/authorized users (availability). 

For privacy concerns, these two clouds are assumed to be non-colluding with each other, and they will follow the 

intersection protocols to preserve privacy of data and queries (privacy). 

Advantages 

 High security provide. 

 It is easy to maintain the database storage. 

 Two cloud service clouds provide secure for users. 
 

V. METHODOLOGIES 

 CLOUDS STORAGE 

 DATA CONTENTS 

 SERVICE KEY ASSUMPTION 

CLOUDS STORAGE 

We propose two cloud management systems using intelligent traffic clouds to overcome the issues we’ve 

described so far. With the support of cloud computing technologies, it will go far beyond other multi agent traffic 

management systems, addressing issues such as infinite system scalability, an appropriate agent management scheme, 

reducing the upfront investment and risk for users, and minimizing the total cost of ownership. 

 

DATA CONTENTS 

The privacy of data substance incorporates (1) The definition and portrayal of every section (segment name) in 

the table of the put away database, and(2) The estimations of each record in the table. Some related works have for the 

most part centered around this issue, in which the segment names are blinded, (for example, Crypt DB) and in the 

interim the qualities are scrambled with some other encryption strategies, (for example, Order Preserving Encryption) 

and some deterministic encryption plans, so the foes can't without much of a stretch and specifically figure the 

importance of the section, or the estimations of the data. Nonetheless, in an outsourced database, using encryption alone, 

without different systems, is a long way from being sufficient to save the privacy of the data substance. With the 

advancement of data investigation, by separating highlights from data and queries, characterization system can help 

comprehend the meaning of segments, and after that break of secrecy of data substance. 

 

SERVICE KEY ASSUMPTION 

Cloud Computing moves the application programming and databases to the expansive data focuses to look after 
security. The administration security data and administrations may not be completely trustworthy. This one of a kind 
trait, be that as it may, postures numerous new security challenges which have not been surely knew. In this two 
cloud, we center around cloud data stockpiling security, which has dependably been a critical part of nature of 
administration. To guarantee the rightness of clients' data in the cloud, we propose a powerful and adaptable 
circulated crypto break down plan with two notable highlights, restricting to its antecedents. By using the 
homomorphism key token with appropriated check of deletion coded data, our plan accomplishes the reconciliation 
of capacity rightness protection and data mistake confinement, i.e., the distinguishing proof of getting into mischief 
server(s) and reactions. 
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Client  

VI. SYSTEM ARCHITECTURE 
 

Our proposed secure database framework incorporates a database head, and two non-conniving clouds. In this model, 

the database overseer can be executed on a customer's side from the point of view of cloud benefit. The two clouds 

(allude to Cloud and Cloud ), as the server's side, give the capacity and the calculation benefit.  

 

The two clouds cooperate to react each query ask for from the customer/approved clients (accessibility). For privacy 

concerns, these two clouds are thought to be non-conspiring with each other, and they will take after the crossing point 

conventions to safeguard privacy of data and queries (privacy).  

 

In our plan, the learning of put away database and queries is apportioned into two sections, separately put away in one 

cloud. The component ensures that knowing both of these two sections can't acquire any helpful privacy information. 

As appeared in Fig. 1(a), to lead a secure database, data are scrambled and outsourced to be put away in one (Cloud ), 

and the private keys are put away in the other one (Cloud ). For each query, the comparing learning incorporates the 

data substance and the relative handling rationale. We use a model of information parcel, separating application 

rationale into two sections, which is right off the bat proposed by Bohli et al. in [16]. The application rationale, as a 

mystery information, is divided into two sections, every one of which is just known to one cloud. 

  

 

 

 

 

 

 

Cloud A     Cloud B 

 

       (a)Knowledge Partition of Stored Data 

 

 

 

 

Cloud A     Cloud B 

 

(b) Knowledge Partition of Query Logic 

 

Fig. 1. Two-Cloud Database Architecture and Knowledge Partition Prototype 
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Fig. 2 .   The Query Protocol. The actions are performed in our designate ordered, which is marked up with circled number 

 

Privacy Preservation in repeated queries 

 

1) The clouds could collect more and more statistical infor- mation after receiving repeated query requests and 

generating the corresponding responses towards the database. However, we will demonstrate that our scheme can reduce 

the privacy leakage greatly in this scenario. 

2) 1)For Cloud : Repeated query requests will make Cloud learn more and more about the privacy information, 

while 

3) in our scheme, this ability is restricted as follows. 

4) On one hand, many query requests are crossing over multiple columns, and simple query requests are just a part of 

usual database query requests. In such a  situation,  Cloud only receives the final index result (with dummies, optionally) 

from Cloud filtered with multiple conditions, it cannot get the original comparison result of each one column. 

5) On  the  other  hand,  Cloud     responds  Cloud      based  on the token obtained from the client, and 

there have two ways to guarantee the security. 1) Each token contains the specific column number (CN )  and  the  total  

item  number  in the table(N ), which Cloud must  operate  on  exactly. Cloud   must send the result to Cloud    

exactly with these   two numbers without modification: If Cloud increases or decreases CN  or N , Cloud  will find that 

unmatched with   the token, and if Cloud replaces any item in these CN columns, it will take the risk of responding 

wrong result to client, which can be assumed not happening based on the assumption that semi-trusted clouds are honest. 

2) Each token has been signed with SK  by client, Cloud  cannot modify   any tokens or generate a new one, and every 

token contains    a different serial number and timestamp, so Cloud cannot conduct the replay attack. 

6) For Cloud : The name of each involved column is removed before sending to Cloud , and meanwhile, different 

random integers are selected for each item in each query request by Cloud . As a result, Cloud cannot distinguish whether 

two previous query requests are on the same column, hence repeated queries cannot be utilized to increasing the accuracy 

of order guessing. Moreover, based on item shuffled, Cloud cannot distinguish one same item from two previous queries, 

even though the plaintext SQL queries are identical. 

 

VII. PERFORMANCE ANALYSIS 
 

In this area, we will initially break down the many-sided quality of our proposed plan, and after that assess the calculation 

and correspondence overhead inside our built trial platform.  

 

The trial platform is actualized by C in light of GMP library, with 1024-piece length open key n for Paillier homomorphic 

cryptosystem. All data are put away in the MySQL database. For correlation, we use AVL tree[49] to mimic Popa's 

request safeguarding encryption (OPE)[15], and install it into CryptDB[7]. We will allude this examination plot as 

CryptDB with OPE in whatever is left of this paper.  
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We furnish assessments estimated in a PC with Intel i3-4130 CPU @ 3.40GHz and 16G memory. As indicated by the 

recreation supposition in [38], except if generally specific, we mimic a 50ms (round-trip) inactivity between the customer 

and each cloud by non concurrently deferring the customer's solicitations and reactions. In spite of the fact that our two 

clouds are for all intents and purposes two unique ones, they are ordinarily associated with fast network, we don't mimic 

extra idleness between them, which is thought to be 0. 

 

A. Complexity of Our Proposed Scheme 

In our proposed system, both put away data and query rationale are apportioned into two sections. This enhances the 

privacy safeguarding of range query, while the many-sided quality increments, as well. Truth be told, the unpredictability 

of customer is no critical increment contrasted and normal OPE plans, for example, [33], [34], [35]. For a query, the 

customer in these plans needs to send a query demand, and afterward get and decode the reaction to get the outcomes. The 

customer in our situation additionally just needs a round-trip correspondence to perform a query. With respect to the 

clouds, the correspondence overhead between two clouds does not exist in single cloud plans. In any case, as specified in 

Section 5.1 in [38], the two clouds are in reality two unique clouds (e.g. Amazon and Azure), the correspondence 

inactivity between the clouds is relative low. Furthermore, amid a query, just a single collaboration is required for the two 

clouds in our plan. Altogether, our framework increases multifaceted nature to some degree, however it is satisfactory, as 

the expansion in overhead is little and the security has been significantly moved forward. 

 

B. Efficiency of Item Insert 

We initially assess the productivity of thing embed with just a single section, as it can be anything but difficult to extend 

one segment to numerous ones. The cost for various segments is direct to the quantity of sections for both the proposed 

plot and the thought about one (CryptDB with OPE). Fig. 3 demonstrates the normal rate of thing embed with the 

expansion of embedded things number. From Fig. 3, because of the cost of instating database table, the primary purpose 

of our plan isn't as better as alternate focuses in the bend. Be that as it may, by and large, our plan's addition rate stays 

stable by the quantity of embedded things. Despite what might be expected, the normal addition rate of CryptDB with 

OPE diminishes as the quantity of embedded things goes up. 
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Fig. 3. Efficiency Comparison for Item Insert 
Fig. 4. Efficiency for Item Select in Single Process         Fig. 5. Efficiency for Item Select in Parallel 
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The cost of embeddings things to the database are diverse between these two plans: In our plan, Paillier's homomorphic encryption 

makes up an extensive extent of the cost. While in CryptDB with OPE, the encryption cost with solid symmetric cryptographic 

calculations, for example, AES-128, is insignificant. Be that as it may, in CryptDB with OPE, embeddings one thing requires various 

round-trip interchanges between the customer and the cloud, where the quantity of correspondences is equivalent to the profundity of 

the tree in normal - roughly the logarithm of the aggregate number of embedded things.  

Recreation result appeared in Fig. 3 delineates the normal insertion time of two plans. In spite of the fact that Paillier's homomorphic 

encryption of our plan is generally wasteful than the symmetric cryptographic calculation utilized as a part of CryptDB with OPE, our 

plan requires just a single round trek correspondence. Therefore, the inclusion rate is steady and the productivity won't diminish when 

the thing number turns out to be expansive in our plan. By differentiate, the profundity of tree in CryptDB with OPE increments clearly 

with a bigger number of data records. Thus, the proficiency diminishes when the data scale increments. As shown in Fig. 3, when the 

inserted items increase to 104, the communication cost of item insertion is unbearable, which brings in about 13 to 14 (as 213 < 104 < 214) 

round trip communications to insert one item. 

At the point when just a single process leads the query reaction on the cloud side, CryptDB with OPE demonstrates an extraordinary 

favorable position over our proposed plot, as appeared in Fig. 4, the postponement of CryptDB with OPE increments gradually, while 

our plan's deferral is relatively direct to the quantity of things. The reason is as per the following:  

In CryptDB with OPE, the cloud should locate a few center hubs in the tree as indicated by the limit estimation of the range. This 

methodology will experience the tree from the root to the leaf hub until the point that achieving a hub related with the limit esteem. 
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From that point forward, accordingly, the cloud can get all the required things in that subtree without extra cost. As the profundity of the 

tree increments with a logarithmic development of the thing number, the expansion of the query and reaction deferral of CryptDB with 

OPE is likewise in logarithmic development. By differentiate, in our plan, a subtraction, duplication and expansion are required for 

every thing in Cloud , and an unscrambling is required in Cloud , therefore the postponement is straight to the quantity of the things. 

From the assessment result to think about the two plans appeared in Fig. 4, the productivity of CryptDB with OPE surpasses our own 

when the quantity of included things expanded to more than 1000 for single process.  

Be that as it may, the above examination comes about depend on one process, which is excessively traditionalist in Cloud : cloud 

com-puting is an administration platform based upon various servers with multi-piece CPUs, which has parallel property to together 

com-plete an undertaking. Our fundamental assessment will investigate the performance of two plans in the parallel situation as takes 

after:  

The deferral in our proposed plot is chiefly caused by the calculation cost (e.g., encryption and unscrambling for every thing), except 

without correspondence cost. The preparing of various things is free and can be executed in parallel. Contrasted and CryptDB with OPE, 

which needs various round-trip interchanges for every thing and has non-insignificant correspondence delay, our plan does not have to 

sit tight for some other part's reaction.  

 

As appeared in Fig. 5, for 5000 things, the proficiency builds directly to the quantity of parallel procedures, and the query and reaction 

postpone diminishes quickly. By opposite, the deferral in CryptDB with OPE is primarily caused by numerous round-trip 

correspondences between the customer and the cloud, spent in hunting down the inner hub partner with the range limit esteem. Each 

round excursion can't start until the point that the former one is finished. Accordingly, their plan can't appreciate the upside of parallel 

processing in cloud.  

 

For viable datasets in genuine world, our plan can accomplish higher productivity with the upside of parallel property of the cloud 

figuring contrasted and CryptDB with OPE. 

 

VIII. CONCLUSION 

 

In this paper, we presented a two cloud architecture with an intersection for outsourced database service, which ensures the privacy 

preservation of data contents and SQL range query pattern. At the same time, with the support of range queries, it not only protects the 

confidentiality of static data, but also addresses potential privacy leakage in statistical properties or after large number of query 

processes. Security analysis shows that our scheme can meet the privacy preservation requirements. Furthermore, performance 

evaluation result shows that our proposed architecture are efficient. To achieve the assurances of cloud data integrity and availability 

and enforce the quality of dependable cloud storage service for users, we propose an effective and flexible distributed scheme with 

explicit dynamic data support, including block update, delete, and append. We rely on erasure-correcting code in the file distribution 

preparation to provide redundancy parity vectors and guarantee the data dependability. 
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