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Abstract: Visual Cryptography is an exceptional encryption technique to conceal information in images in such a way that it can
be decrypted by the human visualization if the correct key image is utilized. Visual cryptography (VC) is a way of protecting the
secret image which encodes the image into various shares and distributes them to various members. In k out of n (k, n) method,
the secret image is allocated into n shares such that when k or more members by assembling their limpidity through an overhead
projector to divulges the secret image. This work proposes a novel, simple and hard to decode (k, n) visual cryptography
procedure which is used to successfully sharing the secret image with extreme concealment. We have used permutation for n
share, so that it becomes impossible for an outsider or attacker to decrypt the message encoded in an image.

Index Terms — Visual Cryptography, Share, Permutation, Encryption, Decryption.

I. INTRODUCTION

The Visual cryptography technique was proposed by Naor and Shamir in 1994 [1]. Visual Cryptography permits information in
the form of images, text and diagrams to be encrypted via an encoding structure that can be decrypted by the eyes. Computer is
not needed to decode the information. The main idea behind this technique is to overlay two semi-transparent layers of an image.
It is a visualization of two pieces of transparency protected with an apparently random throng of black pixels. Figure 1 (a and b)
shows two sheets of transparencies of an image.

Figure 1 a: Sheet 1 Figure 1 b: Sheet 2

Independently, there is no visible message printed on any of the sheets. Overlapping the sheets creates accumulating
interference to the light passing through the sheets. It is like accomplishment of a Boolean OR operation on the images; however
it just looks like a random assortment of pixels. If the two grids are overlapped properly, at appropriate position, a message
appears. A monochrome image of the source is captured and the pixels in this image are black and white. These pixels are further
subdivided into smaller pixels. These smaller pixels are shaded to create the source image. We need to scatter the shading in such
a way that, if a person have one of the cypher images, it is unfeasible to decode the other cypher image.

Il. RELATED WORK

Authors in [2-4] have defined various advanced cryptography techniques to solve different types of problems. Authors in [5]
have given the FEAL algorithm for image encryption. It is a block cipher DES encryption scheme. They used 12 keys to encrypt
an image of 12 X 12 blocks. Authors in [6] have provided scopes and challenges in the visual cryptography. Image can be
encrypted by two means, with compression and without compression. Authors in [7] have used Quasi group compression
technique to encrypt an image. The encrypted image is compressed gradually in resolution by Resolution Progressive
Compression (RPC) technique. Quasi group techniques are mainly used for encryption during transmission. The wavelet based
image compression reduces the amount of storage needed for encryption [8]. There is a considerable research work available in
the field of image encryption [9-12]. Image encryption can be used in security procedures like secretly face recognition [13-14] of
a suspicious person. It can also be used in the field of the wireless sensor networks [15-23], in the field of wireless body area
networks [24-25] and in the field of energy holes problems [26-27].
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I1l1. WORKING OF VISUAL CRYPTOGRAPHY

Every pixel of the source images is partitioned into smaller blocks. The number of white (transparent) and black blocks is
always same e.g. if a pixel is divided into two shares, there are one white and one black block. If the pixel is divided into four
equal shares, there are two white and two black blocks.

In the figure 2, [28], a pixel is divided into four shares, can have six different states. If a pixel on layer 1 has a given state, the
pixel on layer 2 may have one of two states: identical or inverted to the pixel of layer 1. If the pixel of layer 2 is identical to layer
1, the over-layed pixel will be half black and half white. Such over-layed pixel is called grey or empty. If the pixels of layer 1 and
2 are inverted or opposite, the over-layed version will be completely black. This is an information pixel.

Empty Pizel Information Pixel.
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Figure 2: Pixel Combination

IV. MULTI REDUCE PERMUTED SHARE VISUAL CRYPTOGRAPHY TECHNIQUE

When all shares of an image are ranged and arranged together, they uncover the secret image. In k out of n (k, n), the secret
image is shared into n shares such that when k or more participants by amassing their transparencies by means of an overhead
projector to reveals the secret image. In share creation process, specified new condition for random matrices and then permutation
operations are performed to generate the “n' transparencies. It is possible to decode the secret image visually by superimposing a k
subset of transparencies.

Multi-Reduce permutation performs permutations of the columns and rows of an image to divide it [29]. First all the even-
numbered columns are moved to the left half, while all the odd-numbered columns are moved to the right half. Then the same
thing is done to the rows and the process is reiterated as shown in Fig 3. When the same permutation is employed to an image
again and again, the initial image finally is formed. The number of permutations required to obtain the original image is called its
period. The volume of an image intensely affects the period. For square images, the period increases, on average, with the
volume. E.g., the period for a 100 X100 pixel image is 30, but for a 128 X 128 pixel image, it is 7.

Figure 3: Multi Reduce Permutation of colored image

V. FLOWCHART OF THE PROPOSED METHOD
Figure 4 shows the flowchart of the proposed method. This technique can be tested using [30-32].
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VI. ALGORITHM

6.1 Proposed Image Encryption Method

Algorithm: Image Encryption.
Input: Hided Image.
Output: Encrypted Image.

Select an
Image

Split the image into smaller sub-pixels

Select one Sub.pixel

Further split the Sub-pixel into RGB
channels of 16 bits

Replace bits by secret binary valies

Apply Multi Rednce Permutation

15 information
Hidden?

join All Segments together

Figure 4: Proposed method

v' Step 1: Select an input source RGB image.

N8 X

v' Step 6: Select k out of n shares.

6.2 Proposed Image Decryption Method

Algorithm: Image Decryption.
Input: Final Encrypted Image.
Output: Decrypted Image.

Step 5: Apply encryption key.

Step 4: From Step 3, we get n X n shares.

v' Step 1: Select an Encrypted RGB Image.

AN N NN

Step 2: Reverse Multi Reduce Permutation.

Step 3: Apply same key as for encryption.

Step 4: Create n shares from each sub part.

Step 5: From n shares each of step 4, Create (n-1).

Step 6: Compress Images obtained from step 5 into Decrypted Image.

Step 2: Do Multi reduce permutation of the input Image and divide it into several parts.

Step 3: Each part is then further encrypted into n shares. This encryption will depend on key used.
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VII. RESULTS AND ANALYSIS

First of all select an image for the encryption. Enter the encryption key, multi reduce permutation value and number of shares
as shown in Fig 5.

Figure 5: Permutation value; value of k; value of n

Select an image as shown in Figure 6. The encrypted image is shown in Fig. 7. Then shares are selected for the image (shown in

Figure 8) and the same key is applied for decryption and the image is decrypted successfully as shown in Fig. 9.
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Figure 6: Input Image
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Figure 8: Shares (n) for the Image.
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Figure 9: Image Decryption Successfully
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VIIL.

CONCLUSION

This work implements a simple visual cryptography for colored images with the method of Multi reduced permuted k out of n

shares. This scheme is fast and more secure than previous methods. There is always a room for improvements in any software

package, however good and efficient it may be done. But the most important thing should be flexible to accept further

modification. Right now we are just dealing with color image encryption and decryption. In future this software may be extended

to include features such as: Improved security using HMM model and using Bayesian Theorem.
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