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Abstract

Data Protection is important now days but most pivotal is to protect the medium through which data can be
transfer from one point to another. To work upon it many different techniques are designed and
implemented one of the techniques is Steganography . Steganography originates from greek word which
means covered writing / or concealing information with other non secret text [Wikipedia]. Later on research
different sub techniques of Steganography presented like Image, Audio, Text, Video etc. which uses
different embedding mechanism to embed secret data in secure medium to prevent it from intruder. The
first process tries to overcome the Targeted Steganalytic Attacks. This paper discusses Statistical properties
of Steganography. Whenever message embed in a medium its properties changes and the resulted stego
image will not be same as parent image . The work mainly revolve around first order statistics based
targeted attacks. This paper proposes algorithm which can preserve image after embedding.

1. Introduction -

Information is everything and to transfer it over the internet it has become a top priority for many
organization .Most of the times information hiding present negative effect when concerned to personal
privacy. Threat to communication is very much whether in business, education or corporate sector. People
trying to stole the medium of communication and provide secret conversation to their business rivals which
result in data loss ,Moreover main threat to communication occurred when this medium used to transfer
viruses such as Trojan which ultimately destroy privacy. Thus there is emerging need of technique which
mainly protect the medium without revealing the contents of message and technique is called
Steganography. Main goal behind it is to ensure privacy without any data loss and Steganography works on

a principal by maximizing embedding and minimizing discernible rate.

The Art of data hiding is prevailing from ancient era. We all have seen famous example of King Herodotus
sending messages by shaving head of his most trusted servant. Similar but different techniques can be seen
from Indian context in period of Mahabharata. When queen draupadi swayamvar was conducted and each
king sent a script in which message was encrypted through invisible ink and it only come into existence
when they provide steam to that manuscript .Information hiding techniques are prevailing from many years
but all of them are of different nature, each techniques depends on the context . But later working on all
these techniques it was found that it is difficult to differentiate them without any common parameter .Now
days, Steganography play a pivotal role and on further research it was found that choosing image as cover
medium for secured communication is best because when message is embedded to image around 10k

replicas of image created which become difficult for intruder to find correct image.

2. Steganography Statistical Attacks
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2.1 Targeted Attacks
Every time when data embedded in image its features changes which allow intruders to detect the image and
perform attack over it to stole relevant information .These attacks are developed in such manner that minute

changes in stego image can be detected .Various types of targeted attacks are follows as-:

1. Histogram Analysis: Histgram is graphical representation of values in x-y coordinates system and
these are effectively used in presenting image to find pecularieties. The main concerned about images
here is to protect their stastical properties .It was analyzed that inside cover medium /images .No of
odd pixels '= No of even pixels while in case of stego image its vice versa followed.Based on it chi
square test sugges 2 hypothesis i,e Null Hypo :either the image contains secret data ,H1 : Image
doesnot contains secret embeded data.To choose which hypothesis will work it depends on

confidence values*“C*. Elaborating discussion about histogram analysis can be found in [37].

2. Sample Pair Assay: This type of analysis is responsible of detecting random bits embedded in
images. It is so accurate that it can easily measure the length of the message even if it is too minute
relative to the image. Principle behind this techniques is that it uses four subset of image pixels
(P,Q,R,S) whose number changes with rate of embedding (Fig 1) and such changes inform the user
that bits are unevenly scattered . A assay of this technique can be found in[34].

2.2 Blind Attacks

These attacks follow the same phenomena as pattern classification problem. In blind attacks, the binary
classifiers are trained on a set of order statistics data of the transform domain. On the basis of it, classifier
will able to identify between embedded and nonembedded images. This technique tries to essay the cover
medium statistics from stego image by minimizing the rate of embedding secret data inside the image. This
phenomenon is also called as ‘Cover medium prediction”. Various attacks involved in these techniques are

defined as as-;

1. Wavelet Moment Analysis (WAM): It is one of the most popular steganalyzer which filter noise
from images considering that images are a mixture of diverse noises i.e. additive of Gaussian and
non-Gaussian signals.

2. Calibration Based Attacks:

These attacks estimate the statistical property of image i.e. it mainly identifies the noise with almost
100 % accuracy. This process works by decompressing to stego picture into JPEG domain by
cropping 4*4 rows and column and then recompressing.Thus this process produces a calibrated
image with features similar to the original image. The process use cropping of 4 pixels because when
we recompress 8*8 grid one unable to saw the previous JPEG and thus the resulting DCT coefficient
will not affect the DCT domain.

3. Steganalysis Attack(Frequency domain attack)
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Factual imperceptibility is one of the fundamental parts of any steganographic calculation. To keep
up measurable imperceptibility, the steganographic methods are composed with the point of limiting
the antiquities presented in the cover motion by the inserting system. The primary accentuation is for
the most part on limiting the commotion included by installing while at the same time expanding the
payload.

This is a critical thought in the plan of installing calculations since the commotion included impacts
the measurable properties of a medium. As of now said already, the calculation which rolls out less
implanting improvements or includes less added substance commotion, for the most part, gives
preferable security over the calculation which rolls out generally more improvements or includes

higher added substance commotion .

From the perspective of the steganalyst, the assaults are intended to look at a flag and search for
measurements which get contorted because of installing. These measurements run from minimal
measurements of the first and second request if there should arise an occurrence of focused attacks [34, 38,
and 39] and up to ninth request insights for daze assaults [40]. Thus, with a specific end goal to overcome
these steganalytic assaults, there has been a move from the previously mentioned.

3 Methodology

Statistically invisible is one of the main aspects of any steganographic algorithm.To maintain the invisibility
different techniques are designed and implemented such that secret message can be embedded in the cover
medium. In order to save it from intruder principle must maintain to minimize artefacts.e noise by
increasing the payload. Also from a different research point of view, it was proposed that algorithm which

adds less noise provides better security than others [33].

According to steganalyst different attacks are designed to examine cover as well as its properties.They can

be range from first-order statistics to second order statistics in case of targeted attacks.

Thus this chapter presents the preserving techniques for marginal statistics of an image in 3.1 and in 3.2 new
algorithms is designed which preserves first order statistics. In 3.3 new methods is proposed to implement
algorithm 3.2 in the realm.

This paper is mainly revolved around steganalysis and different research papers are reviewed and proposed.
As the internet is spreading day by day and it becomes less secure and which directly make secret

communication permeable.
3.1.1 Pixel Swapping

The idea behind pixel swapping was to insert data in such a way that the histogram of the image remains

imperturbable. Here simple but effective algorithm was proposed called to be “Pixel Swap” which inserts
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secret bits into cover image without any modifications to the original image histogram. The principle behind

is to consider a pair of pixels such that their

difference is within a fixed threshold value. Let suppose to insert value 0, first, we have to check (if the first
pixel >second pixel) or not, if so swapping of values will be done. In similar pattern pixel value, 1 can be

inserted.

3.1(a) Algorithm for Pixel Swapping
I/P: Cover Medium (IMG) (1)
I/P Arguments: Msg Stream (*), Threshold (&), Pseudo Key (S)
Output: Embedded Image Is
1. (p1, p2) = Randomize (1, S)  // pl, p2 are pixels of image
2. 1f | pl-p2|<=&
{
Proceed to step 3
Else return to: 1
3.If*(()=0
{
If p1 >=p2
Swap (p1, p2)  // Swap function

i=i+ 1 //increment of 1

Elsei=i+1

Go back to: 1

3s

Else go to step 4.
4.1F*()=1

If pl<=p2

{

Swap (p1, p2)
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I=1+1
Elsei=i+1
Go back to: 1

}
Else to: 1.}

The process revolves around random (I, m) function which generates random pixels (p1, p2) by using secret
key S. Once these pixels used by it cannot be reused further. After, it function swap called: Swap (p1, p2)
which interchanges according to rule in lemma 1. Extraction of the above involves an inverse process of the
above lemma. On analysis of PS algorithm, it was found that this algo by default preserves the values of
bins.Thus it able to protect the image from the first order statistics attacks. The noise included should be
restricted as long as f(x) is kept little. We tried the calculation at f (x)=2 and f(x)=5 i.e. viably we are
introducing changes to the Least Significant Planes of the pixel gray level yet without disturbing the

receptacle estimation of the two gray level qualities.

PSNR

Images
T

Fig 3.1 (i) PSNR for& =2
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Fig 3.2(ii) PSNR for& =5

Fig 3.2: PSNR for the different values of &

3.2 Statistical Restoration

This technique as the name suggests Restoration which converts histogram of stego image into the
histogram of the cover medium after successfully embedding of secret bits. As mentioned in the 1% picture.
These restoration techniques will only give a better result if the cover medium would as close to a Gaussian
distribution. It tries to overcome the drawback and provide a better result for the recreation of image

histogram for non-Gaussian distribution as well

The histogram h (m) of a gray level scale image Im with range (0......n) can be represented as discrete f(x)
where h(rk) pk/p , where rk is the kth gray level. Pk can be defined as no of pixels with gray value = rk and
p is the total no of pixels in the image (Im). Now histogram h(m) can also be represented as h(m) = {h(ro),
h(r2), h(r3).......... h(rn-1)} for simply h(m) = {h(ro), h(r2), h(r3).......... h(n-1)}.

3.2(a)Statistical Restoration Algorithm
Algorithm: (SRA)

I/P: Cover Pic (I)

Arguments: Matrix (#), new Matrix ($)

S /I No of pixels with gray value i

O/P: Stego Image (Is)

Begin

for all s> #(b, c) do
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{

1.s=#(b, c)

2. If s> 0, s number of pixels with gray value i from the set of pixels used for compensation
are changed to gray value j for full compensation.

Else k pixels with gray value j from the set of pixels used for compensation are changed

to gray value i for full compensation

3. Compensation Vector (*) will be modified to reflect the pixel changes [29]
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Fig 3.3(i) Max embedding rate for &=2
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Fig 3.5: PS algorithm against Sample Pair Assault for &= 5. Red Plot:

Now representing the histogram of stego image h”m as h~A(m) = {h"(0), h"(1), h"(2), h"(3)

h~(n) . Later pixel of image categorized into 2 streams Embedding and Restoration. In embedding process

kept record of Meta data about pixels recorder maintain all the details regarding amount of pixel change.

After this, we integrate the histogram with the pixels from the Restoration technique using the meta data

kept such that original histogram of the cover can be restored.

4 Conclusion

Paper is organized around statistical attacks in steganography which means when any message embed in

image its properties changes and it become vulnerable to attacks by an intruder. Further, we analyze two

kinds of attacks mainly visual and blind attacks.Which can be defined on their respective properties. To save

the statistical property of image after embedding we follow first order statistics to find out how secure is our
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image. We also developed 2 Algorithms especially pixel swapping and statistical restoration after that we
compare these algorithms results through the author Solanki proposed scheme and it was found out our
algorithm provides more security to the image . First algorithm was developed to preserve the first order
statistics while embedding secret message inside the cover image. It can be seen that this technique maintain
the quality of stego image by maintain acceptable quality. Another algorithm was developed to explicitly
restore the properties of the image after data insertion inside the image. It was construct that under specified
constraints algorithm provide the optimal solution. But it was later observed that although restoration
technique can resist targeted attack but it breach the security concerns against blind attacks i.e. restoration
process act as a source of noise in the cover signal which can later be captured during extraction of the

image.

To overcome this new approach was found i.e. calibration based blind attacks, they disturbs the estimation
of attack on further study it was predicted that “Stego population remain statistically closer to the cover
population & the difference between these two cannot be observed.” Thus algorithm performance is optimal

in breaking the calibration based blind attacks

Future Directions

Over the span of this work, some extensive future work will be done in future. Right off the bat, it was
watched that a large portion of the steganography inquire about till date has been towards outlining
calculation which produce stego pictures which are as near the cover as could be expected under the
circumstances. Every one of the calculations examines the conduct of the cover picture while overlooking
the message bit stream. It might be conceivable to plan some encoding capacities, which given a cover
picture and an implanting calculation can change the message stream with the end goal that it turns out to be
more appropriate for inserting than the first piece stream. This sort of steganography can be valuable even in
the "Active Warden Framework™ of steganography on the grounds that initially the altered message stream.
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