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Abstract— The prevailing technological developments and the 

rising demand for more reliable and productive industrial 

processes have consequence in more multifaceted automation 

with higher data accessibility. Consequently, there is a growing 

requirement for more proficient control and supervision systems, 

particularly for FDD in active environments. Hence, this survey 

intends to review various topics related to FD issues in power 

systems. Accordingly, the algorithmic classification for the 

surveyed papers is analyzed and portrayed. In addition, the 

performance measures and the maximum performance 

achievements are also analyzed and demonstrated in this survey 

along with the research gaps and challenges. 
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Nomenclature 

Acronyms Description 

FDD Fault Detection and Diagnosis  

FD Fault Diagnosis 

ES Expert system  

ANNs Artificial neural networks  

FPNs Fuzzy Petri nets  

CBs Circuit breakers 

PRs Protective relays  

GA Genetic algorithm  

TS Tabu search  

WES Wind energy systems  

TFF Triangle fuzzy function  

BPAs Basic probability assignment functions  

PCA Principle component analysis  

MFM Multi-flow model  

FPN Fuzzy Petri Net  

MEA Matrix execution algorithm  

PG Power Grids  

LS-SVM Least-square support vector machine  

PV Photovoltaic  

EWMA Exponentially weighted moving average  

SAE-based DNN Sparse autoencoder-based deep neural network  

2-ADOPT Two step approach for FD of power transformers  

MOPSO Multi-objective particle swarm optimization  

IRCGA Improved Real Coded Genetic Algorithm  

STDS Stochastic time domain simulation  

HDDE History driven differential evolution  

RAM Random Access Memory 

WNN Weightless Neural Networks  

DT Decision tree  

FI’s Fault indicators 

SSC Semisupervised classification  

DC Direct current  

VRF Variable refrigerant flow  

 

I.  INTRODUCTION  

A fault, which takes place in power systems, can activate 
security devices to function and increase equivalent alarm 
messages subsequently. The FD issue is to recognize the fault 

segment and to construe the obtained alarms by offering 
synthesized information in place of original alarm data [1] [2] 
[3]. Subsequently, depending on the outcome, the network can 
be reinstated speedily. This process turns out to be more 
demanding, less accurate, and time-consuming when 
numerous faults, breakdowns, or missing or false alarms are 
concerned [4] [5].  The operator may perhaps be struck by the 
huge quantity of alarm information and could not be capable 
to react rapidly. As a result, it would be a noteworthy 
enhancement to build up an online FD [6] [7] [8] module, to 
assist the process in a reliable and secure manner [9]. A 
variety of techniques were adopted for power system FD, 
namely, ES, analytic models, ANN’s fuzzy sets, rough sets 
and PNs [10] [11]. 

The FD [12] [13] [14] techniques depending on ES can 
contain the functioning logic of CB’s, and PRs together with 
the analysis of operator’s experience, and has been exploited 
in numerous realistic power systems. In the logical model 
dependent techniques, the FD  [15] [16] [17] issue is 
manipulated as an optimization issue. Optimization 
techniques, namely, the GA and TS are deployed to resolve 
the optimization scheme, in order to discover the most 
reasonable fault assumption to describe the alarm messages. 
Prior to the initiation of FD [18] [19] process, the outage 
region has to be recognized. As a result, the loss of a boundary 
CB alarm may perhaps pave the way for the failure of such 
technique [20] [21] [22]. 

This survey has reviewed various works related to the FD 
issues in power system. Here, various algorithmic 
classifications, which are adopted in the surveyed papers, are 
demonstrated along with their maximum performances. Along 
with it, the performance measures examined by the reviewed 
works are also portrayed in this survey. The paper is organized 
as follows. Section II analyzes the various related works and 
reviews done under this topic. In addition, section III describes 
the FD issues in power system, and section IV presents the 
research gaps and challenges. Finally, section V concludes the 
paper. 

II. LITERATURE REVIEW 

A. Related works 

In 2018, Mahmoud  et al. [1] have introduced a wide-
ranging fault-tolerant interface for WES with doubly-fed 
induction generators, and it was then validated. The similar 
power generation ability was also assured by this approach. 
The introduced solution encompasses a robust and very 
speedy switching FD technique that was not susceptible to the 
functioning conditions, and as a result, it was appropriate for 
this appliance. In addition, investigational tests were 
performed to reveal the efficiency of the introduced scheme. 
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In 2018, Gong et al.  [2] have established a novel FD 
technique for the major coolant system dependent on D-S 
evidence hypothesis. Initially, a TFF was constructed based on 
the historical information of the indications. Subsequently, the 
BPAs were built depending on the TFF of indications and the 
association among faults and symptoms. At last, Dempster’s 
combination law was exploited to increase the combined BPA 
for conclusion. Illustrations of characteristic FD in the major 
coolant system were demonstrated to illustrate the exploitation 
and efficiency of the established technique. Finally, the 
outcomes reveal that the established scheme can not only 
obtain more precise judgments beneath several cases, however 
it offers flexibility in handling with uncertain data. 

In 2018, Peng  et al. [3] have exploited a PCA dependent 
approach to detect the type of FD. To guarantee the precision 
of outcomes from the MFM, an automatic execution scheme 
was adopted to do the quantitative computation. More 
considerably, the automatic execution was proposed to offer 
fault signatures with training data. In addition, the 
performance of this technique was assessed by comparing it 
with other reactors. Finally, the outcomes of simulation 
examination demonstrate the efficiency and accurateness of 
this scheme, thus leading to improved confidence in assisting 
the operators in decision-making. 

In 2016, Zhang  et al. [4] have adopted the temporal 
parameter among the events happenings in power systems. In 
addition, it was then subjected to a FPN for FD. The temporal 
constraints were allocated in the Petri net and accordingly, the 
temporal data could be considered that formulates the true 
assumption separable from the wrong ones. Further, the 
updated MEA can improve computational effectiveness, with 
a “weighted average” function integrated to develop the fault-
tolerance. Finally, the proposed model was distinguished with 
three conventional FD techniques; the adopted one has 
improved the fault with reduced cost when compared with 
other systems. 

In 2014, Saha and Aldeen [5] had suggested a novel 
approach for FD in PG in this work. The technique was 
proficient of identifying, categorizing and locating, any kinds 
of faults in the PG by means of current or voltage 
measurements with increased accuracy and speed. In addition, 
fault classification and detection were established by 
deploying logic on calculated data when fault location was 
found out by fault location operations produced by deploying 
a LS-SVM. Finally, the increased speed and accurate 
characteristics of the suggested approach was confirmed 
through experiments in three power systems. 

In 2018, Fouzi et al. [6] have analyzed and stated a 
technique based on the improvement of a novel FD and 
detection scheme to scrutinize the DC side of PV systems. 
Accordingly, a statistical technique was implemented, which 
makes use of the benefits of one-diode design and those of 
EWMA charts for better detection of faults. In particular, 
residuals of voltage, power and current arrays by means of 
evaluated irradiance and temperature. Finally, the outcomes 
demonstrate the capability of the analyzed scheme to 
scrutinize the DC side much better than the other traditional 
models. 

In 2018, Lin et al. [7] have suggested a technique, which 
focuses with the FD by deploying a SAE-based DNN. 
Initially, certain parameters on SAE-depending on DNN were 
introduced to learn the representative FD characteristics in 
brief from the unprocessed fault signals automatically. 
Further, a new approach was established to model the SAE-

dependent DNN structure. In addition, the FD model and 
system structure were offered to analyze the open-circuit FD, 
and at last, the efficiency of the introduced novel approach 
was confirmed by the outcomes of simulation testing’s, and 
the advantage of the new SAE- dependent DNN was assessed 
by distinguishing it with other generally exploited models. 

In 2017, Abdol et al. [8] have presented a 2-ADOPT by 
means of a binary version of the MOPSO algorithm. Here, 
initially, the presented technique chooses the most effectual 
characteristics and the best possible amount of features, at the 
same time that were exploited as inputs to guide classifiers in 
the subsequent step.  Accordingly, in the next step, the most 
precise and varied classifiers were chosen to generate a 
classifier ensemble. At last, the outputs of chosen classifiers 
were merged by means of the Dempster-Shafer combination 
law so as to find out the real faults. Finally, the evaluation 
outcomes were found to be constructive to the presented 
technique, and it has offered increased reliability throughout 
FD classification. 

In 2018, Saborni et al. [9] have introduced a novel 
technique to deploy the optimization as a FD method for SPV 
systems. In addition, the output power of SPV array was 
examined for diagnosis purpose. IRCGA, an arithmetical 
optimizer, was deployed to predict the feasible fault pattern 
that causes the executed output power to be similar as the 
physically evaluated power. For confirmation of the 
introduced technique, the diagnosis model was executed in 
lab. At last, the attained outcomes demonstrated that the 
introduced technique could precisely identify, locate and 
distinguish between the faults in an SPV array. 

In 2018, Sameer et al. [10] have adopted a technique for 
learning various clustering’s attained for the individual 
turbines in parallel. The fundamental idea was to reconciliate 
the most identical clusters across the diverse plants. In 
addition, the introduced framework was deployed for two 
various NPPs. Moreover, various different techniques for 
learning data were deployed, and the corresponding outcomes 
were distinguished to those attained by the adopted technique. 
Finally, the results demonstrate that the adopted model was 
better to the erstwhile approaches in terms of the righteousness 
of the clustering and FD efficiency. 

In 2017, Verbert  et al. [11] have established a multiple-
model scheme to system-level HVAC FD, which considers 
numerous functioning modes. For every functioning mode, a 
discrete Bayesian network was described at the system level. 
In addition, the implemented component interdependencies 
were found to offer constructive characteristics for FD. 
Integrating these characteristics attains improved diagnosis 
outcomes, particularly when only a certain monitoring signal 
was available. At last, the attained outcomes demonstrated that 
the introduced technique for FD was appropriate and 
accurately diagnosed and the faults were found to have an 
observable behavior. 

In 2014, Zhao et al. [12] have suggested a hybrid 
technique to carry out online FD of transmission lines. STDS 
was initially established to produce simulated FD in order to 
develop the computational speediness of FD and deal with the 
feasible malfunction of circuit breakers and protective relays. 
The FD issue was further manipulated as an optimization issue 
that can take into consideration the probable shutdowns of 
protection strategies. Moreover, a new optimization approach, 
known as, HDDE was presented to resolve the manipulated 
optimization issue. At last, the attained outcomes 
demonstrated that the introduced technique was appropriate 
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and accurately designed to diagnose the faults in a better 
manner. 

In 2017, Carlos  et al. [13] have introduced a FDD 
depending on WNN with appliances in multivariate and 
univariate dynamic systems. In addition, WNN exploit 
neurons depending on RAM devices. Such networks exploit 
flexible and fast learning models that offer precise and reliable 
results, devoid of the requirement for network retraining, and 
as a result, they include the huge potential for pattern 
classification and recognition. Finally, the outcomes 
demonstrate the effectiveness of the introduced systems for 
FDD with classification precision for the particular 
applications. 

In 2018, Guannan et al. [14] have suggested an enhanced 
DT-dependent FD technique for realistic VRF system. The 
introduced technique was a three-stage technique that 
combines DT model with VRF-based dependent FIs. The 
outcomes demonstrate that the technique accurately separates 
the three faults in the system. The enhanced DT technique was 
also distinguished with other conventional techniques, and the 
comparative outcomes demonstrate that the suggested scheme 
has improved FD performance for both the online and the 
experimental datasets. 

In 2015, Jianping et al. [15] have established a FD method 
depending on SSC scheme. Accordingly, in this method, novel 
measurements gathered from the plant were incorporated with 
data noticed under fault environments to train the SSC 

approaches. The trained designs were then deployed to novel 
measurements for FD. In evaluation with supervised 
classifiers, the established method needs considerably less 
data. Finally, the established system was authenticated by 
means of diverse fault scenarios using SSC approach. The 
entire faults were analyzed, and the outcomes have established 
that SSC was a capable scheme for FD in NPPs. 

B. Algorithmic Classification 

Various algorithms are adopted in the reviewed work, 
which comprises of techniques such as, FPGA in the loop 
algorithm, TFF technique, Mahalanobis distance technique, 
FPN’s, SVM approach, EWMA scheme, DNN algorithm, 
MOPSO model, SSC model, RCGA, UEC approach, DT 
Scheme, DE model and WNN model. From the review, the 
FPGA in the loop algorithm approach was adopted in [1], and 
TFF algorithm was implemented in [2]. Accordingly, 
Mahalanobis distance technique was implemented in [5], and 
LQR was implemented in [3]. In addition, FPNs approach and 
SVM was suggested in [4] and [5] respectively. Also, EWMA 
and DNN model was implemented in [6] and [7] 
correspondingly. MOPSO algorithm and RCGA was adopted 
in [8] and [9], and UEC approach was implemented in [10]. 
Likewise, DT model was implemented in [11] and [14], and 
DE model was adopted in [12]. Finally, WNN method and 
SSC was adopted in [13] and [15]. The diagrammatic 
representation of the adopted schemes is given by Fig. 1.

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

   

 

Fig. 1. Algorithmic classification of the reviewed works 
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C. Maximum Performance Achieved 

The maximum performance achieved by various 
performance metrics is given by Table I. From the table, the 
voltage was adopted in [1] has attained a higher value of 
1500V. Power was implemented in [3] has attained a higher 
value of 966 MW and current implemented in [1] has attained 
a higher value of 500A and time consumed in [10] has attained 
a higher value of 4.5min. Accordingly, resistance and 
accuracy have attained a higher value of 5ohm and 100% 
respectively. Also, Frequency and Fitness value has presented 

increased values of 5KHz and 150, which were determined in 
[7] and [12]. Likewise, FNR and TNR were measured in [13], 
and it has adopted a value of 0.8% and 99.7. Similarly, MCC, 
error, radiation dose and truth value were deployed in [13] [8] 
[2] and [4] they have attained optimal values of 98.2%, 
0.0451, 5.615mSV and 0.855. Moreover, Rotor angle, 
Shrinkage and Silhouette value has presented increased 
percentage of 2000, 0.1 and 1 and was determined in [12] [14] 
and [10]. 

 

TABLE I.  MAXIMUM PERFORMANCE ACHIEVED BY THE REVIEWED WORKS 

Sl. No Measures Maximum value Citation 

1 Voltage 1500V [1] 

2 Power 966 MW [3] 

3 Current 500A [1] 

4 Time 4.5min [10] 

5 Resistance 5ohm [6] 

6 Accuracy 100% [7] [8] [12] 

7 Frequency 5KHz [7] 

8 Fitness value 150 [12] 

9 FNR value 0.8% [13] 

10 TNR value 99.7 [13] 

11 MCC value 98.2% [13] 

12 Error 0.0451 [8] 

13 Radiation dose 5.615mSV [2] 

14 Truth value 0.855 [4] 

15 Rotor angle 2000 [12] 

16 Shrinkage  0.1 [14] 

17 Silhouette value 1 [10] 

 

D. Performance Measures 

The performance measures of the reviewed works are 
given by Fig. 2. Various measures such as voltage, power, 
current, time, resistance, accuracy, frequency, fitness value, 
FNR value, TNR value, MCC value, and error were obtained 
from the reviewed works. Accordingly, voltage was 
determined in [1] and [9], which contributes about 13.33% of 

the entire contribution. Power was adopted in [1] [3] [6] and 
[9] that offers about 26.67% of the total contribution. Current 
was measured in [1] [6] and [9]. In addition, time was 
determined in [4] [5] [8] and [10] that offers about 26.67% of 
the entire contribution. Resistance was determined in [6], and 
accuracy was adopted in [7] [8] [11] [12] and [14]. 
Accordingly, frequency was measured in [7], and fitness value 
was analyzed in [12], FNR, TNR, and MCC were determined 
in [13], and error was measured in [8]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2. Performance measures of the reviewed works
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E. Analysis on Types of Fault  

The types of fault that are considered in the reviewed 
papers are open faults, close faults, transient faults and 
overheating faults. The open faults were adopted in six papers 
that offer about 40% of the entire contribution. In addition, 
close faults were implemented in three works, which provides 
about 20% of the total contribution and transient analysis was 
adopted in two of the papers, which contributes about 13.33% 
of the entire contribution. Also, overheating faults was 
exploited in one paper that offers about 6.67% of the whole 
contribution. The various faults adopted were given in Fig. 3. 

 

 

 

 

 

 

 

 

 

 

Fig. 3.  Analysis on types of faults of the reviewed works 

III. RESEARCH GAPS AND CHALLENGES 

The challenge related with unremitting stuck faults is that 
they might be easily bewildered with measurements, which are 
standard; however, it includes a reduced level of noise. 
Especially, this occurs if the level of sensor discretization is of 
the similar order of degree as the noise range from certain 
sensors in a system. The challenge related with unremitting 
offset faults was that they are connected with continuous and 
small anomalies, which are rigid to identify by means of a 
discrete approach. Specifically, as the magnitude of an 
unremitting off-set is not recognized with respect to time, it is 
practically not possible to discretize depending on the entire 
feasible off-set faults.  In addition, the challenge related with 
dynamics together with transients is to evade false positives.  
Fault detection, and FD are extremely significant and are 
complicated topics in the field of engineering. With 
appropriate fault detection techniques, enhanced safety and 
reliability can be attained for diverse engineering system 
functions. The significance of initial fault detection could be 
determined in the cost savings that are comprehended by 
identifying potential machine failures prior to their 
occurrence.  

Numerous noninvasive and economical approaches 
obtainable for fault detection and FD in machines are 
dependent on arithmetical models of the system, namely, 
model based techniques like parameter estimation. Anyhow, 
as several machine dynamics are stochastic and non-linear, 
numerous assumptions have to be made concerning the system 
so as to reach at a simple and practical arithmetical design of 
the machine. Also, the fault detection or FD system is not 
robust enough in the existence of perturbations and noise since 
the basic arithmetical design of the system is not well 
addressed. 

IV. CONCLUSION 

A fault was an abnormal functioning condition that was 
occurred by constraints namely, installation errors, design 
errors, effects or misuse of natural deprivations. The 
accessibility of mechanisms for reliable and early recognition 
of faults minimizes the risks of shutdowns or spontaneous 
break down of the system. As a result, it raises the equipment 
consistency and evades material accidents, ecological losses 
and damage to workers. Accordingly, in this survey, various 
papers were analyzed, and the corresponding techniques 
adopted in each surveyed paper were described. In addition, 
the performance measures concerned in each paper were 
illustrated, and along with it, the maximum performance 
measures attained were also illustrated. Thus the survey 
provides the detailed analysis of FD issues of power system 
from the reviewed papers. 
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