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Abstract 

Due to the rapid expansion of the Internet of Things (IoT) in the healthcare industry, the security and 

integrity of medical data have become major concerns for healthcare service applications. This article 

presents a hybrid security approach for the protection of diagnostic text data embedded in medical 

pictures. The suggested model is built by merging either a two-dimensional discrete wavelet transform 1 

level (2D-DWT-1L) or a two-dimensional discrete wavelet transform 2 level (2D-DWT-2L) 

steganography approach with a suggested hybrid encryption system. The suggested hybrid encryption 

scheme is based on a mixture of AES plus Rivest, Shamir, and Adleman algorithms. The suggested 

methodology begins by encrypting the secret data; it then uses 2D-DWT-1L or 2D-DWT-2L to disguise 

the output in a cover picture. Cover pictures are used in both colour and grayscale to disguise a variety of 

text sizes. The peak signal-to-noise ratio (PSNR), mean square error (MSE), bit error rate (BER), 

structural similarity (SSIM), structural content (SC), and correlation were used to assess the suggested 

system's performance. 
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Introduction 

By integrating the virtual and physical worlds, the Internet of Things generates an integrated 

communication ecosystem of networked devices and platforms [1]. With the introduction of remote 

digital healthcare IoT devices, medical data transmission has become a regular occurrence. As a result, an 

efficient approach is required to assure the security and integrity of diagnostic data sent and received from 

the IoT environment [2]–[8]. This objective is accomplished by using steganography methods and system 

encryption methods to conceal digital data inside a picture [9]–[16].  

Another name for data encryption is cryptography [17]. Encryption cryptography is the technique of 

encrypting messages in such a manner that only authorised persons may read them. The Advanced 

Encryption Standard (AES) and the Rivest-Shamir-Adleman (RSA) algorithms are the two primary 

methods employed in this study for data encryption [18]. AES is a symmetric encryption in which both 

sides use the same key [19]. It uses a fixed message block size of 128 bits of text (plain or encrypted) and 

keys of 128,192, or 256 bits in length. When sending lengthier messages, they are split into 128-bit pieces. 

Lengthier keys, it seems, make the encryption harder to crack, but also require a longer encrypt and 

decrypt procedure. RSA, on the other hand, is a public key method that is extensively used in commercial 
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and personal communication [20]. It has the benefit of being able to generate keys with a changeable key 

size of between (2-2048) bits.  

 

Medical Uses 

The core study on data concealment began with steganography, a term that refers to the science and art of 

concealment.  data included inside a picture. The advantage of steganography is that it enables the 

delivery of classified communications without the transmission itself being discovered. The DWT has 

exceptional spatial localization, frequency dispersion, and multi-resolution features that correspond to the 

human visual system's theory of forms. This article demonstrates both one-level and two-level DWT 

steganography methods in the frequency domain. It segmented the picture into sections with a high and 

low iteration count. The high-iteration section provides information about the edges, while the low-

iteration section is typically separated into high- and low-iteration sections [21].  

The objective of steganography is not just to prevent others from discovering the concealed information, 

but also to eliminate any suspicion that the information is concealed. The message is a private document 

that must be conveyed and concealed inside the carrier in order to avoid detection. Any steganography 

system has two primary characteristics: steganography capability and imperceptibility. However, these 

two features are incompatible since it is difficult to expand capacity while keeping the steganography 

system's imperceptibility. Additionally, there are still a limited number of ways for concealing 

information for use with data transfer communication protocols, some of which are unorthodox, but have 

a bright future.  

Conclusion 

Study conducted a detailed analysis on IoT network security challenges. Numerous security criteria were 

considered, including authentication, integrity, and secrecy. A comparative study of various types of 

attacks, their behaviour, and threat level was conducted. These attacks were classified as low-level, 

medium-level, high-level, and extremely high-level attacks, with suggested countermeasures. Findings 

offered three colour picture steganogra- phy techniques for securing data in an Internet of Things 

infrastructure. The first and third techniques use three channels (red, green, and blue), whereas the second 

technique utilises two channels (green and blue). With the use of a shared secret key, dynamic positioning 

methods were employed to conceal information in the deeper layer of the picture channels.  Study devised 

a method for securing all types of photos, but particularly medical photos. They sought to safeguard the 

integrity of electronic medical information by assuring its availability and authenticating it to guarantee 

that only authorised individuals could access it. To begin, the first section was encrypted using the AES 

algorithm. The ear print is also included in this study, where seven values were retrieved from the ear 

picture as a feature vector. By transmitting medical photos through the internet, the suggested 

methodology enhanced their security and protected them from illegal access. 
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