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ABSTRACT 

A rapid surge in medical big data has led to a new and unavoidable fact about our healthcare: Medical care 

is now an integral aspect of our lives. Using IoT-based wearable technologies, healthcare practitioners are 

streamlining the diagnostic and treatment process. Most recently, we've seen the networked use of billions 

of sensors, gadgets, and cars. Many such technologies—remote patient monitoring—are used in the current 

practise of medical treatment and care. However, the use of these technologies has both privacy and 

security dangers. Health data privacy and security concerns may be caused by a delay in therapeutic 

progress, resulting in even worse patient outcomes. We suggest the use of a blockchain to store and 

manage healthcare large data, and make it accessible for study. Even while blockchains are 

computationally costly, consume a considerable amount of bandwidth, and are therefore not ideal for most 

resource-constrained IoT devices aimed for smart cities, these digital currencies have other benefits. We 

tackle the aforementioned difficulties using blockchain IoT devices in our project. A new model of 

modified blockchain frameworks is proposed to meet the specific needs of IoT devices, such as providing 

increased privacy and security for the devices while being able to provide access to the information for 

other purposes on the network. We use some more complex cryptographic primitives to achieve these extra 

privacy and security aspects in our architecture. By using these ideas, businesses may build more secure 

and anonymous IoT application data and transactions over a blockchain-based network. 
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INTRODUCTION 

As the number of individuals seeking medical treatment grows, it becomes more difficult for people to find 

primary-care physicians or caretakers. Using IoT and wearable devices, the quality of health care has been 

enhanced, allowing for remote patient monitoring. Additionally, it enables doctors to handle a greater 

number of patients. providing monitoring and treatment for patients who are away from a clinical 

environment (in the home as an example). Convenience of service is firstly provided by the fundamental 

functionality of the design. Patients may keep in touch with their doctors if they are needed. Reducing 

medical expenditures and improving treatment is a byproduct of the use of healthcare resources more 

efficiently. RPM provides a huge benefit to the population, hence suppliers are using different ways to give 

it to the public. RPM is based on the idea of using a smartphone with internet access and an RPM 

application to collect health data, as well as to monitor the machine, and then transmitting the data to smart 

contracts. Wearable devices and the Internet of Things are critical in RPM, as well as in Smart City 

development. Patient health data, such as heart rate, temperature, and breathing rate, are gathered by 
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wearable devices and then sent to medical institutions where they're used to monitor and diagnose health 

problems and provide therapy. This kind of setup allows for the creation of a Big Data scenario since all 

the patient data is being examined and shared. 

Clothing and accessories equipped with micro-controllers are wearable electronic devices that may be 

implanted into the fabric. These kind of tools may be placed unobtrusively, have simple user interfaces, 

and include useful features like wireless data transfer, real-time feedback, and notifications embedded into 

the product. 

IOT IN HELATHCARE 

In this study, we use Refs. [3–8] to identify and elaborate on the major motivations for our own exploration 

of blockchain in healthcare. Since Bitcoin was first implemented in Ref. [1], new applications of the 

underlying technology are almost limitless. Blockchain has been attempted in a variety of other 

applications, with the most well-known being within the financial sector [9–14]. One may easily envisage 

the many possible uses of this technology in healthcare, smart cities, and the Internet of Things.  

In [15], an introduction of blockchain's capabilities in drug development was given. Irving and Holden 

tried this using a clinical trial design in which previously documented result switching has been shown. 

The organisations found that using blockchain for their low-cost, independently verifiable audit methods 

has proven to be successful. Ref. [2] has shown us that lightweight digital signature methods are an 

excellent alternative to traditional ones, and that we should employ them in our research.  

MEDICAL DATA 

With relation to medical data, there have already been several data breaches and data losses (16,17). 

Hackers will look for health information since it may include sensitive information like credit card 

numbers and social security numbers. Health information management is a crucial component when it 

comes to medical record ownership. A variety of records—such as reports, photos, videos, and raw data—

are included inside each record. Depending on the systems that are in use by the particular provider, these 

components might also appear in various forms. To preserve the integrity of these documents, it is very 

critical. To preserve the integrity of the data, contingencies must be in place. Since patient data should be 

protected, the ability to access that data should be regulated. However, the patients should not be allowed 

to modify the data either. Consistent and accessible records should be maintained [18,19].  

We have seen outstanding work by Wu and Ota in reference [20–23] in the context of Smart Cities and Big 

Data. As they can concentrate on how IoT, Smart Cities, and the consequent Big Data are all critical 

components moving ahead, they've really been able to zero in on how they would include these IoT, Smart 

City, and Big Data features into their Smart City strategy. Our cryptanalysis of ARX cyphers and other 

security techniques [24–30] has already begun. 
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SECURITY ISSUE 

In RPM systems, the security and data transfer effectiveness are the primary concerns. The key motive for 

healthcare providers is to keep healthcare data safe from hackers. Due to the growing focus on healthcare, 

hackers have shifted their sights to healthcare. As an example, medical gadgets and health data have been 

increasingly often targeted by cyber-attacks in the recent decade. Blockchain, on the other hand, is 

particularly good for the healthcare system because of the fact that users cannot remove or alter data once it 

is input. But, in its original form, blockchain technology is not a complete answer [31]. 

CONCLUSION 

One of the biggest concerns when it comes to privacy and security in the Internet of Things (IoT) is how to 

protect people's data. Due to the shortage of resources affecting IoT, conventional security solutions are 

unable to provide enough protection. We designed our architecture to tackle most of the security and 

privacy concerns while taking into consideration the scarcity of resources inherent with IoT. We developed 

a patient-centric access control system that takes use of lightweight cryptographic primitives including 

private keys, public keys, blockchains, and others to provide a safe and confidential medical record access 

control [32]. We also used open questions to help avoid different assaults such as Distributed Denial of 

Service (DDoS), attack modification, and so on. This, however, becomes an issue when dealing with 

resource limits with IoT. 
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