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EFFECTIVE KEY MANAGEMENT SCHEME IN
MOBILE AD HOC NETWORK

Abstract :- In mobile ad hoc network secure communication is more challenging due to dynamic technology

and mobility of nodes. In order to design practical and sufficient management scheme to understand the
features of ad hoc network and why traditional key management system can not be used. The main idea of
key management is to provide secure methods for handling cryptographic keying algorithm. The main
purpose of key management includes key for generation, distribution and maintenance. Key maintenance
include the process for key storage, update, key revocation etc. there are so many key management schemes
have been proposed for MANET’S. The main purpose of this paper is to show some solution for key
management in MANET’S and propose a new group key management scheme namely a hierarchical,
simple, efficient and scalable group key based on clustering management scheme for MANET’S and

different other scheme are classified.
Keywords- Group key management ; MANETS security; key management approach for MANET’S.
1. Introduction

Mobile ad hoc network is a kind of mobile multiple hops and self discipline system that not depend on the
fixed communication facilities. MANET’S is a series of nodes connected through wireless network, Each
network node has the double function as terminal and routers. The nodes are peer-to-peer communication
through a high degree of coordination. MANET have the ability to form on the fly and dynamically handle
the joining or leaving of nodes in the network.

MANET’s have the following characteristics.

Dynamic Network Topology:- Mobile ad hoc network nodes are mobile and technology of the network
may change frequently. Nodes may have around within MANET’S can also partitioned into multiplier
smaller network or be merged with other network.

Limited Bandwidth :- The use of wireless communication currently used a lower bandwidth than

traditional networks. This may limit the number and size of the message sent during protocol execution.

Energy Constrained Nodes:- Nodes in MANET will most often rely on batteries as their power source.

Use of complex algorithms that consumes CPU time and energy there may not be possible.

Limited Physical Security:- By definition of mobile ad hoc network does not have any fixed

infrastructure, All networks function are performed by the nodes themselves is a self organizing manner.
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Because of this reason securing ad hoc networks is challenging. One of the major problems in providing

security services in ad hoc networks is how to manage the cryptographic keys that are needs
2. Key Management

MANET security is based on the use of proper key management system. Network security depends in many
cases on proper key management. Key management services must provide solutions to be able to answer the
following questions: Trust model, Cryptosystems, Key creation, Key storage and Key distribution. The key
management service must be ensure that the generated key are securely distributed to their owners. Key
must be kept secret, so that confidentiality, authenticity and integrity are not violated. Symmetric keys are
applied, both or all of the parties involved must receive the key securely. Public key cryptography the key
distribution mechanism must guarantee that private keys are delivered only authorized parties. We show

some solution for key management in ad hoc network.
3. Application of Mobile Ad Hoc network

Ad hoc networks have application in two major fields: Military and Commercial environment. Early 1970s
with the DARPA and PRNET project, where the initial focus was on Military Application. MANET is
particular attractive because of their lack of infrastructure and self configuration nature. Its application such
as sensor networks, positional communication systems and tactical ad hoc networks will continue to be
some of the driving forces behind ad hoc network development. The presence absence of priori security

relationship has a fundamental impact on the design strategy of key management scheme for MANET.

Commercial ad-hoc network may include establishing connectivity in terrains where conventional networks,
such as cellular networks, are not financially viable, cannot provides sufficient coverage, or need bypassing.
Private or personal area networks are possible application of ad hoc networks. It is anticipated that these
application will gain momentum as soon as the flexibility and convenience of self organized ad hoc
networking fully apperecited and protocols are implemented with commercially available products. Such as
cellular networks that was once seen as an impractical technology has now become a necessity. It also

include Emergency situation, Natural or Man-made disaster, vehicular ad-hoc networks.
4. Key Management In MANETS

In this paper we considers the classification of security problems in MANETSs. The main idea is to position
the problem of peer-to-peer key management within the MANET security field. The main observation is
that cryptographic techniques are often at the center of solving security problems in MANETSs and hence
need key management. The subsequent topics also provide definitions and terminology for the different

properties and requirements of key management schemes.
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4.1 . Motivation for Key Management in Mobile Ad Hoc Networks

The evolution of MANETS over the past decade, there are still a number of security-related problems that
are open. It means that, although solutions have been proposed, none seems to satisfy all of the constraints
of MANETSs. In Figure 1 show the areas investigated within the MANET field, with particular focus on
security issues. In this figure highlights the main areas of ad hoc network security and could be expanded.
As per Figure 1, research in theMANET security field is concerned with a variety of different aspects.
Researchers in the ad hoc network security field initially focused on secure routing protocols (like SEAD,
ARAN, SRP).

e To provide a routing mechanism that is robust against the dynamic network topology of MANETS.

e To provide a routing mechanism that offers protection against malicious nodes.

Routing protocols may use many security technigues to mitigate attacks on the routing infrastructure. Some
of these techniques are redundancy exploitation; diversity coding; on-demand route discovery; route
maintenance techniques;fault- or intrusion-tolerant techniques, and cryptographic techniques

For example, routing schemes may exploit redundancy by establishing multiple routes from source to
destination (as easily achieved by ZRP, DSR , TORA, and AODV ) By sending data via all these routes, the
redundancy will ensure that all data arrives at the destination. An alternative mechanism to sending data via
redundant routes is diversity coding.

All of these techniques have various degree of effectiveness. It widely acknowledged that cryptographic
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techniques can provide the some of the strongest techniques to ensure the availability, integrity, and
confidentiality of routing information.

This observations also holds true for many of the other MANET security problems highlighted in Figure 1.

4.2. Defining Key Management
Key management is the state where in networks node share keying material for use in cryptographic
mechanisms. Keying materials include public/private key pairs, secret keys, initialization parameters, and
non-secret parameters supporting key management in various instances. Key management have many
techniques and procedures supporting the establishment and maintenance of keying relationships between
authorized parties. It includes following phase.

Q) Initialization of system users within a network.

(i) Generation, Distribution, and installation of keying material.

(iii)  Control over the use of keying material.

(iv)  Update ,revocation, and destruction of keying material.

(v) Storage, backup/recovery, and archival of keying material.

(vi)  Bootstrapping and maintenance of trust in keying material.
The fundamental function of key management schemes is the establishment of keying material. It is
subdivided into key agreement and key transport. Both can be achieved using either symmetric or
asymmetric techniques.
4.3. Requirements of Key Management Schemes
It includes the following generics services for security attributes:
Confidentiality. It should guarantee key secrecy, that is, ensure the inability of adversaries or unauthorized
parties to study keying material.
Key authentication. Key authentication, in the context of a communication session between two parties,
can either be unilateral or mutual: unilateral authentication means that only one party’s keying material is
authenticated, while mutual authentication involves validating both parties’ keying material.
Key conformation. It is provided by a key establishment protocol, communication entities prove possession
of authenticated keying material. Key authentication with key conformation yields explicit key
authentication.
Key freshness. The key freshness features improves security by ensuring new and independent key between
different communication sessions.
Resistant to known key attacks. It is vulnerable to known key attacks if a compromised past session key or
subset of past session keys.
Perfect forward secrecy(PFS). Ensure that compromise of long terms key cannot result in compromise of

past session keys.
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Forwards secrecy. A key management scheme with a forward secrecy features prevents an adversary from
discovering subsequent from a compromised contiguous subset of old keys.

Backward secrecy. A backward secrecy features prevents an adversary from discovering preceding keys
from a compromised contiguous subset of old keys.

Key independence. Key independence guarantees that a passive adversary who knows a proper subset of
keys cannot discover any other keys. Key independence supports both forward and backward secrecy. It
does not imply key freshness.

Availability. A high-availability property prevents degradation of key management services and ensures
that keying material is provided to nodes in the network when expected.

Robustness. The key management scheme have tolerated hardware and software failures, asymmetric and
unidirectional links , and network partitioning/ fragmentation due to limited/ error phone wireless
connectivity.

Resistance: capability of the system to defend against or tolerate attacks.

Recognition : capability of the system to detect attacks in process and monitor the extend of the damage
and restore full services.

Recovery : the main feature of the survivability ; it is capability to maintain services during attack, limit the
extent of the damage and restore full services.

Efficiency. The key management services should be efficient respect to communication, computational,
memory, and energy resources.

Scalability. It ensures efficiency and availability as the number of networking nodes rapidly and

significantly changes; the key management scheme should thus seamlessly scale to network size.

5. Peer-To-Peer Key Management For MANET

As mentioned in Section 1, the focus of this article is on peer-to-peer key management for mobile ad hoc
networks (MANETS). Investigations by the authors within the available publications have led to the

classification of the current protocols into the following subsets:

(2) Partially distributed certificate authority;

(2) Fully distributed certificate authority

(3) Identity-based key management;

(4) Certificate chaining-based key management;
(5) Cluster-based key management;

(6) Pre deployment-based key management;

(7) Mobility-based key management, and

(8) Parallel key management.
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Most of the above subsets use public key cryptography due to its superiority in distributing keys, providing
authentication, and achieving integrity and nonrepudiation. Symmetric key systems need a channel that
provides both data integrity and confidentiality: the latter property may not always be readily available
without any form of trusted authority or secure side channel (such as an infrared interface).

The partially distributed certificate authority group of protocols distributes the trust in the certificate
authority to a subset of the network communication entities. The approach mitigates the single point of
vulnerability inherent to the centralized certificate authority. Protocols considered to represent this
implementation method were presented in Zhou and Haas [1999] and Yi and Kravets [2003], respectively.
The fully distributed certificate authority protocol subset preserves the symmetric relationships between the
communication entities in MANETS by distributing the burden of key management to all communication
entities. Each authorized node in the network receives a share of the certificate authority’s secret key,
allowing neighbors to service requests for certification. The protocol that introduced this method was
presented in Luo et al. [2002].

The identity-based key management approach borrows concepts from the partially distributed certificate
authority protocols, but uses an identity-based cryptosystem to reduce the storage requirement compared to
conventional public key cryptosystems. The protocol by Khalili et al. [2003] will be considered as

representative of this protocol group.

In the certificate chaining-based key management approach, communication entities can authenticate
certificates by means of finding certificate chains between them. Certificate chaining can be explained by
the following example: party A wants to communicate with party C, which requires party A to authenticate

party C’s certificate.

The two parties have no communication history, but party A trusts the certificate of a third entity, party B.
Party B informs party A that it trusts the certificate of party C. Party A that trusts party B will thus also trust
party C as a result of party B’s recommendation. There is thus a fully connected certificate chain between
party A and C through party B, which enables party A to authenticate the certificate of party C without any

previous communication.

The cluster-based key management subset relies on a clustering algorithm to subdivide the network into
smaller groups. Group members in the same proximity can monitor their neighbors and make
recommendations to members from other groups on the authenticity of their neighbors’ certificates. The
cluster-based subset is introduced by investigating the protocol presented in Ngai et al. [2004]. The pre-
deployment-based key management subset makes use of an offline authority to issue each node with keying

material prior to network formation. It is widely agreed that key pre-distribution techniques are ideally
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suited for establishing secure connectivity in large-scale distributed sensor networks [Eschenauer and Gligor
2002].

The limitations of sensor networks render conventional key establishment techniques (such as public key
cryptography).The mobility-based key management subset exploits mobility and node encounters to
establish security associations and to warrant mutual authentication between users. In contrast to the
previously discussed subsets, the protocols in this group introduce a shift in paradigm with respect to
previous attempts to provide key management for fully self-organized MANETS. Rather than trying to adapt
solutions suited for conventional wireline networks, the protocols in this subset use the unique

characteristics of MANETS to their advantage.

The combination of any of the above key management approaches gives rise to what the authors call the
parallel key management subset. By using two or more of the above approaches in parallel, the advantages
of the one scheme is used to mitigate the disadvantages of the other. This subset can be represented by the
scheme introduced in Yi and Kravets [2004], which combines a partially distributed certificate authority [Yi

and Kravets 2003] and the certificate chaining- based key management approach [Capkun et al. 2003b].

6. Conclusion

Key management schemes based on the key pre distribution techniques proposed for sensor
networks may be another avenue to solve the key management problem in authority-based MANETS.
Another observation is related to the criteria used by researchers to analyze key management schemes for
MANETSs. Key management schemes are designed either for an —openl (self-organized) or —closedl
(authority-based) network and consequently aimed at different applications—Openl or fully self-organized
MANETSs have some inherent security implications (such as being vulnerable against the Sybil attack ) and
must be analyzed accordingly. It is therefore not always possible to compare schemes that assume the

existence of a trusted authority with those that are fully self-organized.

This study confirms that key management mechanisms proposed to guarantee the security of
conventional networks are not necessarily suitable or adaptable to MANETSs. Novel techniques, designed
specifically for MANETS, are necessary. Key management is an important area that will need resolution
before wide-scale deployment of ad hoc networks will become practical. Although key management for
MANETS has reached a reasonable level of maturity, it is still a research area with room for innovation.
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