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Abstract: Over the past several years, number of IT vendors and computer security organizations are trying
to improve the vulnerability scoring systems. Due to the parallel growth of vulnerabilities along with the
increase in software’s and applications, the improvement in scoring system is a never ending process. The
main cause for occurrence of vulnerabilities is the complex nature of programming and human negligence
while designing and coding. Vulnerabilities can be found in software, operating systems, routers, mobile
applications and other hardware devices. CVSS (Common Vulnerability Scoring System) is a widely
accepted framework, playing a vital role in rating and rolling back these vulnerabilities. CVSS uses three
equations (two optional) to ascertain three severity rating scores. These scores are numerical in nature and
ranges from 0.0 to 10.0. Where score value 10.0 is the most severe. This paper analyses the effect of
introducing “Environment Representative” in CVSS-V2 base score equation. This is achieved after
deducing metric classification, values and weights for the ‘Environment Representative’ factor.

Index Terms: CVSS, Environment representative, Vulnerability score, Operating Environment.

I. INTRODUCTION

Massive use of technology and automated equipment almost in every field is inviting IT companies to
develop software and applications to operate them. To accomplish these tasks on time, sometimes it leads to
the poor quality software development and hence becomes the root cause of growing vulnerabilities and
security issues. These unattended flaws or vulnerabilities in software can lead to exploitation in the form of
unauthorized access. The detection of such flaws and vulnerabilities is crucial and need to be resolved
promptly [1][10]. Moving ahead in this concern, software and security organizations have developed many
proprietary schemes to sanitize software from vulnerabilities. The common issue with such kind of schemes
is that they are more Internet-centric; and the quantification of evaluation factors that are subjective in
nature becomes difficult [2][11]. A computer system or equipment could have different types of operating
environments and different resistant powers against vulnerabilities. Vulnerabilities have different potential
of exploitation on different operating environments. So while designing vulnerability solutions, environment
factor of a device should not be neglected [13]. To overcome this issue, a new improved scoring method
IVSE (Improved Vulnerability Scoring with Environment representative) is proposed by introducing a
factor i.e. “Environment Representative” into CVSS-V2 base score equation. In IVSE, we propose
environment factor as an important factor to be included in CVSS base score. This environment factor refers
to the operating system used on effected system. Considering these factors, metric references are adjusted to
0.5/0.4/0.7 for Linux/Windows/Mac and other operating systems respectively. This score reflects the user
environment. The results show that after implementing “Environment Representative” in base score
equation, IVSE gives a better clarity on severity of vulnerabilities.

Il. CVSS (COMMON VULNERABILITY SCORING SYSTEM)

CVSS is an open industry standard for measuring the severity of vulnerabilities which is developed and
maintained by SIG (Special Interest Group) [4]. It is available for free and is an open industry standard for
measuring the severity of vulnerabilities [7][12]. It does scoring of IT vulnerabilities and communicates
their characteristics and impact on security. This is currently maintained by a global forum called FIRST
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(Forum of Incident Response and Security Teams). For the calculation of the vulnerability score, CVSS uses
three metric groups namely Base metric, Temporal metric and Environmental metric as shown in Fig.1. Out
of these three metrics, normally the vulnerability score is given using base metric, Temporal and
Environmental are optional [5][8]. Therefore in normal scoring these two are not always included. Each
metric generates a numeric score in the range 0 to 10. Figure-1 shows the metric categories of CVSS-V2.
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Fig. 1: Metric categories of CVSS Version 2

The first base group of CVSS represents the basic and fundamental qualities of vulnerability that do not
change over time. The base group further comprises of AV (Access Vector), AC (Access Complexity), Au
(Authentication), Cl (Confidentiality Impact), Il (Integrity Impact) and Al (Availability Impact). Of these
the first three i.e. AV, AC and Au respectively represent how the vulnerability is accessed, its complexity
and the type of authentication required to exploit it.

The features of vulnerabilities that changes over time are mainly comprised in the temporal group. The
features of vulnerabilities that are relevant and unique to the specific user environment are comprised in the
environmental group.

Of the three scores obtained base score is compulsory, and both temporal and environmental scores are
not compulsory for inclusion in final vulnerability score calculation.

Fig. 2 shows the input of the three scores in the final score. It dotted box shows that both temporal and
environmental scores  are
optional for calculation of
the final score.
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Fig. 2 Final vulnerability score calculation flow in CVSS
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In CVSS the score equations for calculation of base, temporal and environmental scores is as below.

i) Base score equation:

The equation 1 below gives the formula for calculation of base score in CVSS, where the method for
calculation of the sub components i.e. Impact, Exploitability and f(impact) is shown in equation 1.1,
equation 1.2 and equation 1.3 respectively.

Base Score = round to 1 decimal (((0.6*Impact) + (0.4*Exploitability) — 1.5)*f (Impact))...(1.0)

Impact = 10.41%(L1-(1-CH*(L-T)*(L-AD)) . oo (1.2)
Exploitability = 20 AVFACHAU. ... (1.2)
f(impact)= 0 if Impact=0, 1.176 OtherwiSe.........c.coiiriii e (1.3)

In the equations above, CI refers to Confidentiality Impact, 11 refers to Integrity Impact, Al refers to
Availability Impact, AV refers to Access Vector, AC refers to Access Complexity and Au refers to
Authentication.

i) Temporal score equation

Temporal Score = round to 1 decimal (Base Score* Exploitability * RL * RC)............ (2.0)

Equation 2 shows the formula for calculating temporal score in CVSS. In this, RL refers to Remediation
Level and RC refers to Report Confidence.

iii) The Environmental Score Equation

Eal e A A R (AR A RMUQHEIS0E Se QL i) ESP, In this AT refeig g Adustd

Tempora ere It IS the Tempora omputed core’s Impact sub ‘equation rgplaced

With the Adjusted Impact equation, CDP Tefers to Colfateral Damage Potential and TD refers to the Target
Distribution.

I11. PROPOSED IVSE: ANEW IMPROVED VULNERABILITY BASE SCORING
MECHANISM BASED ON CVSS

After analyzing the above scoring mechanism, it has been seen that environment representative should be
considered in the calculation of base score itself; [3] as the vendors mostly just refer the base score only.
This leads to proposing a new improved vulnerability scoring mechanism IVSE (Improved Vulnerability
Scoring with Environment representative). Proposed IVSE improves the scoring system by discarding
subjective factors and introducing “environmental representative” into CVSS base score equation after
deducing metric classification, values and weights. This is done by adding a metric factor namely OE
(Operating Environment) type that reflects the host environment.

Metric type Explanation Metric Value Metric reference
OE Type Operating Environment of | Linux/Windows/Mac and | 0.5/0.4/0.7
system Others

TABLE 1: METRIC OF THE INTRODUCED ENVIRONMENT REPRESENTATIVE IN IVSE

(i) OE Type: OE type represents the Operating Environment of a system for e.g. Linux Kernel,
Windows, and Macintosh etc. Impact of vulnerabilities is different on different operating systems. Windows
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used to be the most vulnerable Operating system. The reasons could be more number of attacks probably
because of its popularity and existence of vulnerable spots. However as per the bnstechreport, in the recent
years windows have comparatively less vulnerability attacks as compared to other operating systems [15].
In the recent years, Android is the most vulnerable operating system. Even Linux had vulnerability attacks
more than Windows [14][16]. In CVSS the base scores does not check the effect of the host environment
which can impact the vulnerability scores. In CVSS the environment is considered in Environmental scores;
which however is optional. Focus of adding OE is to find out possible ways to improve available scoring
schemes [6][9]. Better Judgment of vulnerabilities scores offers secure development of software’s and
applications. This improved scoring scheme is easier to quantify and more objective, which discards some
subjective factors.

Base Metric
[ N
g
4 N
g g
o g

IV. BASE SCORE EQUATION OF PROPOSED IVSE

Base Score = Round to one decimal (((x*Impact) + (y*Exploitability) + (z*Environment
representative)-1.5)* f (IMPact)).........cooeiiiiiiiii e (4.0)
Impact = 10.41%(L1-(1-CD*(L-1D)*(1-A0)) .o (4.1)
Exploitability = 20 AVFACH AU ..ottt (4.2)
Environment Representative = 10*OE............ocoiiiiiiiiiii e (4.3)
f(impact)= 0 if Impact=0, 1.176 Otherwise.............cooevriiiiiiiii e 4.4

Equation (4) shows the base score calculation with environment representative added in the proposed
IVSE. In equation (4), x represents the weight value associated with Impact factor as it’s proportion in the
base metrics. y represents the weight value associated with exploitability factors as it’s proportion in the
base metrics. z represents the weight value associated with environment representative as it’s proportion in
the base metrics. The calculation of the subcomponents of base metric in the proposed IVSE namely impact,
exploitability, environment representative and f(impact) subsequently are shown in equation 4.1, equation
4.2, equation 4.3 and equation 4.4 respectively.

As per analysis and experience, values of x, y and z are adjusted to 0.5, 0.3 and 0.2. 10.41 is the influence
weight of impact factor account for the base metric. Cl is the Confidentiality Impact which has three metric
reference values none, partial and complete. 1l is the Integrity Impact which has none, partial and complete
values and Al is Availability Impact which again has three metric reference values none, partial and
complete. The environment representative is calculated as shown in equation 4.4. Where OE is the operating
environment and the values for this are taken as shown in table 2.
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Metric Description Metric Value Reference Value

OE OS of host Linux/ Windows/Others 0.6/0.3/0.8

TABLE 2: METRIC FACTORS IN HOST ENVIRONMENT

V. EXPERIMENTS AND ANALYSIS

We applied the proposed scoring system on a sample set of vulnerabilities discovered in 2017 and 2018
published in the National Vulnerability Database and compared the improved base score with original
CVSS scores. Comparison shows that the proposed system has a significant impact on vulnerabilities base
score which led to the different scores on different operating environments of the client like Linux,
Windows and Macintosh etc. The computed base scores on IVSE are shown in table 3. The vulnerabilities
range between (0 - 3.9) are considered as low, (4 - 7.9) medium and (8 - 1.0) are considered as high
vulnerability range. The computed scores show that the host environment as per its vulnerability has
different impact on the scores. We found that somewhere the computed scores are lower than the CVSS
base score in some of the operating systems environment.

Vulnerability ID Original Base Score | Scores resulted with environment representatives
CVSS 2.0 Linux Windows Mac & Others
CVE-2017-18018 1.9 2.5 1.8 3.0
CVE-2017-1672 6.8 6.5 5.8 6.9
CVE-2018-6550 3.5 3.7 3.0 4.2
CVE-2018-0744 4.4 4.6 3.9 5.1
CVE-2018-6390 4.3 4.4 3.7 4.8
CVE-2017-6374 6.4 6.1 5.4 6.5
CVE-2018-6480 6.8 6.5 5.8 6.9
CVE-2018-1092 7.1 6.7 6.0 7.2
CVE-2017-18008 4.3 4.4 3.7 4.8
CVE-2018-1000488 4.3 4.4 3.7 4.8

TABLE 3: COMPUTED BASE SCORES OF IVSE

It has been observed that there is a slight decrease in the windows base score. This is due to the more
resistant characteristics of windows for vulnerabilities. More or less the new computed scores are around
the CVSS base scores; however results in table 3 shows that the addition of environment representative
affects the vulnerability scores on different operating environments. Moreover by adding environment
representative overall CVSS score will vary if we consider temporal and environment metrics also. This
new proposed formula however shows that over dependence on CVSS base score only does not give the
clear picture of vulnerabilities.

V1. CONCLUSION

The accurate assessment of vulnerability scores has an important role and the host environment as well
does affect the vulnerability score. In this paper some deficiencies of available scoring systems are pointed
out to propose a better scoring system. A new base score equation is formulated by adding environment
representative in CVSS base score equation. This equation is tested on some sample set of vulnerabilities
extracted form NVD (National Vulnerability Database). The experiment results show the host environment
do make a difference in computing the vulnerability scores. The reduction in score is of particular
importance for security management and vulnerability prioritization quality as well. It also improves the
selection of most critical vulnerabilities and helps security team to tune down their alertness. Further, it
helps to balance the investment on cost saving and security related activities.
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