
© 2019 JETIR  January 2019, Volume 6, Issue 1                                    www.jetir.org  (ISSN-2349-5162) 

 

JETIR1901456 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 469 

 

Storage Wastage Prevention and Increased Security 

In Cloud 
 

Shrutika Ithape, Smita Musale, Mrunalini Dumbre, Prof. Rathod R. R. 

Samarth Group Of Institution College of Engineering ,Belhe 

 

Abstract: In storage services with large information, the storage servers might want to scale back the amount of keep 

information, and also the shoppers might want to observe the integrity of their information with an occasional price, since the 

value of the functions associated with information storage increase in proportion to the size of the info. to attain these goals, 

secure deduplication and integrity auditing delegation techniques have been studied, which might cut back the amount of 

information keep in storage by eliminating duplicated copies and allow shoppers to expeditiously verify the integrity of keep files 

by empowerment pricey operations to a trusty party, severally. to this point several studies are conducted on every topic, 

separately, whereas comparatively few combined schemes, that supports the 2 functions at the same time, are researched. In this 

paper, we have a tendency to style a combined technique that performs each secure deduplication of encrypted information and 

public integrity auditing of information. To support the 2 functions, the projected theme performs challenge response protocols 

victimization the BLS signature primarily based homomorphic linear critic. We utilize a 3rd party auditor for playing public audit, 

so as to assist powerless  shoppers. The projected theme satisfies all the fundamental security necessities. we have a tendency to 

additionally propose 2 variances that give higher security and better performance. 

 
 

INTRODUCTION 

 

IN cloud storage services, purchasers source 

knowledge to a remote storage and access the info 

whenever they have the data. Recently, thanks to 

its convenience, cloud storage services became 

widespread, and there's a rise in the use of cloud 

storage services. Well-known cloud services such 

as Drop box and cloud are employed by people 

and businesses for numerous applications. A 

notable modification in information-based 

services that is going on recently is that the 

volume of knowledge utilized in such services 

because of the dramatic evolution of network 

techniques. As an example, in 5G networks, 

gigabits of knowledge are often transmitted per 

second, which suggests that the scale of 

knowledge that's dealt by cloud storage services 

will increase because of the performance of the 

new networking technique. During this viewpoint, 

we are able to characterize the amount of data as a 

main feature of cloud storage services. Several 

service providers have already ready high 

resolution contents for their service to utilize 

quicker networks. For secure cloud services 

within the new era, it's vital to arrange appropriate 

security tools to support this modification. Larger 

volumes of knowledge need higher price for 

managing the various aspects of knowledge, since 

the scale of knowledge influences the cost for 

cloud storage services. The size of storage should 

be multiplied consistent with the number of 

knowledge to be stored. During this viewpoint, it's 

fascinating for storage servers to reduce the 

amount of knowledge, since they'll increase their 

profit by reducing the value for maintaining 

storage. On the opposite hand, purchasers in the 

main inquisitive about the integrity of their data 

hold on within the storage maintained by service 

suppliers. To verify the integrity of hold on files, 

purchasers got to perform costly operations, 

whose quality will increase in proportion to the 

scale of knowledge? During this viewpoint, 

purchasers might want to verify the integrity with 

an occasional price no matter the scale of data. 

Thanks to the stress of storage servers and 

purchasers, many researches on this subject are 

obtainable within the literature. 

 

 

Architecture Diagram: 

 
 

I. Literature Survey 
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1. Paper Name: Enabling Public Verifiability 

and Data Dynamics for Storage Security in 

Cloud. Computing. 

Author Name: Qian Wang  

Description: Cloud Computing has been 

visualised because the next-generation design of 

IT Enterprise. It moves the applying package and 

information bases to the centralized giant data 

centres, wherever the management of the 

information and services might not be absolutely 

trustworthy. This distinctive paradigm brings 

concerning several new security challenges, that 

haven't been well understood. This work studies 

the matter of guaranteeing the integrity of 

knowledge storage in Cloud Computing. 

Especially, author considers the task of permitting 

a 3rd party auditor (TPA), on behalf of the cloud 

shopper, to verify the integrity of the dynamic 

information hold on within the cloud. The 

introduction of TPA eliminates the involvement 

of shopper through the auditing of whether or not 

his information hold on within the cloud is so 

intact, which may be vital in achieving economies 

of scale for Cloud Computing. The support for 

information dynamics via the foremost general 

styles of information operation, like block 

modification, insertion and deletion, is 

additionally a major step toward utility, since 

services in Cloud Computing don't seem to be 

restricted to archive or backup information solely. 

Whereas previous work on guarantee remote 

information integrity usually lack the supports of 

either public verifiability or dynamic information 

operation 

2. Paper Name: Proofs of Ownership in 

Remote Storage Systems 
 Author: ShaiHalevi 

Description: Description: Cloud storage systems 

have become progressively well-liked. A 

promising technology that keeps their value down 

is de-duplication, which stores only a single copy 

of repeating data. Client-side de-duplication at 

tempts to spot de-duplication opportunities 

already at the shopper and save the information 

measure of uploading copies of existing  les to the 

server. during this work we have a tendency to 

determine attacks that exploit client-side de-

duplication, permitting AN assaulter to achieve 

access to arbitrary-size les of different users 

supported a awfully little hash signature of those 

les. additional specifically, AN assaulter United 

Nations agency is aware of the hash signature of a 

lupus very the mitoses will win over the storage 

service that it owns that lupus very the mitoses, 

thus the server lets the assaulter transfer the 

whole..  

3. Paper Name: DupLESS: Server-Aided 

Encryption for De-duplicated Storage. 

Author:  Mihir Bellare. 

Description: Cloud storage service suppliers like 

Drop box, Mozy, et al perform de-duplication to 

avoid wasting house by solely storing one copy of 

every autoimmune disorder uploaded. ought to 

purchasers conventionally cipher their les, 

however, savings ar lost. Message-locked coding 

(the most outstanding manifestation of that is 

oblique encryption) resolves this tension. but it's 

inherently subject to brute-force attacks that may 

recover les falling into a notable set. Here propose 

AN design that gives secure de-duplicated storage 

resisting brute-force attacks, and are aware of it in 

an exceedingly system referred to as DupLESS. In 

DupLESS, purchasers cipher beneath message-

based keys obtained from a key-server via AN 

oblivious PRF protocol. It permits purchasers to 

store encrypted information with AN existing 

service, have the service perform de-duplication 

on their behalf, and nonetheless achieves sturdy 

confidentiality guarantees. Here show that coding 

for reduplicated storage can do performance and 

house savings near to that of victimisation the 

storage service with plaintext information. 

 

4. Paper Name: Provable Data Possession at 

Untrusted Stores. 

Author: Giuseppe Ateniese. 

Description: : we have a tendency to introduce a 

model for obvious knowledge possession (PDP) 

that permits a consumer that has keep knowledge 

at Associate in Nursing international organisation 

sure server to verify that the server possesses the 

initial knowledge while not retrieving it. The 

model generates probabilistic proofs of possession 

by sampling random sets of blocks from the 

server, That drastically reduces I/O prices. The 

consumer maintains a continuing quantity of data 

to verify the proof. The challenge/response 

protocol transmits a little, constant quantity of 

knowledge, that minimizes network 

communication. Thus, the PDP model for remote 

knowledge checking supports massive knowledge 

sets in widely-distributed storage systems. 

5. Paper Name: Remote Data Checking Using 

Provable Data Possession. 

Author: GIUSEPPE ATENIESE. 
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Description: We introduce a model for obvious 

information possession (PDP) will|which will|that 

may} be used for remote information checking: A 

consumer that has hold on information at AN un-

trusted server can verify that the server possesses 

the initial information while not retrieving it. The 

consumer maintains a continuing quantity of data 

to verify the proof. The challenge/response 

protocol transmits a little, constant quantity of 

information that minimizes network 

communication. Thus, the PDP model for remote 

information checking is light-weight and supports 

giant information sets in distributed storage 

systems. The model is additionally sturdy in this it 

incorporates mechanisms for mitigating 

discretionary amounts of information corruption 

Mathematical Model  

Let S be the system object 

It consist of following 

S={U,F,TPA,CSP} 

U= no of users 

U={u1,u2,u3,…..un} 

F= no of files 

F={f1,f2,f3,…..fn} 

TPA= Third Party Auditor 

TPA={TG,C,PF,V,POW} 

TG= tag Generation 

C=challenge 

PF =proof by CSP 

V= verification by TPA 

POW= proof of ownership 

CSP= Cloud Service provider 

CSP={DD,BD,PF,F} 

DD= Deduplication 

BD=Block level Deduplication 

PF=proof if duplicate tag exist. 

F= store files if tag not exist 

Output: Response on file as per entered request. 

 

Proposed System: 

The distributed systems’ proposed aim is to 

reliably store data in the cloud while achieving 

confidentiality and integrity. Its main goal is to 

enable and distributed storage of the data across 

multiple storage servers. Instead of encrypting the 

data to keep the confidentiality of the data, our 

new constructions utilize the secret splitting 

technique to split data into shards. These shards 

will then be distributed across multiple storage 

servers. also we check file in two level The File-

level Distributed De-duplication System To 

support efficient duplicate check, tags for each file 

will be computed and are sent to S-CSPs. To 

prevent a collusion attack launched by the S-

CSPs, the tags stored at different storage servers 

are computationally independent and different. 

We now elaborate on the details of the 

construction as follows. In this section, we show 

how to achieve the fine-grained block-level 

distributed de-duplication. In a block-level de-

duplication system, the user also needs to firstly 

perform the file-level de-duplication before 

uploading his file. If no duplicate is found, the 

user divides this file into blocks and performs 

block-level de-duplication. The system setup is 

the same as the file-level de-duplication system, 

except the block size parameter will be defined 

additionally. Next, we give the details of the 

algorithms of File Upload and File Download.  

 

Advantages of System  

 

1. It provides the Integrity auditing by 

clustering the files with removing the 

duplicate files. 
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2. The duplicate files are mapped with a 

single copy of the file  by mapping with 

the existing file in the cloud 

 

Software Requirements:  

       Operating System   :  Windows 7 

       Technology             : Java and J2EE 

       Web Technologies  : Html, JavaScript, CSS 

       IDE                          : Eclipse 

      Web Server               : Tomcat (f)Database : 

My SQL 

      Java Version             : J2SDK1.7 

Hardware Requirements 

 Speed     : 2.80 GHz (c)RAM : 1GB 

 Disk       : 20 GB 

 Drive     : 1.44 MB 

 Board    : Standard Windows Keyboard 

 

Conclusion 

 

Interoperability between hospitals not solely 

facilitate improve patient safety and quality of 

care however additionally scale back time and 

resources pay on formatting conversion. Ability is 

treated additional necessary because the variety of 

hospitals collaborating in hasten will increase .if 

one hospital doesn't support ability, the opposite 

hospitals square measure needed to convert 

formatting of their clinical info to exchange 

information for hasten. Once the quantity of 

hospitals that don't support ability, complexness 

for hasten inevitably increase in proportion.  The 

advantage of API service as ours square measure 

at the number of resources that hospitals ought to 

allot for ability is barely marginal. Therefore, 

giving system that supports ability by relying. 

 

REFERENCES  

1. Q. Wang, C. Wang, J. Li, K. Ren, and W. Lou, 

Enabling public verifiability and data dynamics 

for storage security in cloud computing, in 

Computer Security ESORICS 2009, M. Backes 

and P. Ning, Eds., vol. 5789. Springer Berlin 

Heidelberg, 2009, pp. 355370. 

2. S. Halevi, D. Harnik, B. Pinkas, and A. 

Shulman-Peleg, Proofs of ownership in remote 

storage systems, in Proceedings of the 18th ACM 

Conference on Computer and Communications 

Security. ACM, 2011, pp. 491500. 

 

3. S. Keelveedhi, M. Bellare, and T. Ristenpart, 

Dupless: Serve raided encryption for de-

duplicated storage, in Proceedings of the 22Nd 

USENIX Conference on Security, ser. SEC13. 

Washington, D.C.: USENIX Asso ciation, 2013, 

pp. 179194. [Online]. 

Available:https://www.usenix.org/conference/use

nixsec 

4. G. Ateniese, R. Burns, R. Curtmola, J. Herring, 

L. Kissner, Z. Peterson,and D. Song, Provable 

data possession at untrusted stores, in Proceedings 

of the 14th ACM Conference on Computer and 

Communications Security, ser. CCS 07. New 

York, NY, USA: ACM, 2007, pp. 598609. item 

G. Ateniese, R. Burns, R. Curtmola, J. Herring, O. 

Khan, L. Kiss ner, Z. Peterson, and D. Song, 

Remote data checking using provable data 

possession, ACM Trans. Inf. Syst. Secur., vol. 14, 

no. 1, pp. 12:112:34, 2011. 

5. E. Stefanov, M. van Dijk, A. Juels, and A. 

Oprea, Iris: A scalable cloud le system with 

efficient integrity checks, in Proceedings of the 

28th Annual Computer Security Applications 

Conference, ser. ACSAC 12. New York, NY, 

USA: ACM, 2012, pp. 229238.  

6. M. Azraoui, K. Elkhiyaoui, R. Molva, and M. 

O nen, Stealthguard: Proofs of retrievability with 

hidden watchdogs, in Computer Security  

ESORICS 2014, ser. Lecture Notes in Computer 

Science, M. Kutyowski and J. Vaidya, Eds., vol. 

8712. Springer International Publishing, 2014, pp. 

239256. 

7. J. Li, X. Tan, X. Chen, and D. Wong, An 

efficient proof of retrieve ability with public 

auditing in cloud computing, in 5th International 

Conference on Intelli

gent Networking and Collaborative Systems (IN-

CoS), 2013, pp. 9398

. 

http://www.jetir.org/

