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Abstract :  The biometric steganography methods are able to improve the data security for biometric verification. In this paper, a 

feature adaptive method is provided for improving the biometric authentication and communication. The work is specifically 

about to hide the fingerprint feature in facial image and perform the authentication on receiver side after retrieval. The proposed 

model is defined in three mains stages. In first stage, the facial cover image is processed by generating multiple agents. Each 

agent analyzed the coverage region based on frequency strength and identify the effective cover region. In second stage, the 

mathematical filters are applied on fingerprint image to generate the features. In this stage, the sequence based mapping is applied 

to hide the features within the cover facial region. In final stage, the image features are reterived at the receiver side and 

performed the authentication over the dataset. The method is applied on a sample of 10 images. The results identified the effective 

data hiding with significant MSE, PSNR and SSIM values. 
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I. INTRODUCTION 

The communication of sensitive information in public domain is always a challenge. Different data hiding[1][2], encoding[16] 

and authentication[17][18][19] based methods were suggested by the researchers to improve the data security. 

Steganography[1][2][3][4][5] is one such approach in which the sensitive information or secret message are hide in some other 

message, media or carrier. This carrier can be of same or different form. In digital world, this carrier can be email, audio, image, 

video etc. The basic architecture of steganography is shown in figure 1.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1 : Basic Steganography Model 

Figure 1 has shown the basic steganography model in which steganography method is applied to some application or 

communication model. The input to this application is the cover media and the secret message. The stegokey is defined to define 

the method to perform data hiding. The steganography method actually use this stegokey to hide the message within the cover 

media at the source or sender end. Once the steganography is performed, the stegomedia file is generated. This file contains the 

hidden secret message within the communication media file. This file can be distributed over the public domain. Once the stegofile 

is received at the receiver end, the reverse operation is performed by using stegokey to recover the secret message.  

The accuracy and reliability of steganography method depends on the difficulty level to extract the message from the 

stegomedia file without using the secret key or stegokey. Various methods[4][6][7][8][9] were proposed by the researchers to 

improve the data security. The steganography methods depends on the applications, domains and the mediafile involve as the secret 

file as well as cover file. In this paper, one of such effective steganography method is proposed called biometric steganography. In 

this method, one biometric image is hide within other biometric image to improve the biometric[18][19][20] authentication. 

The paper has proposed a three stage model to improve the effectiveness and reliability of biometric steganography. In this 

section, the basic concept of steganography is discussed by exploring the overall functioning of steganography process. In section 

II, the work provided by earlier researchers is presented and discussed. In section III, the proposed model is described with relative 

description. In section IV, the results obtained from the proposed model for sample images are discussed. In section V, the 

conclusion of work is presented.  
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II. RELATED WORK 

The steganography methods were defined by the researchers to provide the salutation to various issues of data hiding. The 

optimization was achieved for improving the data hiding capacity and to improve the data security. In this section, the work 

defined by the earlier researchers is discussed and presented. Author[1] has used the spatial information to hide the information. 

The high intensity edge region was identified based on textural analysis. Once the region is identified, the edge magnitude 

parameter was used to perform data hiding within the high resolution images. Author[2]has proposed the DWT based data hiding 

method to improve the data security. The n-level based decomposition method was defined in this work to generate the effective 

region. The sub-band based evaluation was defined to perform data hiding within the image. The frequency component based 

analysis was performed to store the information within image and to improve effectiveness of data hiding. Author[3] has used the 

modified logistic chaotic map to perform data hiding in color images. The domain transformation based wavelet decomposition 

was defined to improve the capacity and security of data hiding method. The key space and bifurcation approach was defined to 

ensure the better data security in the images. Various tests were conducted to perform data security and safety. Author[4] has used 

the histogram based method as a generalization approach to perform bit specific data hiding. The DCT coefficient and histogram 

analysis were combined to hide the data within color images. The metrics based evaluation was also performed to identify the 

distortion and to perform pixel specific data storage within the extracted region. The tracing method was also defined to maintain 

the visual quality and to improve the quality of data hiding.   

Author[5] has proposed a hybrid model using fuzzy and neural based methods to improve the data hiding in images. The analysis 

on the pixel intensity was performed to avoid the data degradation and to perform effective data hiding. The three-bits were 

processed in this work for data hiding to improve the capacity of data hiding and to maintain the quality of cover image. 

Author[6] has applied the modulus function to perform data hiding within images. The method maintains the quality of 

steganography image and to improve the capacity of cover image. The image component based analysis was performed by the 

author to analyze the color component of images. Author[7] has defined wavelet transformation and QR factorization based 

approach to generate the cover region over the image. The energy distribution and pixel variation based analysis was defined to 

generate the pattern over the image and to perform data hiding. The computational complexity and singular value decomposition 

method was defined to perform data hiding in images. The color extracted region was processed on multiple bands to factorize the 

image and to improve the capacity and robustness of data hiding. Author[8] has defined a Fresnelet transformation based 

frequency coding measure to perform data hiding in image. The frequency subband based feature analysis was defined to improve 

the data secrecy. The visual structure and scrambling analysis based approach to improve the data security in images. Author[9] 

has defined the wavelet fusion based approach to achieve robustness of data hiding against attacks and eavesdropping. The spatial 

information based method was defined to generate the effective region on cover image. The color layer based method was defined 

to improve the data hiding within images. Author[10] has proposed the interpolation based reversible steganography method to 

improve data hiding against different distortions. The method improves the payload to improve the quality and capacity of data 

hiding. The neighbor pixel based evaluation method was defined to reduce the complexity of data hiding process and to maintain 

the quality of the image. The interpolation based method was defined to generate the neighbor difference analysis and to improve 

data security in images.  

Author[11] has defined the biometric data hiding within the image by using reinforcement approach. The computational 

complexity based method was defined to reduce the storage space and to improve the visual quality of image. The local features of 

facial image were generated to hide the fingerprint information. The method provides the effective information hiding while 

maintaining the visual quality of image. Author[12] has defined a data hiding based biomodel biometric process to improve the 

image authentication. The independent component analysis based evaluation was defined to generate the effective region. The 

method was applied on fingerprint and iris biometric to improve the data hiding. Author used the modulation and quantization to 

achieve the effective multi model authentication. Author[13] has used the PSO (Particle Swarm Optimization) based method to 

extract the region from image and to improve the biometric authentication. The demographic method was defined to extract the 

cover pattern on face image and to hide the fingerprint image within the generated region. The visual perception of biometric image 

was improved by the author.  Author[14] has analyzed the skin tone of images to improve the data hiding of within the image. The 

color space based analysis was defined to extract the effective region and to improve the data hiding. The feature evaluation method 

was defined to improve the data security and capacity for images. Author[15] has used the template based biometric data hiding for 

images. The diffusion based data hiding method was used to generate the chaotic sequence and to perform pixel based data hiding. 

The change evaluation was defined to improve data security in images. 

III. RESEARCH METHODOLOGY 

The secure data communication in public domain is the essential environment for any application. Such network suffers from 

intruders and attackers. The steganography method provides the secure way to communicate the sensitive information or 

authentication specification through such shared medium. The user level and password specific information can be hiding behind 

an image for secure transmission of information. The situation becomes more critical when the biometric authentication is 

performed and some image authentication information is communicated. Such biometric images are having the important and 

high resolution information that can provide the authentication to any online or offline system. The fingerprint or iris based 

authentication systems are available to provide secure communication over the public network. Communicating such high 

resolution images through unsafe medium can increase the chances of illegal access to the sensitive user information. In this 

research, an effective biometric information communication method is provided by hiding the biometric information within other 

biometric image. In this proposed model, the effective features of fingerprint image are hide within facial image by generating the 

adaptive pattern over it. In this paper, the model of data hiding is presented along with the specification of process model for 

secure information communication and authentication. The proposed model is divided in two main work stages. In first stage, the 
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steganography is performed by generating the pattern region over the facial image and then hide the fingerprint features within the 

image. The steganography stage defined in this model is shown in figure 2. Once the data hiding is performed, the biometric 

authentication is performed at the receiver end by extracting the fingerprint features of database images.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2 : Steganography Stage 

Figure 2 has provided the complete description of each substage of data hiding process defined to hide the fingerprint 

features within the facial region pattern. The input taken to the system is the form of cover facial image and secret fingerprint 

image. The facial image is processed to generate the effective cover pattern over the image. To extract this cover region, the 

random agents are distributed over the image. These agents performed analysis within the coverage region based on frequency 

feature. The high frequency pixels are extracted over each region to generate the cover pattern over the facial image. Once the 

pattern is generated, the next work was to perform data hiding.  

The fingerprint image is taken in this work as the effective data image which is required to hide within the facial pattern. 

The finger print is processed by the morphological operators and mathematical filters to generate the minutia points, end points 

and core points over the image. The featureset is generated to represent the fingerprint image distinctively. To perform the data 

hiding, the features is divided in the smaller blocks and the sequence mask is generated over the pattern image. Once the 

transformation of the feature image and cover pattern is mapped, the data hiding is performed within the image. In this stage, the 

fingerprint hiding is performed within the facial cover region of image.  

Now this steganography image is communicated to the public medium and at the receiver end, the image is extracted and 

performed the feature extracted from the steganography image. The model for fingerprint authentication is shown in figure 3. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3 : Fingerprint Verification 

Once the steganography image is received at the receiver side, the reverse process is performed to retrieve the fingerprint features 

from the facial image. The receiver side is having the fingerprint database to represent the user images. The fingerprint features 
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extracted from the database images in the form of minutiae point, end point and core point features. These features formed the 

featureset and now the extracted features are mapped to these database features. The distance based matching is applied over the 

fingerprint feature set to recognize the individual.  

The proposed model is able to provide the secure communication of biometric high resolution images and to provide the effective 

authentication of fingerprint using specific feature processing. The analysis results obtained over the authenticated datasets. These 

results to verify the accuracy of steganography process is provided in next section. 

IV. RESULTS 

The proposed biometric steganography and authentication based model is applied on the larger high resolution dataset taken 

from external web sources. Two different datasets of fingerprint images and facial images are considered in this research. The 

description of fingerprint dataset is provided in table 1. 

Table 1 : Features of Fingerprint Dataset 

Dataset Properties 

Number of Images 337 

Color No 

Lighting Mix 

Gender Mix 

Individuals 337 

Resolution 296x560 

 

The table shows that the fingerprint dataset is having high resolution images and able to define the individuals with effective 

fingerprint features which can identify the individual accurately. The cover facial dataset is also considered in this work for data 

hiding. The description of fingerprint dataset is provided in table 2. 

Table 2 : Features of Face Image Dataset 

Properties Values 

Database Name UtrechtECVP 

Database URL www.pics.psych.stir.ac.uk 

Number of Images 131 

Color Yes 

Instances of a person 2 

Viewpoint 2 

Lighting No 

Resolution 900x1200 

Gender Mix 

Individuals 69 

 

Table 2 has provided the description of facial image sources and other characterization over images. Once the datasets are 

available, the images are transformed to the normalized form. The samplesets are generated of 10 images to perform the data 

hiding. The analysis is performed in terms of MSE (Mean Square Error), PSNR (Peak Signal to Noise Ratio) and SSIM 

(Structural Similarity) parameters. The MSE based evaluation on a sample of 10 images is provided in figure 4.  

 

 

 

 

 

 

 

 

Figure 4 : MSE Analysis 
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Figure 4 has provided the analysis to store a fingerprint image of 512x512 in ten different facial images. The analysis is provided 

in terms of MSE value. In this figure, x axis represents the facial images and y axis represents the MSE value. The lesser MSE 

value shows more significant results. The figure shows that the maximum MSE value for any image is lesser than .33. It shows 

that the proposed model has achieved the significant error rate. Another analysis provided in this work is based on PSNR value 

and its results are shown in figure 5. 

 

 

 

 

 

 

 

 

 

 

Figure 5 : PSNR Analysis (Fingerprint.bmp [512x512]) 

Figure 5 has provided the analysis of proposed model in term of PSNR evaluation. In this figure, x axis represents the cover facial 

images and the y axis represents the PSNR value analysis. The higher PSNR value verify the robustness of proposed model 

against noise occurrence. The figure shows that the proposed model achieved the significant PSNR value over 30 for each cover 

image.  

 

 

 

 

 

 

 

 

 

 

Figure 6 : SSIM Value Analysis 

Figure 6 has provided the analysis of this proposed model in term of structural similarity of recovered feature image and actual 

image. In this figure, y axis represents the ratio of structural similarity applied on 10 dataset images. The results identified that the 

model has achieved the higher SSIM with value over .65. It shows that the proposed model has achieved the higher and significant 

results. 

V. CONCLUSION 

In this paper, an effective biometric data hiding and authentication model is defined. The proposed model is divided in three 

main stages. In first stage, the agent specific method is defined to observe the coverage region based on frequency feature analysis 

and to generate the cover region pattern pattern over the image. In second stage, the mathematical filters are applied to generate 

the fingerprint features and to hide the fingerprint based on sequence pattern within facial pattern region. In final stage, the 

fingerprint features are reterived at the receiver and perform the authentication. The model is applied on a sampleset of 10 images. 

The analysis results are generated for MSE, PSNR and SSIM parameters. The analysis results shows that the proposed model has 

provided effective biometric data hiding.  
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