
© 2019 JETIR  March 2019, Volume 6, Issue 3                                        www.jetir.org  (ISSN-2349-5162) 
 

JETIR1903C47 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 330 

 

An Secure Multikeyword Search Using Improved 

Order Retaining Encryption 
 

1Priyanka D.S,2Mrs. Jasmine M 
1Research Scholar, 2Assistant Professor 

1 Computer Science and Engineering, Vishwavidyalaya Engineering College, Lakhanpur, Sarguja University, Ambikapur India 
2 Computer Science and Engineering, Vishwavidyalaya Engineering College, Lakhanpur, Sarguja University, Ambikapur India 

 

Abstract :  Distributed storage is a bearer display wherein records are kept up, oversaw and supported up remotely at the cloud 

feature, and meanwhile information keeps on being had to the clients over a network. Cloud based thoroughly benefits enables the 

cell phone clients to spare and recover reports or data at the cloud through Wi-Fi mediums, which enhances the certainties 

accessibility and empowers the archive sharing way without depleting the area cell phone resources The data protection 

inconvenience is fundamental in distributed storage gadget, so the delicate information is scrambled with the guide of the 

proprietor sooner than redistributing onto the cloud. Portable distributed storage machine causes new difficulties over the 

traditional scrambled look for plans, with regards to the controlled registering and battery limits of cell apparatus, and data 

sharing and approaching systems through remote verbal trade. Therefore, an appropriate scrambled look for plan is basic for 

insurance of on line records .The enhanced Order Retaining Encryption is a sort of encryption intended to help seeks on figure 

writings. Mineral encodes plaintexts to figure writings with the indistinguishable request, making it conceivable to usefully 

analyze figure writings without unscrambling. The work proposes a protected multi watchword seek plot utilizing enhanced Order 

holding Encryption. 

 

IndexTerms - Cloud Computing, Cloud Storage, Mobile Cloud Storage (MCS), Cloud Searching, Keyword Search. 

  

I. INTRODUCTION 

 

Distributed computing is that the conveyance of on-request figuring administrations from applications to capacity and process 

control by and large over the net and on a compensation as-you-go premise. One beneficial thing about abuse distributed computing 

administrations is that organizations will stay away from the immediate cost and intricacy of owning and keeping up their very own 

IT framework, and rather just get what they utilize, when they utilize it. The origination of processing as-a-benefit has been around 

for a ton of, for any longer as path back on the grounds that the Nineteen Sixties, when pc departments would empower 

organizations to lease time on a centralized server, rather than must be constrained to acquire one themselves. These 'time-sharing' 

administrations were generally surpassed by the expansion of the PC that made owning a pc far less expensive, at that point by the 

expansion of organization learning focuses wherever companies would store huge measures of information. Distributed storage can 

be an administration demonstrate among the data is kept up, oversaw, spared remotely and made obtainable to clients over a 

system. Clients ordinarily get their cloud information stockpiling on a for every utilization, month to month rate. In spite of the fact 

that the per-gigabyte cost has been drastically determined down, distributed storage providers have accessorial in activity costs that 

may manufacture the innovation dearer than clients anticipated. Cloud security keeps on being a need among clients. Providers 

have attempted to impact those feelings of dread by building security capacities, similar to cryptography and validation, into their 

administrations. There are three principle cloud-based capacity configuration models: open, non-open and hybrid.  

1. Open Cloud: Public distributed storage administrations give a multi-inhabitant stockpiling setting that is most suited to 

unstructured .Data is keep in world information focuses with capacity learning unfurl over various locales or landmasses. 

Clients more often than not pay on a for every utilization premise relatively like the utility installment display.  

2. Private Cloud: It gives on-premises, stockpiling administrations with an obsessive setting ensured behind an association's 

firewall.  

3. HybridCloud: can be a blend of non-open cloud and outsider open cloud administrations with arrangement between the 

stages for administration. The model offers organizations adaptability and a considerable measure of learning readiness 

decisions. 

1.1 Challenges in Cloud Computing 

1. Self-mending - just if there should be an occurrence of capacity disappointment, there'll constantly be a reinforcement 

running while not major postponements, making the asset change appear to be consistent to the client.  

2. SLA-driven - cloud is administrated by administration level assentions that enables numerous examples of single 

application to be repeated on various servers if require emerges; dependent on a need topic, the cloud may limit or quit 

working a lower level application. .  

3. Multi-tenure - the cloud allows various customers to utilize steady equipment at consistent time, though them knowing it, 

probably incurring irreconcilable situations among clients. .  

4. Service-situated - cloud grants one purchaser to utilize various applications in making its own. .  

5. Virtualized - applications don't appear to be equipment particular; fluctuated projects may keep running on one machine 

exploitation virtualization or a few machines may run one program.  
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6. Linearly climbable - cloud should deal with an ascent in handling straightly; if "n" times a great deal of clients need an 

asset, an opportunity to complete the demand with "n" a ton of assets should be generally consistent. .  

7. Data administration - dissemination, dividing, security and synchronization of data. 

1.2 Security problems in Cloud 

1. Relating to open and cross breed cloud situations, the loss of generally speaking administration perceivability and the 

related absence of control can be an issue.  

2. Despite the way that as a rule, undertaking grade cloud administrations are more secure than inheritance engineering, there 

is as yet a potential expense as information breaks and downtime.  

3. For organizations that come to depend vigorously on open and cross breed cloud stages, there is a risk that they turned out 

to be compelled to proceed with a particular outsider merchant essentially to hold operational limit. On the off chance that 

basic business applications are bolted into a solitary seller, it very well may be exceptionally hard to settle on strategic 

choices, for example, moving to another merchant. As a result, the seller is being furnished with the use it needs to drive 

the client into an ominous contract.  

4. In segments, for example, social insurance and fund, where authoritative prerequisites as to capacity of private information 

are substantial, accomplishing full consistence while utilizing open or private cloud contributions can be more intricate.  

5. When a business purchases in outsider cloud benefits as either an open or half breed cloud offering, it is likely they won't 

be given a full administration depiction, specifying precisely how the stage works, and the security forms the merchant 

works.  

6. Cloud merchants furnish their clients with a scope of Application Programming Interfaces (APIs), which the client uses to 

deal with the cloud benefit. Tragically, only one out of every odd API is altogether secure. They may have been considered 

to be at first, and afterward at a later stage be observed to be shaky somehow or another. This issue is exacerbated when the 

customer organization has manufactured its very own application layer over these APIs. The security weakness will then 

exist in the client's own application. This could be an inside application, or even an open confronting application 

conceivably uncovering private information.  

7. Responsibility for particular issues of information security should be completely characterized before any arrangement. 

Neglecting to do as such could prompt a circumstance where there is no plainly characterized approach to manage potential 

dangers and fathom current security vulnerabilities.  

8. Using open or half breed cloud contributions can open a business to security vulnerabilities caused by different clients of a 

similar cloud foundation. It is constantly conceivable that a security helplessness caused by another client in a similar cloud 

will influence each client.  

9. Self-recuperating - just in the event of capacity disappointment, there'll constantly be a reinforcement running while not 

major deferrals, making the asset change appear to be consistent to the client.  

10. SLA-driven - cloud is administrated by administration level assentions that enables numerous occasions of single 

application to be reproduced on various servers if require emerges; dependent on a need topic, the cloud may limit or quit 

working a lower level application. .  

11. Multi-occupancy - the cloud allows different customers to utilize consistent equipment at steady time, while them knowing 

it, no doubt delivering irreconcilable circumstances among clients. .  

12. Service-situated - cloud grants one shopper to utilize different applications in making its own. .  

13. Virtualized - applications don't appear to be equipment particular; fluctuated projects may keep running on one machine 

exploitation virtualization or a few machines may run one program.  

14. Linearly climbable - cloud should deal with an ascent in preparing straightly; if "n" times a considerable measure of clients 

need an asset, an opportunity to complete the demand with "n" a great deal of assets should be generally consistent.  

15. Data administration - appropriation, dividing, security and synchronization of data. 

II. RELATED WORK 

Normally with compelled information transmission limit and confined battery life, these issues familiarize overpowering overhead 

with preparing and correspondence and also a higher power usage for PDA customers, which makes the encoded look for over 

adaptable cloud especially troublesome. In paper TEES (Traffic and Energy saving Encrypted Search), a transmission limit and 

essentialness compelling mixed request plan over adaptable cloud is discussed. The proposed plan offloads the count from mobile 

phones to the cloud [1].To associate with convincing inquiry undertakings on these files which will be encoded, information 

proprietors at starting an ensured open record on the watchword set expelled from archives, by then they submit available 

document to the association server. Finally, information proprietors scramble their files and redistribute the relating encoded 

records to the cloud server [2]. A distinct survey has been coordinated on looking at strategies for different cloud store 

organizations are driven. As demonstrated by the survey a more capable reviewing procedure is relied upon to reduce the 

correspondence cost, looking at time and moreover to help successful multiuser setting and giving multi assessing task is required 

[3]. Reviews the state⁃of⁃art look at in cloud security. As shown by the attack levels, it separates four sorts of strikes in the cloud, 

i.e., arrange based ambushes, VM⁃based attacks, stockpiling based strikes, and application based ambushes. The countermeasures 

and looking at frameworks are then introduced. Also, this paper moreover discusses an inventive and promising response for 

cloud security by capably changing system structure [4]. Makers proposed a protected, gainful and furthermore one of a kind 

chase system, that backs the exact Multikeyword situated look and moreover the dynamic annihilation and also mixture of 

chronicles. They moreover developed a crucial catchphrase balanced twofold tree as the record, and furthermore realized an 

"Avaricious Depth-first Search" computation to get extraordinary capability than direct request [5]. 
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III. PROBLEM IDENTIFICATION 

There are some sensible worries in cloud based looking which is as said underneath:  

 

1. Not worrying over the physical structure of a web searcher infers that particular parts of the utilization will be out of your 

control. In case a cloud-based web searcher isn't performing sufficiently brisk, you can't simply incorporate another server 

event or addition the RAM. If your customers are geologically appropriated, you can't simply put a generation server in 

another territory.  

2. In the cloud, the security implies when clients visit the delicate information, the cloud administrations can keep potential 

foe from construing the client's conduct by the client's visit demonstrate. In trade, buyer's specific circumstance and 

security should be ensured and utilized suitably. In associations, security involves the utilization of laws, instruments, 

models, and procedures by which by and by identifiable data is overseen.  

3. In versatile based cloud frameworks the propelled phones are looked with tremendous quantities of vague security risks 

from PCs, and diverse customary data encryption methodologies are transported in portable cloud. Regardless, versatile 

dispersed capacity structure achieves new challenges over the standard encoded look designs, in light of the confined 

enrolling and battery breaking points of PDA, and what's more data sharing and getting to approaches through remote 

correspondence.  

4. The past methodology depends on single watchword seek approach which constrains the scan choices accessible for client 

in cloud. 

IV. RESEARCH METHODOLOGY 

4.1 Searching Process in Cloud 

 

Mobile cloud based storageenables the cell phone clients to store and recover records or learning on the cloud through remote 

correspondence that enhances the data accommodation and encourages the document sharing strategy while not weakening the 

local cell phone assets . Truly, 2 classes of encoded seek procedures exist that may change the cloud server to play out the pursuit 

over the scrambled information:  

 Ranked catchphrase seek  

 Boolean catchphrase seek.  

 

The hierarchical keyword search adopts the connectedness scores to represent the connectedness of a file to the searched 

keyword and sends the top-k relevant files to the consumer. it's additional appropriate for cloud storage than the Boolean keyword 

search approaches, since Boolean keyword search approaches got to send all the matching files to the shoppers, and thus incur a 

bigger quantity of network traffic and a heavier post-processing overhead for the mobile devices.A keyword is form of just like the 

Platonic ideal of a quest question; it's associate in nursing abstraction that we tend to extrapolate from multiple search queries.A 

search question or search term is that the actual word or string of words that a quest engine user varieties into the search box..  

 

 In SEO, we will in general focus on these deliberations by streamlining on-page  (utilizing the catchphrases in URLs, 

title labels, body duplicate, picture document names, meta depictions so on), by building internal connections with 

watchwords inside the grapple , and so forth.  

 

 In PPC, we will in general target catchphrases by offering on them and exploitation them in our promotions and greeting 

pages.  

 

 Search inquiries, on the contrary hand, are this present reality terms that people use to search out those pages through 

inquiry. There are unit two styles of watchword look :  

 

 Multi-watchword look is at one time a page positions for different varieties of same catchphrase. Thinking about the 

enormous assortment of data clients and archives inside the cloud, it's important to allow numerous catchphrases inside 

the pursuit demand and return reports inside the request of their connectedness to those watchwords.  

 

 Single-Keyword seek is before a page positions for correctly one term and not its varieties. 

 
4.2 Proposed Approach 

 

Actualized approach means to coordinate multi-watchword look plan and Order-Preserving Encryption Using Approximate 

Integer Common Divisors for enhancing the proficiency of the current work. The vector space display and the generally utilized TF 

X IDF show are joined in the record development and question age. An exceptional tree-based record structure and propose a 

"Voracious Depth-first Search" calculation to give effective multi-catchphrase positioned seek. The Order Retaining Encryption 

approach is used to encode the list and question vectors, and in the interim guarantee precise significance score figuring between 

scrambled file and inquiry vectors. 
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4.3 Order Retaining Encryption 

 

It enables correlation tasks to be straightforwardly connected on encoded information, without unscrambling the operands. Hence, 

equity and range inquiries and in addition the MAX, MIN, and COUNT questions can be straightforwardly handled over 

scrambled information. Thus, GROUP BY and ORDER BY activities can likewise be connected. Just while applying SUM or 

AVG to a gathering do the qualities should be unscrambled. The consequences of question preparing over information encoded 

utilizing the methodology is correct. They neither contain any false positives nor miss any answer tuple. It handles refreshes 

nimbly. An incentive in a segment can be adjusted or can be embedded in a segment without requiring changes in the encryption 

of different qualities. It can without much of a stretch be incorporated with existing database frameworks as it has been intended 

to work with the current ordering structures, for example, B-trees. The way that the database is encoded can be made 

straightforward to the applications. 

 

4.4 Greedy Depth First Search 

 

The algorithm traverses a graph in a depth ward motion and uses a stack to remember to get the next vertex to start a search, when 

a dead end occurs in any iteration. 

 

 
Figure 1 : Example of DFS 

As in the example given above, DFS algorithm traverses from S to A to D to G to E to B first, then to F and lastly to C. It employs 

the following rules. 

 Rule 1 − Visit the adjacent unvisited vertex. Mark it as visited. Display it. Push it in a stack. 

 Rule 2 − If no adjacent vertex is found, pop up a vertex from the stack. (It will pop up all the vertices from the stack, 

which do not have adjacent vertices.) 

 Rule 3 − Repeat Rule 1 and Rule 2 until the stack is empty. 

 

4.5 Searching process in proposed approach 

 

1. User first saves a file data along with a name assigned in cloud. 

2. A Stemmer Net library is applied and stems are created for the file name.  

3. The stem created is further utilized to create an hash value in order to create a OPE tree index structure. Each node to the 

tree contains the encrypted stem and hash value. 

4. The encrypted stem and hash value are also stored in table along with file data. 

5. The file and other information are encrypted in cloud using Transparent Encryption Algorithm. 

6. The user inputs a single keyword as input query. 

7. Stem is generated for the input query and associated hash value is also generated. 

8. The stems and hash value are further locates in the binary tree.  

9. If a match found then the record with associated hash value is decrypted and sent to user from cloud platform. 
 

4.6 Transparent Data Encryption 

 

Transparent data encryption ensures Azure SQL Database and Azure Data Warehouse against the risk of pernicious action. It 

performs ongoing encryption and decoding of the database, related reinforcements, and exchange log records very still without 

expecting changes to the application. Straightforward information encryption encodes the capacity of a whole database by 

utilizing a symmetric key called the database encryption key. This database encryption key is secured by the straightforward 

information encryption defender. The defender is either an administration overseen declaration (benefit oversaw straightforward 

information encryption) or a hilter kilter enter put away in Azure Key Vault (Bring Your Own Key). You set the straightforward 

information encryption defender at the server level. TDE performs ongoing I/O encryption and unscrambling of the information 

and log documents. The encryption utilizes a database encryption key (DEK), which is put away in the database boot record for 

accessibility amid recuperation. The DEK is a symmetric key anchored by utilizing an endorsement put away in the ace database 

of the server or a topsy-turvy key secured by an EKM module. TDE secures information "very still", which means the 
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information and log documents. It furnishes the capacity to follow numerous laws, controls, and rules set up in different ventures. 

This empowers programming engineers to scramble information by utilizing AES and 3DES encryption calculations without 

changing existing applications. 

 

V. RESULTS AND DISCUSSION 
  

5.1 Tools used for experiment 

 

The front tool used was Asp.Net.ASP.NET is a web improvement stage, which gives a programming model, a complete 

programming foundation and different administrations required to develop powerful web applications for PC, and also versatile 

devices.ASP.NET chips away at best of the HTTP convention, and utilizations the HTTP directions and strategies to set a program 

to-server respective correspondence and cooperation.ASP.NET is a piece of Microsoft .Net stage. ASP.NET applications are 

incorporated codes composed utilizing the extensible and reusable parts or questions present in .Net system. These codes can utilize 

the whole chain of command of classes in .Net system.The database tool used was Sql Server.SQL Server is Microsoft's social 

database administration framework (RDBMS). It is a full-highlighted database fundamentally intended to contend with contenders 

Oracle Database (DB) and MySQL. Like all major RBDMS, SQL Server underpins ANSI SQL, the standard SQL dialect. In any 

case, SQL Server likewise contains T-SQL, its very own SQL usage. SQL Server Management Studio (SSMS) (recently known as 

Enterprise Manager) is SQL Server's primary interface device, and it underpins 32-bit and 64-bit conditions. SQL Server is here 

and there alluded to as MSSQL and Microsoft SQL Server.The programming language used was C#.C# was created by Anders 

Hejlsberg and his group amid the advancement of .Net Framework# is intended for Common Language Infrastructure (CLI), which 

comprises of the executable code and runtime condition that permits utilization of different abnormal state dialects on various PC 

stages and architectures. The highlights are: 

 It is a cutting edge, universally useful programming dialect  

 It is protest arranged.  

 It is part arranged.  

 It is anything but difficult to learn.  

 It is an organized dialect.  

 It produces effective projects.  

 It can be arranged on an assortment of PC stages.  

 It is a piece of .Net Framework. 

 

The cloud platform used was Microsoft Azure.Microsoft Azure, once in the past known as Windows Azure, is Microsoft's open 

distributed computing stage. It gives a scope of cloud administrations, including those for register, investigation, stockpiling and 

systems administration. Clients can pick and look over these administrations to create and scale new applications, or run existing 

applications, in the general population cloud.  

 

5.2 Dataset used for analysis 

 

Since adhaar card pictures are not accessible uninhibitedly on the web. So we have made around a database of 100 example 

adhaar card pictures physically to test. These pictures where gathered from assortment of sources. 

 

5.3 Space and Time consumption analysis 

 

The comparative analysis of space consumption among the algorithms is as given below. 

 

Table 1- Space consumption 

 Existing Proposed 

Space 1529700 1250148 

 1530500 1260138 

 1629700 1344155 

 1524599 1233455 
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Figure 2: Analysis for Space consumption reading 

 

The above space consumption reading clearly shows that the proposed approach has less space consumption as compared to 

traditional existing algorithm. The comparative analysis of running time among the algorithms is as given below. 

Table 2- Execution time 

 Existing Proposed 

Time 76 64 

 70 56 

 85 76 

 80 70 

 76 64 

The above execution time reading clearly indicates that approach proposed has less execution period in milliseconds as 

compared to the existing approach. 

 

 
 

Figure 3: Analysis for execution time 
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The graphical analysis is more explanatory as it shows that the reading is much higher in case of improved approach, therefore 

the most efficient one. In the X Coordinate-Axis the performance of algorithm is denoted and in Y-Axis the execution period in 

milliseconds is denoted. 

VI. CONCLUSION 
Developing techniques for efficiently searching data and files on cloud environment has gained a lot of momentum in recent 

years. With ever increasing need for maintaining large amount of data and due to limited local storage, the information privacy 

problem is paramount in cloud storage device, so the sensitive data is encrypted with the aid of the owner earlier than outsourcing 

onto the cloud. We began with the presentation of an essential plan that we contrasted with past encoded scan devices for 

distributed computing and demonstrated their wastefulness in a portable cloud setting. At that point we built up a productive 

usage to accomplish a scrambled hunt in a versatile cloud. We proposed a multi-watchword seek plan to perform encoded 

information look over portable cloud in future. As our OPE calculation is a basic one, another expansion is to locate a great 

calculation which won't hurt the proficiency. Likewise an enhanced adaptation of OPE calculation was additionally actualized. 

Trial results demonstrate that the proposed system performed better when contrasted with past strategy. In future an enhanced 

strategy can be executed which builds up an arrangement of strict protection necessities for such a safe cloud information usage 

framework. Among different multi-watchword semantics, this strategy picks the effective similitude proportion of coordinate 

matching  
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