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Abstract: Cryptographic experts have used various encryption as well as decryption techniques [1] in distinct approaches. From
the public network basically called as the internet [2], a huge amount of data has been retrieved that concern the credit card details,
personal information of purchasers that are kept in safe vaults, still by the means of masquerade, replay like man in the middle
attacks [3] the purchaser could be a severe victim of losing his/her particulars. End-to-End Encryption [4] could be a possible
solution of this. The introduction to e-commerce, its global retail is highlighted in this paper. The DDoS attack with its magnitude
(Gb/sec) from the year 2003-2020 is highlighted in this paper. A brief Review of the technical, non-technical attacks, e-commerce
workflow [5] and end-to-end encryption is illustrated in this paper. The proposed approach both block and detailed is illustrated in
this paper.

Index Terms - Electronic commerce, Security Approaches, End-to-End Encryption, Privacy, Vulnerabilities.

l. INTRODUCTION TO E-COMMERCE

E-commerce is basically the pursuit of trading online, primarily the internet. The open public network is beneficial for implementing
e-business practices. In the year 1979, online shopping was instigated by Michael Aldrich [6]. During the tenure of 4 decades [1979-
2019] e-commerce business has expanded a lot. Its global retail is increasing day by day, and by 2021 it is estimated that it could
reach 4878 billion US dollars. The Fig.1 depicts the global retail of e-commerce business from 2014 to 2021.

Fig.1. Global Sales in billion US dollars
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With the increase in e-commerce business, the parameter that scares the society is security threats [7]. In today’s world, the digital
fraud as well as e-crimes are increasing at a very fast rate. These e-crimes can be a great loss for the company as well as the customers.
The targets are technologies, people and processes. In order to attain the parameters of security, the requisite is to understand that
customer’s data is precious and should not be leaked at any cost as well as the services of security is necessary. As there are payment
information of the customers, the banking sector [8] is offered with an enormous opportunity to gain trust of the customers. A very
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popular attack that is a threat to e-commerce business is a Distributed Denial of Service attack [9] that has grown a lot in last 4 years
and will eradicate many businesses in the upcoming years. A projected illustration is depicted in Fig.2.

Fig.2. DDoS attack - Magnitude (Gb/Sec)

] /

= 2003 = 2006 =2010 =2014 =2016 = 2020

In today’s business of online shopping, the leading companies are Amazon, Flipkart, Snap deal and Myntra [10]. If we consider
online ordering of food, then the names of zomato, swiggy, uber eats emerges.

1. RESEARCH BACKGROUND

A Brief Review on the technical as well as the non-technical attacks that happened in e-commerce business.

Technical Attack — It is an attack in which there is a must requisite of a system as well as set of programs and no human factor is
involved [11]. A few examples of technical attacks are as follows:
o Denial of Service attack: It is an attack in which the assailant averts a legal user from accessing particular computer and
devices.
e  Virus Threats: They have the potential to multiply and needs a host, it’s similar to a biological concern. They can destroy
the files and other things [12].
e Trojan horse: They pretend to be genial but they are not! [13].
Non-Technical Attack- It is an attack in which tricks are used to deceit people so they may reveal private information or they may
do something that will damage the system’s security [14].
e Social Engineering: It is completely based on human interaction, and exploits people in disturbing the ordinary practices
of security [15].
e  Phishing: It is a corrupt attempt, to gain private information by pretending as an original organization [16].

The most attacked industry in 2018 is depicted in Fig.3.

Fig.3. Attacked Industry- E-Commerce #1 (2018)
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B. Brief Review on how the E-commerce industry works.

The way in which an offline store works, the online business works on the pretty same principles. The overall working of an e-
commerce could be branched in 3 simple procedures:
e Taking Orders: It is the initial step, in which a purchaser places the order through an online platform basically an e-
commerce website and the vendor makes a record of the same.
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e  Processing Order Data: It is the step after collecting order in which the order requirements are fulfilled. It is now ready for
the last step that is the delivery.

e  Shipping: The logistic department [17] plays a vital role in this case and all the delivery processes are performed.
The entire working of e-commerce is depicted in Fig.4.

Fig.4. E-Commerce Workflow Diagram
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C. Brief Review of End to End Encryption.

End-to-End Encryption or in short E2EE, is a mechanism that averts the unauthorized persons from retrieving raw facts and figures
when it is transmitting from a source to a destination. In this scenario, the raw facts and figures are encrypted at the site of the sender
and can be decrypted only at the site of the receiver [18]. Cryptography as well as public key encryption play a vital role in this.
Eavesdropping is not possible in this case [19]. To attain the aim of end to end encryption, Pre-shared secret commonly termed as
PGP [20] or DUKPT [21] are used. Negotiation can also be considerable in this case but with the help of an algorithm known as
Diffie Hellman key Exchange [22]. The brief review can be depicted in Fig.5.

Fig.5 End-to-End Encryption
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I1l. PROPOSED APPROACHES

The End-to-End Encryption can play an impressive role in enhancing the security of e-commerce websites. The purchaser, the
website (e-commerce platform), and the seller are the 3 components of e-commerce. The e-commerce platform places the
advertisement, the purchaser gives the money and buys the product whereas the seller sells the product and earns the money. At
every link, end to end encryption should be there so that no eavesdropping should be possible, and the e-commerce business can
run efficiently. It could be depicted in Fig.6.
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Fig.6 Block diagram with End-to-End Encryption
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The detailed approach could be explained as the customer at the starting point has two kinds of information that are customer order
information as well as payment information which has to be sent to the e-commerce platform for approval. At this stage, E2EE can
be implemented. After that the listing is done and the necessary information is sent to the seller. At this link also E2EE could be
implemented. After that the vendor, does all the necessary things and if he wants to contact or send some information to the purchaser,
at that moment of time E2EE can also be implemented.

This will not allow eavesdropper to access in between and the processed data can be kept securely. This E2EE will prevent the attacks
like masquerading, replay, man in the middle etc.

The E2EE could be implemented with various measures such as Digital Signatures [23], Firewalls, Biometrics (\Voice, Retinal and
Fingerprints), Digital Certificates and Network Operation Centers [24] for an upgrade in concern to the security of the e-commerce

business.
Some other parameters that could be implemented with E2EE in order for the betterment of e-commerce security are as follows:
e RSA algorithm acts as an alliance between the web browser and electronic commerce platforms. {It can be slow so apart
from this elliptical curve cryptography or Rabin cryptosystem can be used because they are fast and efficient} [25].
e The concern of the Application programming interface the two essential approaches are look up and update, in look up API
[26], hashed version of the Uniform resource Locator is missing, so the server is aware of the same. In concern to update
API, a local data base is required in which Secure Hash Algorithm -256 is used. {This should be corrected}.
o Web Cookies [27] should be used efficiently as it tracks the movements. This approach could be used in an ethical way,
otherwise from the hacker’s point of view it is useful in monitoring purposes as a passive attack [28].

The detailed approach could be depicted in Fig.7.

Fig.7 Detailed approach
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IV. CONCLUSION

V. In today’s world, an enormous amount of data is collected on a daily basis. So if large amount of data is present then security
will automatically play an important role. This paper highlights on the proposed approach of End-to-End encryption (E2EE), both
block and detailed for securing the e-commerce business to a greater extent. The number 1 attacked industry of 2018 was e-commerce
leaving behind the professional services, banks and social media [29]. The brief reviews of technical and non-technical attacks, e-
commerce workflow and end to end encryption is also highlighted in this paper. The global sales of e-commerce from the year 2014
to 2021 is also illustrated in this paper. Some other parameters that could be implemented with E2EE in order for the betterment of
e-commerce security are also highlighted in this paper.
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