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ABSTRACT

The process of jumbling up the contents of a secret message so as to secure it, is known as
cryptography, whereas the process of hiding the very existence of a secret message is known as
steganography. The term "steganography"” describes the method by which the contents of a secret
message are concealed inside some other medium, so as to avoid any kind of detection by an intruder. In
this paper, we have proposed two new approaches wherein both cryptography and steganography are
used to encrypt the data and also to conceal these encrypted contents in some other medium. In the first
method proposed, we have secured an image by converting it into an encrypted text using S-DES
algorithm and a secret key and then concealing this encrypted text in some other image, whereas
in the second method, we have secured an image directly by encrypting it usingS-DES algorithm and an
image key. The contents thus obtained are concealed inside another image so as to hide its very
existence. Both these techniques have been tested and it has been observed that they prevent the
possibilities of steganalysis also.
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I. INTRODUCTION

In this age of communication and networking, security has become a critical issue for
thriving networks. One of the necessary requirements to prevent the theft of data is to secure
the information. There are various techniques to secure the information, but the well known
and widely used are "cryptography" and “steganography". These two techniques are mostly
used and have multiple applications like securing personal files, corporate data, sending
confidential and mission critical e-mails etc. The word "cryptography" has been derived
form two Greek words "kryptos™ meaning "hidden™ and “graphein” meaning "to
write". So, cryptography can be defined as the study of converting the text message or
information from readable format into an unreadable format without wusing any secret
knowledge.

Cryptography intends to encrypt the actual message that is being sent. This message can
be encrypted or scrambled by using various mechanisms including mathematical techniques
and algorithms to jumble up the data into a non readable, incomprehensible format
rendering it un-accessible without any secret knowledge. The encrypted message produced
by cryptography can only be decoded or decrypted by a party that possesses the secret key. The
generalized cryptographic technique is as illustrated in figurel.

JETIR1905D41 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 306


http://www.jetir.org/

© 2019 JETIR May 2019, Volume 6, Issue 5 www.jetir.org (ISSN-2349-5162)

Shared
Key

T

Plainte:xt Encr}fptmn CIphEI‘tEX‘t Decrypnnn Flaintext
—  DEEE—— -
Algaorithm Algarithm
SecretKey Cryptosystem
Recipients
Fublic key Recipients
Frivate Key,
keyw-Pair Source
Serder - - Reainient
Encryption Decryption

ﬁ . ﬁ . ﬁ'
Flaintext -~ | Algarithm Ciphertext | Algorithm | Flaintest

PublicKey Cryptosystem

Steganography is defined as the art and science of writing hidden messages in such a way that
no one else, apart from the intended recepient knows the existence of the message. The word
"steganography" is basically of Greek origin, which means "hidden writing”. However in
hiding information, the meaning of steganography is hiding text or secret messages into
another media file such as image, text, sound or video. The word "steganography" is often
considered similar to -cryptography” and "watermarking”, whilst watermarking ensures
message integrity and cryptography scrambles the message, steganography hides it. It has
been observed that the goal of "cryptography™ and "steganography™ is the same, but the
way this goal is achieved, is different.

Cryptography encodes or encrypts the data or information so as to protect it from an
intruder, steganography on the other hand attempts to hide the existence of information or
data from the intruder. Combining these two techniques allows for a better private
communication. The theme of this research paper is based on the very concept of
combining these two terminologies. The basic terminologies used in the steganographic
system are: payload: the information which is to be concealed. Carrier file: the media where
the payload has to be hidden. Stego-Medium: The medium in which the information is hidden.
Redundant-bits: Pieces of information inside a file, which can be overwritten or altered
without damaging the file. Steganalysis: The process of detecting hidden information
stored inside a file. The generalized steganographic technique is as illustrated in figure 2.
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Fig. 2 Generalized steganographic technique.
1. PROPOSED ALGORITHMS

An image file for a computer can simply be regarded as a file having multiple colors
and different light intensities on different areas of the image. An image thus can be
represented as a collection of pixels stored in atabular fonn, generally in a matrix therefore
helps in processing the image easily. If we consider an image having "i" pixels in the
horizontal direction and "j" pixels in the vertical direction, then the total number of pixels in
the mage would be[i*j] and this value is also known as the size of the image. Further each
pixel value of an image to be stored, can be represented as a collection of bits. As far as grey
scale images are considered the number of bits required to represent a pixel is 8. The
reason being, in grey scale images the color intensity of a particular pixel will vary from
0 to 255 where the value "0" corresponds to black and the value "255" corresponds to white.
This means that the maximum value a pixel could have is 255 and therefore 8 bits are
required. Pixel of a grey scale image can be represented as shown in figure 3.
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Fig. 2 Generalized steganographlc technique.
I11. S-DES ALGORITHM

In this paper we have proposed two new approaches to secure/protect the have proposed
two new approaches to secure/protect the image being transferred, from the intruder. The
encryption technigue we have wused to encrypt the data is S-DES algorithm. This
algorithm takes as input, an eight bit block of plaintext and an encryption key which is 10
bits long and produces an eight bit ciphertext block as an output. S-DES algorithm
comprises of five different functions which takes 8- bit plaintext as an input and produces 8-
bit ciphertext as an output. These functions are: an initial pennutation function represented
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by (IP); a more complex function represented by (fK), involving both pennutations and
substitutions. These pennutations and substitutions depend solely on the input key; a fair &
simple pennutation function that shifts two parts of the input data; (fK) 1is used again
and finally the inverse pennutation function (IP -1) which inverses the initial pennutation.The
flow of S-DES algorithm is shown in figure 5 & 6.
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Fig. 3 Detailed S-DES Algorithm
The S-DES algorithm can be expressed as: -
Ciphertext = IP- (fKz(SW(fK1(IP(plaintext)))))
Kl = Pg(Shift(PIO(Key)))
K2 = Pg(Shift(Shift(P10(key))))
Plaintext = W \fK1(SW(fK2(IP(ciphertext))))) [7]

IV. IMPLEMENTATION & RESULTS
The two new techniques discussed above have been implemented using MATLAB. A. Results obtained with
technique 1Payload image to be encrypted. The pixels of this image have been encrypted using the S-DES
algorithm. The text obtained after encrypting the image has been printed. This text obtained is also known
as the cipher text. This cipher text thus can be sent along the channel to the receiving party. The cipher text
received by the receiving party is then subjected to decryption using the same secret key to obtain the
image. So these are the results obtained using these two approaches. In the first approach the image to be
encrypted is converted into a text file and then this text file can be sending either directly to the receiver or
can be hidden inside another image before being sent. Whereas in the second approach the image to be
encrypted is encrypted directly using S-DES algorithm. This encrypted data is then hidden inside another
image before being sent along the channel towards the receivers end.
IVV. CONCLUSION

In this paper we have proposed two new approaches for image steganography. Both these
approaches utilize the concept of combination of cryptography and steganography and have been
implemented using MATLAB. The results thus obtained provide a means by which secret information can
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be sent and received between two parties. Further these two approaches overcome the problem of
steganalysis.
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