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Abstract— Intrusion detection system (IDS) is the 

main defence which concurrence with firewalls 

and other security systems are implementing to 

detect the intrusions, attacks, and unauthorized 

misbehaviour. Misuse detection is the part of IDS 

which can be prevent and detect   from the 

security attacks or intrusions. This paper using 

fuzzy misuse detection approach to detect the 

attacks or intrusion and describe the various data 

mining and machine learning techniques. 
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I. INTRODUCTION 

Intrusion detection systems are important and 

critical components of the security system 

infrastructures to improve the security in the 

computer systems. IDSs can be defined into the 

network-based IDS(NIDS) and host-based 

IDS(HIDS) [1]. NIDS effort to defend the network 

from the different types of attacks or intrusions and 

HIDS intended to distinguish the abnormal patterns 

of the events in host [1-4].  

AN IDS, generally having three methods to 

detection the intrusion which are indicated as misuse 

detection, anomaly detection and hybrid method [5-

9].  Misuse detection methods distinguish the 

intrusion based on the pre-specified attack signature 

and patterns; anomaly detection IDS schema normal 

behaviour profiles should be defined [10-12]. Any 

difference in the profiles as intrusion and consider as 

new type of attack. Demerits of IDS can’t protect the 

hosts against the new type of attack.  

This paper presents such a survey and taxonomy 

of the fuzzy signature-based IDS. Fuzzy logic is the 

fuzzy set theory that was introduced in 1965 by Lotfi 

Zadeh. Fuzzy set is a characterizati of indefinite and 

unspecified information in mathematical. 

 

 
      Figure 1: Architecture of Network IDSs 

 

 

Fuzzy IDS using the fuzzy logic techniques such 

as fuzzy classification, fuzzy clustering, neuron 

fuzzy, ANFIS, fuzzy feature extraction and so on. 

Such techniques having ability to detect the 

malicious behaviour, intrusions at unsur data [16-18]. 

ANFIS fuzzy or neuron-fuzzy models that uses for 

leaning algorithm such as backpropagation, grid 

partition method, subtractive clustering and so on. 

Fuzzy clustering improves the IDS accuracy and 

performance by detect the misuse detection. Fuzzy 

clustering applies various clustering methods such as 

A-intuitionistic and K-mean clustering algorithm to 

produce the alerts with less false alter for new 

malware.[18-22] 

 

II. RESEARCH BACKGROUND  

Aa Shown in figure- 2, IDSs system using the 

learning methods in which they illustrate as 

supervised, semi-supervised and unsupervised 

learning [15]. IDS system based on supervised 

learning are more accurate and maybe inaccessible 

because of it hardly depend on the label dataset, 

unsupervised learning having high false positive 

alert rate and do not required label datasets.  Semi-

supervised learning using the features of both 

supervised and unsupervised leaning by using 

partially labels datasets. IDS monitoring the network, 

host or both [18]. Host-based ids do not need to any 

special hardware device and use host’s resource to 

detect the intrusion by monitoring the audit log, 

network event, and system call. Network IDS system 

analysis and sniff the traffic packet for detecting the 

anomalies and intrusion. NIDS need a special 

hardware and host, it monitoring the packets 
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crossing the network gateway and can’t defend and 

detect the attack from any other network [19-22]. 

 IDS can be grouped as active and passive 

approaches. it generates alert message and block the 

intruders. In other hand passive mode, the IDS logs 

happening, and network administrator or advise the 

security. In operation mode, IDS can group into 

online and offline. Online based-IDS monitoring the 

packet form network and detect the intrusion, 

performance depend upon the number of feature use 

to monitoring the packet. other hand in offline based-

IDS using logs files dataset to detect the intrusion 

[14-18]. 

In high proportions IDS dataset, using the feature 

selection or extraction to remove the redundant, 

irrelevant and noise features. figure -2, feature 

extraction can be classified as filter, wrapper based 

and embedded process. Filter based process target 

the native properties that measured by PCA, 

information gain, scanning  component  methods and 

so on. wrapper based method using the classifier 

output to measure the value of features and subset of 

features. 

DARPA dataset have been used in the IDS 

literature and having broad variety of intrusions 

pattern and signature in a military network 

environment [17=19]. It classified into TCPDUMP 

and BSM (Basic security model), in which 

TCPDUM dataset are collect on an imitated LAN 

and contain data packets, other hand BSM consists 

the logs files of execution of system calls. KDDCUP 

and NSL-KDD datasets are derived from the 

DARPA dataset by eliminating the unessential 

records.  KDDCUP data is created by manipulating   

the TCPDUM dataset, which is the part of DARPA 

dataset, with 38 numeric features. These features 

categories as host-based traffic features, basic 

features, time-based traffic features and content 

features. In which dataset consists the training 

dataset and test dataset, training dataset having 

4,940K data illustration of normal traffic with 24 

attacks. Test dataset having 311029 data illustration 

of normal traffic with 38 attacks. Often training 

dataset used 10-20% due to very large dataset. Figure 

-3 describe the percentage record of attacks in 

KDDCUP dataset.  As shown in figure- 3, Security 

attacks are divided into 4 categories: 

1. DoS (denial of service) 

2. R2L (Remote to local) 

3. U2R (User to Root) 

4. Probe attack 

 

 

 
   Figure-3:  Attacks percentage in the KDDCUP dataset 

 

NSL-KDD dataset is created by reducing the 

duplicate records in KDDCUP dataset and consists 

41 features of KDDCUP dataset.  
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              Figure -2:  IDSs properties  

 

 

http://www.jetir.org/


© 2019 JETIR May 2019, Volume 6, Issue 5                                                               www.jetir.org (ISSN-2349-5162) 

 

JETIR1905Y85 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 610 

 

 
                  Figure-4:  An ideal dataset property  

 

After selecting the dataset and evaluating the IDS 

solution on it. In testing stage outcome of an IDS can 

be divided into four classes. 

1. True negative: Normal traffic analysis as 

normal traffic. 

2. True positive: Attack or intrusion traffic 

analysis as attack or intrusion traffic. 

3. False negative: normal traffic analysis as 

attack or intrusion traffic. 

4. False positive: attack or intrusion traffic 

analysis as normal traffic. 

 

 

III. FUZZY APPROACHES TO IDS 

Numerous fuzzy approaches are classified in the 

IDS literature, such as ANFIZ fuzzy, neuro-fuzzy, 

fuzzy clustering, fuzzy feature selection and fuzzy 

classified. These fuzzy techniques and algorithms 

are used to detect the misuse detection. 

A. ANFIS OR NEURO-FUZZY APPROACH 

TOIDS 

ANFIS or neuro-fuzzy system intended to learn 

ANNs features with fuzzy logic. ANFIS using the 

backpropagation, least square approach to 

membership function parameters of tuning, 

subtractive clustering and grid partition. These 

algorithms using for learning.  In grid partition 

learning approach is best with few membership 

functions and input for system, in which grid 

partition method create rules according to 

membership function. Subtractive clustering is the 

fast algorithm to find the clustering centroids.  

 

 

 

     
          Figure-5:  Block diagram of IDS solution 

 

 

For feature extraction and train Using KDDCUP 

1999. ANNIS using the ABD hybrid artificial 

colony and aABC algorithm for train the dataset. it 

identified the malware using fuzzy logic and learn 

the fuzzy rules to detect the new malware. 

Improving the cluster convergence to create fuzzy 

rules to input data and increase the accuracy. 

 

K-mean clustering algorithm generating the tuning 

parameters subsets. These subsets using to train the 

various neuro-fuzzy models, SVM classifier 

identified the intrusion and handling the security 

attacks with high detection rate. Block diagram as 

shown in figure -5, provide the solution of misuse 

detection.  

 

 

 

B. FUZZY CLUSTERING APPROACH TO 

IDS  

Fuzzy clustering is best approach to detect the 

misuse detection in IDS, to improve accuracy and 

performance of IDS. A-intuitionistic FCM method 

using for clustering to detect the new malware.  

    

FC-ANN method using ANN model and fuzzy 

clustering to improve the detection rate with less 

false positive rate. ANN algorithm trained the model 

to improving the ability of learning. Fuzzy clustering 

method is use for generating the tuning subset with 

various parameters. Fuzzy aggregation method 

aggregating result of ANN models. 
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                Figure-6:  FC-ANN architecture  

 

 FCM is a semi-supervise solution based on the 

pairwise constrains. It is improving the detection rate 

with    ability of learning of system. FCM and KKN 

algorithm using to reconstruct feature vector and 

train classifier. It reduces the false positive rate. 

 

Active SVM learning and FCM clustering are 

hybrid semi-supervised learning approach as shown 

in figure 7. It is implementing on the NSLKDD IDS 

dataset. Approach tried to minimize the false 

positive and false negative rate by using two phase 

hybrid semi-supervised learning to detect the misuse 

and anomaly detection. In first phase, implement the 

FCM clustering algorithm for the abnormal and 

normal data. In second phase implement the 2 KNN 

classifier, First KNN classifier for misuse detection 

and tried to identify the false negative, other KNN 

classifier for abnormal detection and identified the 

false positive. finally, both KNN classifier identified 

the normal and attack traffic. 

 
               Figure-7:  clustering based  SVM 

 

 

C. FUZZY FEATURE SELECTION APPRACH 

TO IDS  

In Fuzzy feature selection author introduces the 

heuristic to identify the smallest set of network 

traffic features, sand using the classifier such as 

random forest, JRIP rules, decision tree and random 

tree. It identified the account hijacking, probing and 

DDoS attacks.   

 

D. FUZZY CLASSIFIER APPROACH TO IDS 

Fuzzy classifier approach is based on the semi-

supervised hybrid learning.  It is having the ability to 

identify the both external and internal malicious 

behaviours. To identifying the external malicious 

behaviour, implement the fuzzy GA (Genetic 

algorithm), and for internal malicious behaviour 

detection using the signature match approach. 

IDS using GA, clustering and ANN algorithms in 

order to improving the accurately detect the intrusion. 

Genetic fuzzy   model is the efficient approach for 

feature selection and minimized the irrelevant 

features.it is using multi-gene genetic algorithms, 

Naïve Bayes classifier and NSL-KDD dataset. 

 

 

 

IV. CONCLUSION  

misuse and anomaly detection are the part of 

intrusion detection paradigm and detect the attacks 

or intrusions by applying the signature matching 

approach. For improving the accuracy and 

performance of IDS, integrated   the fuzzy approach 

to detect the misuse or anomaly detection. Fuzzy 

approach using various algorithm and techniques, 

they define as fuzzy logic, fuzzy clustering, fuzzy 

feature selection, fuzzy classifier and so on. 

Motivation of this paper is to represent the 

comprehensively survey and taxonomy of fuzzy 

based misuse and anomaly detection IDS. It 

maximized the normal packets is correctly identify 

as normal packets and intrusion packets is correctly 

identify as intrusion packets or minimized the 

normal packets is identify as intrusion packets and 

intrusion packets is identify as normal packets. 

Utilize the fuzzy approach and summarized the 

features and focus the contribution of fuzzy 

techniques to control the intrusion and attacks in IDS.  
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