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Abstract : Authentication plays a vital role in providing security to the online banking system. At present, many banks are using
a combination of username and password to authenticate and verify users. Thus, memorizing such usernames and password
becomes a difficult task.Now a day’s many people are doing on-line financial transactions. This transaction or records needs to be
safe and secure. Now a days there are numbers of attacks present. Phishing is one type of attack. For detecting this attack,
numerous anti-phishing mechanisms are used. In addition to this, legacy authentication methods have failed many times and they
are less efficient against wide range of users, networks and authentication server attacks. As per the data breach records, the
attackers have used the high-tech techniques to steal users credentials which is a serious threat. In this paper, we propose an
effective and practical user authentication scheme using a personal device that uses various cryptographic primitives such as
encryption, digital signature, and hashing. These techniques make use of different ubiquitous computing and intelligent portable
and wearable devices. This technique will enable user to use a secure authentication protocol .Our proposed technique does not
require an authentication server to maintain static username and password tables for identifying legitimate users. Also, this
technique can secure the user against password attacks as well as it can fight against replay attacks, shoulder surfing attacks,
phishing attacks, and data breaches.
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. INTRODUCTION

Now a days authentication plays a very critical role in Securing any financial systems like banking .Banks a having a long relied
of the depth on the username and password that combos to verifying the users .the users choose the static usernames which they
are used for long time also they are uses the same username or user id and password for purpose like any website or any system.
Malicious directors yet insiders, who have get entry to after username then password tables, can leverage the information to get
entry to ignoble services or websites. Malicious insiders may want to also benefit from promoting this sensitive information on
the dark net the usage of untraceable charge systems such as Bit coin[11] and Zero coin[10] .Furthermore, that action should
allow a phisher in conformity with utilize users’ credentials about extra than some internet site .[6] Phishing is a kind about
conventional engineering assault within as a malicious user, also regarded so a phisher , tries fraudulently to acquire legitimate
users’ credentials by way of masquerading as like a trustworthy entity yet public organization. The proposed diagram presents
protection against deep password-related attacks such namely shoulder-surfing attacks yet direct statement attacks [1].The patron
is nowadays averted from using certain usernames or passwords to that amount may keep recognized via the use of torrid
imaging, or through identifying the persecuted keys using a mechanical surge analysis .Issues such so using the client’s birthday
as much the password, the use of the identical password everywhere, or forgetting the password are avoided on the grounds that
we be counted over a employ on main username and password so is unique because of each login session. There is no hesitation
up to expectation at that place is a greater refined chance now a user chooses the identical username yet password because of
quite a few servers. Some services and situation companies might now not stand as sincere as like others; a server manager then
internal servant with excessive privileges do access the username then password file for consideration or potentially achieve get
entry to according to user’s accounts about other servers. Using the proposed design, the client’s gadget perform in fact generate a
specific put in regarding username and password every age the patron tries to authenticate. Using a set username then password
combo additionally suffers from the shoulder-surfing attack, which is oftentimes used to harvest touchy information, certain as the
password .On the client side, a client updates its one-time username and its meeting key because of each authentication request.
Also, the ticket expires below it has been used yet below a very short period of time. Time stamping alongside including the User
Login List ULL provides an positive road of stopping a report attack. Notice up to expectation the server generates a
substantiation articles that is valid for a altogether brief epoch (e.g. 5 minutes), which is used only as soon as in accordance with
confirm the client’s identity. Thus we claim that the server can withstand the answer attacks.

1.1 Problem Statement

The current work reflects on problem statement as:
“Secure and Practical authentication schema using personal devices”

e In existing system ,obeys that the One-Time Pad property for session key and verification code there is no need to require an
authentication server to maintain static password tables for identifying and verifying the legitimacy of login user it all having
to one channel .

e Inour proposed schema a different channel used to send verification code | used to send verification code via SMS. This
will help to solve recording attack where hacker is going to record each and every message between Client and Server. So
here even if Hacker knows OTU (one time username), he will never know Verification code.

e Traditional authentication schemes such as the username/password combo pose a serious threat to the online banking
services, financial systems, and their users.

e Memorizing usernames and passwords for a lot of accounts becomes a cumbersome and inefficient task.
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1.2 AIM OF THE PROJECT

e The goal is to create a unique username and password set for each session such that various security vulnerabilities in
conventional, static username and password systems can be tackled.

o Need to design and implement a novel scheme that integrates encryption and signature without requiring users to memorize
usernames and passwords.

e Proposing a one-time username authentication coupled with a secure verification code for each login session and also sending
massage on Smartphone.

1.3 OBJECTIVE OF THE PROJECT

o We analyze the right concerning the proposed authentication scheme then exhibit its efficiency and feasibility. In particular,
we analyze the security about the added authentication scheme beside one of a kind angles: phishing attacks, password-
related attacks, shoulder-surfing attacks, replay attacks, etc.

e We exhibit how many our layout obeys the One-Time Pad (OTP) property because of the assembly key yet substantiation
code, which increases the security over authentication. We evaluate the overall performance over the proposed authentication
scheme of phrases regarding communication/computation overhead.

e To overcome the complex understanding of static username and password use of unique username for each session with
verification code.

Il. LITERATURE SURVEY

Today’s Internet services rely heavily on text-based passwords for user verification. The pervasiveness of these services coupled
with the problematic of remembering large numbers of secure passwords tempts users to reuse passwords at different sites.

The Tangled Web of Password Reuse ,In this paper, we investigate for the first time how an attacker can leverage a known
password from one site to more freely guess that user’s password at other sites. We study several hundred thousand leaked
passwords from eleven web sites and conduct a user survey on password reuse; we estimate that 43- 51% of users reuse the same
password across multiple sites. We further recognized a few simple tricks users often employ to transform a basic password
between sites which can be used by an attacker to make password guessing Vvastly easier. We create the first cross-site password-
guessing algorithm, that is able to approximate 30% of transformed passwords within 100 attempts compared to just 14% for a
widespread password-guessing algorithm without. Authenticating ethnical customers involving computing structures ,particularly
concerning the Internet .Password security has give up above a solution research hobby due in accordance including the
pervasiveness regarding cutting-edge internet capabilities yet there’s an increasing quantity about essential nature. Passwords
structure the foundation of security insurance because of a vast spectrum regarding online services, defending users’ pecuniary
transactions, fitness records and nonpublic communications, as properly corporate, governance grid, and military networks.
Security can stay undermined postulate passwords convenient according in conformity with wager then lookup has constantly
shown according to up to expectation aggregate customers have a tendency into pursuance about choose easy passwords an awful
lot are effortless. To warranty this, on line purposes often bring about makes usage regarding concerning password regime
insurance plan policies(e.g. ,“the password bear in accordance with comprise a blend on letters then password meters in
conformity with help customers understand the government regarding theirs passwords. Studies preserve shown as password
composition insurance policies along with password meters (or verbal notifications) characteristic assist users between
accordance on choose abroad extra suitable passwords. Beyond assaults exploiting real password reuse, so much is an commence
question agreement an attacker utter uses talents concerning user’s password concerning the equalize purchaser at incomplete
other site[3].In it work, we discipline this question. We take a look at numerous leaked password information put in in accordance
with metering reuse all through Internet websites but discover reuse about passwords is repeatedly subdued through capacity
about the actuality so specific websites bear exclusive complexity policies. However, we additionally locate up to expectation
customers repeatedly uses easy recommendations within conformity concerning employment around these brilliant policies, due
in accordance with instance make younger edits among imitation including a common passphrase (e.g., inclusive of a length 1 in
imitation including the relinquish above regarding a password again at lousy site).We stumble on volume customers normally
absolutely tiny be given regarding effortless act into accordance together with attain it edits which perform highly beautify an
attacker’s ability after wager passwords at mean sites. For example, we had been able in conformity with bet 30% on non-
identical leaked password pairs within one hundred tries whilst current password cracking libraries (like John the Ripper) had
been in a position afterward blow on 14% concerning the passwords. Beyond assaults exploiting exact password reuse, such is an
begin question condition an attacker perform uses talents over a user’s password at one website on line below greater barring[3],
problems wager a unique password select by the usage of the same consumer at some ignoble site. In so much work, we
learning it question. We observe a quantity concerning leaked password records units in conformity with pardon password reuse
all through Internet internet sites since find that exact reuse touching passwords is quickly broken through the usage of the truth
S0 unique web sites keep unique complexity policies. However, we additionally discover namely customers oft makes utilizes
over simple tricks afterward work round this one-of-a-kind policies, due to the fact concerning instance assignment tiny edits
according to a frequent passphrase (e.g., together with a broad variety 1 in conformity together with the quit regarding a password
back at anybody lousy site). We discover so customers usually usage a altogether small eke out in regarding simple regulations
into consequence with accomplish that edits as do extremely improve an attacker’s functionality into pursuance with bet
passwords at paltry sites.
Securing Password in Static Password-based Authentication, Authentication is the process of verifying credentials provided by a
user against stored ones to ensure that the claimer is who s/he says they are [1]. Securing consumer’s input is vital to protect the
privacy of a consumer’s credentials and to deny any illegal use as result of theft or leakage. Password-based authentication is a
normally used form of authentication and it is the most susceptible type to different kind of attacks. Protecting password using
software and hardware measures will enhance the safety of authentication and mitigate attacks. Many researchers have been
conducted in this field and yet the number of successful attacks is in the rise. In this review paper, previous researches will be
examined, various kinds of attacks will be analyzed, results will be compared and loopholes/ drawbacks will be discussed. One-
Time password (OTP) is viewed after continue to be the strongest authentication approach of distinction between consequence
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with ignoble password primarily based methods. Liu, Huiyi, since Yuegong Zhang, proposed a young two-factor authentication
blueprint based involving the OTP. The blueprint gives excessive security, mangy computational value the use of mutual
authentication. longevity The proposed sketch extended longevity the key/s authentication with an countless propulsion hash
chain, or chronic yoke oneway reduce reasons area assured feature usedfor information encryption yet the lousy for increasing the
interior shear chain[5]. A loosely range generated via the server and is entered among the OTP factor into consequence with attain
the OTP any the user wish aeroplane within pursuance concerning the server.The trouble along OTP so much it can also preserve
naked in accordance with special attacks afterwards as is prone in conformity together with Man among the Middle MITM attack.
When securing passwords in motion, one regarding the substantially chronic and relied atop authentication protocol is the Secure
Socket Layer (SSL) then has been developed through the Netscape Communications. durability The SSL is aged in accordance
after enable encryption between system according to compactly besieged communications of client’s browser yet a server.

A Security and Efficiency Authentication Scheme Based on Human-Memorable Password, From the view point of users, security
and efficiency are two main factors for any authentication scheme. It’s particularly important in multi-server architecture
authentication protocol, because users can login many servers with only one password and one identity. In practical cases,users
usually choose the password that can be remembered easily (human-memorable), which has low entropy and can be guessed out
in short time. In 2010, Shao-Chin proposed a multi-server authentication protocol which was based on dynamic identity. We find
that their scheme could not resist password guessing attack, user impersonation attack and do not have anonymity. For these
concerns, we propose a multi server authentication scheme based on two-factor, which can raise efficiency of communication and
calculation by reducing unnecessary steps of keys exchange. In addition, the scheme has higher security which makes up for
above-referred security flaws. As an essential cryptographic mechanism to guarantee secure communications of the insecure
people network, authentication plan has been well-acquainted widely[6]. In 1981,Lamport forward proposed a password-based
authentication scheme , to bear with remote person access. From since on, a lot about papers as regards authentication plan had
been published. A huge foot in the direction of extra environment friendly yet secure solutions used to be to that amount no
password table is required in accordance with keep into a system because of verifying the legitimateness over the login customers
. Sun similarly proposed a revised version after significantly reduce the verbal exchange or computation prices . In order in
conformity with act together with 1D-theft problems, Das proposed a dynamic ID-based remote user authentication schedule using
smart cards . The revised model over Das’s plan is provided via Chien-Chen in accordance with overcome the weakness of the
protection of user’s anonymity . Besides the protection of user privacy against outdoor attacks, Kim et al.’s effort is to guarantee
person privacy in opposition to a faraway server and further provide traceable anonymity authentication . But among practical
cases, customers constantly pick out the identities and passwords as can stand memorized easily. Human memorable password
elected by means of the user is a type about strings that human execute remember. Liao-Wang proposed a impenetrable potential
ID based remote consumer authentication design because multi-server environment the use of one-way shear . They claimed that
their scheme used to be intended to provide mutual authentication, two-factor security, or withstand answer attack, server
spoofing attack, insider yet hidden verifier attack, advanced depth and user anonymity. However in 2009, Hsiang-Shih indicated
that Liao-Wang's schedule was prone in conformity with spoofing attack and camouflage attack then failed after furnish mutual
authentication . To treatment it flaws, Hsiang-Shih proposed an enhancement upstairs Liao-Wang's scheme with more security.
Shao-Chin eager outdoors the flaws of Hsiang-Shin agreement, and since proposed a multi-server authentication protocol based
about strong identification , they claimed as the settlement could provide mutual authentication, then resistance to various attacks.
But in 2012, Wang yet Ma et al. discovered that that could now not face up to the offline password guessing attacks, user
impersonation attack, and achieve person anonymity . In fact, Liao-Wang’s scheme, Hsiang-Shih’s blueprint and Shao-Chin’s
plan can’t resist the offline password deciding attacks. To unravel the troubles observed above, we proposed a multi-sever
authentication protocol primarily based on two-factor (smart card, password), then analyzed the protocol of formal security yet
quantitative performance, afterward we in contrast our scheme together with sordid related schemes.

Hash chain based Strong Password Authentication Scheme ,The main intention of this paper is to compile a framework for the
assessment of hash based password authentication schemes. We started a review of Highly Secured password authentication
schemes and propose a suitable new hash chain based strong password authentication scheme that can fulfill highest viable level
of desired criteria according to the framework. Password-based authentication schemes have been vastly deployed to verify the
legitimacy of remote users. Strong Password-based authentication is one of the simplest and the most handy authentication
mechanisms over insecure networks. Hash based strong password authentication schemes are based on one-way functions having
a challenge-response technique and are preferred in most of the scenarios because of its better usability, scalability and reliability
qualities with low communication and computational cost . The most preferred method for using hash based authentication is Lam
port ’s hash chain based method introduced in 1981. One-way features do put off the trouble of steal in but nevertheless like are
pair foremost vulnerabilities in accordance with Kill. First, eaves dropping regarding the block and second, selecting an easily
guessed password[6]. According to Lamport’s proposed hash chain method over troubles are eliminated. However, excessive
hash over head then password resetting problems were the foremost limitations on Lamport’s method. A. Shimizu has proposed
authentication schemes called CINON then PERM because of e-mail forwarding, respectively. The excessive ax perfunctory
problem was reduced and the password resetting problem was once solved. The PERM protocol has also solved the lamely
number memorization problem triggered by means of the CINON method. Shimizu have proposed a new scheme called SAS
(Simple or Secure Password Authentication Protocol), among who the authors shrewd out that a form on MITM assault do be
successful in each CINON and PERM. They have claimed that SAS eradicated it kinds of attacks or has reduced storage then
technology requirements and decreased transmission overhead. Lin, sun and Hwang among , hold confirmed up to expectation
SAS is still vulnerable after SV attack, replay assault then DoS attack. In replacement in conformity with SAS, he have similarly
proposed a modern scheme called OSPA (Optimal Strong Password Authentication) But this protocol is demonstrated to keep still
vulnerable according to SV assault then impersonation attack . An superior OSPA protocol named E-OSPA is proposed by
means of Hwang, however has other determined in conformity with be vulnerable after DoS assault yet replay assault . After
wards, Chen then Jan proposed ROSI (Robust yet Simple Authentication Protocol) protocol but used to be last located in
conformity with be vulnerable to SV attack yet DoS attack . W.C. Ku has proposed a greater invulnerable hash based password
authentication design except the usage of smart card. Author has claimed so much the major obstacles regarding the previously
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proposed intensive password authentication schemes are commonly due to the fact on twins unsolved problems. First, if the
adversary has black the verifier than he/she can impersonate the official person then secondly, the fairness concerning next
verifier being transmitted of both events has no longer been well protected. So here after,more modern protocol to remedy these
flaws however timestamp used to be used as a substitute concerning the smart card. Kim and Koc hold established SV attack, DoS
attack, answer attack yet impersonation attack on this schema. They have considered their attack by way of assuming that by
partial means she have bought the verifier then are able after block the communication. The attacker may in modern times
successfully generate messages yet can authenticate in accordance with the server using replay assault and consumer
impersonation attack.SPAPA (Strong Password Authentication Protocol with User Anonymity) protocol has been proposed by
Mangipudi and Katti . This protocol is dead simple and contains only shear capabilities yet XOR operations. The authors have
claimed that it protocol is tightly closed in opposition to guessing attacks, SV assault or DoS attack. Mitchell and Lynn bear
verified MITM attack, SV assault and replay attack, or showed synchronization problem of SPAPA. Weragama then Sandirigama
bear proven safety weaknesses of SPAPA protocol and proposed a latter version of SAS protocol named SAS-3 . Afterwards,
Tsai, Lee then Hwang then I-En Liao et all hold described dreams to be performed then assaults in conformity with be resisted via
an ideal password authentication scheme. They compared beforehand proposed protocols towards dreams and security
requirements, Sood, Sarje yet Singh have proven assessment among distinct types over schemes according in conformity with
desires or attacks..

11l. RESEARCH METHDOLOGY

Our Methodology is to generate OTU, one time password for each and every login period and its session. So that the same
username can’t be used again for next session .Our approach is to introduce one-time usernames utilizing user’s smart devices and
cryptographic primitives such as encryption, digital signature, and hashing. | identify the Correctness, Security and verification
goals that the protocol should satisfy.Elliptic curve cryptography will be used for encryption and decryption of OTU and
verification code. TheECDSA-256 algorithm with key size of 256-bit andSHA-256 hash function is used to sign the ticket by the
registered device, and ECIES-256 with key size of 256-bit is use to encrypt the request by the registered device.The registered
device holds its public key el and private key d1, which is constructed based on the ECDSA-256 cryptosystem. In this work,
ECDSA-256 is utilized to sign and verify the login tickets. We utilize the AES cryptosystem is used to ensure the security of the
verification code .The server generates its public key e2 and private key d2 based on the ECIES-256 cryptosystem, which is used
to guarantee the confidentiality.

3.1SYSTEM MODEL

e  Our system model over of two major entities: client and server. The client side includes the registered devices and the
user’s terminal. The below Figure 3.1.System model shows the system architecture which shows the way of our
proposed system the client and server using the registered devices and user terminals

e  Registered devices: A registered device is a clever personal gadget such as like smart watch or a smart phone, and it is
able to perform cryptographic operations. Each user needs to register a device with the server in order to get the server’s
services. A legitimate client should be able to get services from the server without providing a static username and
password. In this paper, we assume that the client has already registered a smart device with the server.

6. Verification Code

‘ ] 4. Ticket Verification
1. Request Ticket
—.. .
3. Show Ticket Authentication Server
N 2. Send Signed and Encrypted Ticket

| —
5. Login Using the One Time Username I I I I
E 7. User Enters the Received Verification Code L — i
‘ 8. Verified Yes / NO

Q)

Host Security Moduel

vvYy

Client Side Server Side

Figure 3.1.System model

User’s terminal: A user’s terminal is an electronic device such as a laptop or a desktop and it is utilized to log into the server to
view or perform transactions.

Server: The server belongs to an entity such as a bank,and it is connected with a hardware security module HSM that safeguards
the private key and provides crypto processing.The server distributes its public key and verification code to the clients and
provides services.
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Threat Model

we expect the semi-honest model , between who the server and the consumers correctly follow the protocol specification but both
try in imitation of examine as a good deal records as possible. Note to that amount this adversarial model does not involve a
powerful attacker who can control the device and access the personal key - we leave this consideration in our future research.

Design Goals
In this section, we identify the according goals that the protocol should satisfy.

Correctness: If both the client and server observe the protocol honestly, the consumer and server perform obtain a correct
authentication result.

Security: The protocol may protect the privateness on the client’s data. On certain hand, given the encrypted message ,the attacker
cannot find the client’s original input data. On the other hand, the correct result is also hidden from an attacker.

Verification: The client’s information and approval articles have to keep correctly proven by using the server. we present our
authentication protocol. This protocol consists above four algorithms: Algorithm 1 gives the tiny print associated in conformity
with how much according in imitation of sign or encrypt the coupon information; Algorithm 2 describes the decryption or
ascertainment on the billet information; permanency Algorithm 3 is ancient through means regarding the server in accordance to
confirm the individual based related to the obtained ticket; below Algorithm IV is impatient by means of the person to decrypt the
proving code.

Before establishing the protocol, a patron hold in conformity with specify joining parameters: the supremacy of the ticket ACL
(e.g. languid mode), and the label validity period TV P (e.g. 5 minutes). The correlative steps construct the perfect protocol for
soliciting for a stamp after verifying a patron thru the server.

3.1 Algorithm Details:
Algorithms
Input: Ticket
Output: Login
Steps:
User Registration
Request for ticket
Client send encrypted ticket
Server show ticket
Server verify ticket
Server send one time username to user
Login using one time username
User enters the verification code
Server verify the code
Stop
Project consists of four algorithms:
Algorithm 1
provides the details regarding how to sign and encrypt the ticket information;
Algorithm 2
describes the decryption and verification of the ticket information;
Algorithm 3
used by the server to verify the user based on the received ticket;
Algorithm 4
employed by the user to decrypt the verification code.
The SHA (Secure Hash Algorithm) is one of a number of cryptographic hash functions.The consequent steps construct the perfect
protocol because inquiring for a ticket then verifying a consumer via the server.
Step first, The registered machine generates a stamp M along the accordant information: a randomly generated one-time username
OTU, a randomly generated assembly authorization k, a timestamp T, the required authority ACL, and the unique ticket validity
period T VVP:
M= OTU |k||TV P|ITJJACL ....(1)
Step second, The registered gadget symptoms the login label the use of its non-public key d1 in conformity with get the signature
then after encrypts
the login coupon the use of the server’s people resolution e2:
= H(M) d1 (2)
C=Ee2 (OUT|k || TV P|T||ACL || ) ...(3)
Algorithm 1: Sign or Encrypt
The registered machine generates the ticket M:
M = OUT]|k||TV P||T||ACL.
The registered system signs and symptoms H(M) the usage of the ECDSA
signature: = H(M)d1
The registered system encrypts M alongside with the signature
:C=Ee2(M]|)
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The registered gadget sends C to the server.
Step third, The registered gadget sends the encrypted ticket to the server using the GSM community or the Internet. This message
acts namely a invulnerable notification because of the server as the consumer is willing according to login inside a little minutes.
Once the encrypted label is received, the server decrypts the ticket the usage of its non-public solution d2 after get the stamp
information
{OTU,k, TV P; T;ACL or Signature }:
M=Dadz2 (C).... (4)
Algorithm 2: Decrypt yet Verify
The server receives or decrypts C to be brought M using equation (4), as consists of
{OTU; k; TV P; T;ACL,; }.

The server verifies the supreme being :

el ?=H(OTU ||k|| TV P|| kK T || ACL).
If such is passed, the server waits for the consumer after login; otherwise, the pray is discarded.
Step four ,The server shops all the label facts and logs it within his consumer login listing ULL,; the server additionally verifies
the signature the usage of the registered device’s masses accomplishment el:

el ?=H(OTU |k|| TV P ||k JACL) (5)
If (5) is established, the character is valid; otherwise, the server discards the ticket.
Algorithm 3: Server Verification
The server receives an OTU or checks whether or not this OTU has a valid, associated ticket.
The server generates V C.
That VC sends by message to the user.
The server sends that V¢ in imitation of the user.
Step five, The consumer login in imitation of the server using OTU within the label validity length TV P.
Step six, The server randomly generates a corroboration code V C, and after encrypts it the usage of the club answer k. The server
sends the verification to the registered device.
Step Seven -The person enters the substantiation articles at the server, and then the server verifies the entered approval articles
and authorizes the user based of the ticket permit ACL.
A cryptographic hash is like a signature for a text or a data file. SHA-256 algorithm generates an almost-unique, fixed size 256-
bit (32-byte) hash. Hash is a one way function — it cannot be decrypted back. This makes it suitable for password validation,
challenge hash authentication, anti-tamper, digital signatures. SHA-256 is one of the successor hash functions to SHA-1, and is
one of the strongest hash functions available.
Elliptic curve cryptography will be used for encryption and decryption of OTU and verification code. TheECDSA-256 algorithm
with key size of 256-bit andSHA-256 hash function is used to sign the ticket by the registered device, and ECIES-256 with key
size of 256-bit is use to encrypt the request by the registered device.
Web based totally GUI:
Server desire be web primarily based application and this module choice keep responsible in accordance with take inputs out of
admin. The gui raised of HTML yet Java-script Our server input wish stay instituted through this GUI where helpful validations
are supported.
Database Manager:
This module will help in conformity with cope with all database related activity. All the SQL queries desire stay instituted
greatness within this module. A database attachment poll regulation pleasure keep present after avoid oft beginning and end
database connection. The JDBC leader manager ensures so much the right pilot is back after get right of entry to each facts
source. The driver manager is capable on aiding multiple concurrent drivers connected in imitation of multiple heterogeneous
databases.
System Configuration:
The aspect manager who desire keep hold IP address over the whole customer wish remain singleton within nature. The singleton
pattern is a diagram pattern so restricts the instantiation regarding a type in imitation of some object. This is useful so precisely
some destination is needed according to coordinate movements throughout the system.
3.2 Android Activity-
Activities into the regulation are managed as an pastime stack. When a modern activity is started, that is placed over the top of the
peck and will become the going for walks endeavor -- the previous undertaking usually stays beneath such in the stack, and desire
now not take place after the foreground again till the new undertaking exits. If an activity among the foreground concerning the
modesty (at the pinnacle of the stack), such is active yet running. If an endeavor has misplaced center of attention but is
nevertheless seen (that is, a latter non-full-sized and transparent pastime has focus over pinnacle over our activity), it is paused. A
paused recreation is definitely living (it keeps all administration yet part records then stays fond in conformity with the oxeye
manager), but perform stand wounded by means of the law into excessive paltry memory situations.
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Figure 3.2 Android activity flow

The above Figure 3.2 shows the flow of android activity If an exercise is completely obscured through some other activity, that is
stopped. It still retains whole state then member information, however, that is no longer visible in accordance with the user then
its window is black and it pleasure frequently lie defeated with the aid of the regulation now attention is needed elsewhere.

IV. RESULTS AND DISCUSSION
4.1 User Login: In this module ,any of the above mentioned people has to login, they should login by giving their user
name and password which we see in Figure 4.1 Login page. First we need to login which is given by msg through admin
registration. After that user need to Create a Ticket for our account Login for each session.
ooz .- N2 Ar 01k B 3030 nm

SecwedAuthenticataonC ient ; : -
SecureAuthenticationCient

Secure Authenticestcn

Secure authentication

B | <HinEme

Login Successiully Dore

Figure 4.1 login page and Create Ticket

JETIR1906X76 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 306


http://www.jetir.org/

© 2019 JETIR June 2019, Volume 6, Issue 6 www.jetir.org (ISSN-2349-5162)

4.2 Create Ticket :Figure 4.2 Create ticket window we can see in that. After User has a successfully login they need to create a
ticket for each session that generates a new One Time Username (OTU) which we see in the below Figure 3.11.Created OTU
that we can used only once for login if we use the same OTU for the next session login then login gets failed.For each session
user need to create a new OTU need to login within a validity period .

b = - HIYR 1T .l 97% M 310 pm

SecureAuthenticationClient

Sccurc Authecnbication

One Time Username: pgoudl2an

Required Parmission: Read

Validity Time in Min: 10

" Figure 4.2.Created OTU

T NPT S g 6D

SecureAuthenticationClient
SecursAuthenticationClient

S

SECUREAUTH

Secure Authenticathion

Reauiiierd Permissian Read
Read R Write

velivily Por od in miri:

Figure 4.3. Access Permissions Lists
The above Figure 4.3.shows Access Permissions which are the Ticket Validity Period and Required Permission is defined by the
user when he creates a Ticket.
4.3 Admin Login: The Manager is the admin which is responsible to registration and also user revocation the admin login and
bank server page is shown in below Figure 4.4 Welocme Bankserver and Figure 4.5.admin Login.
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@ BankServer 23‘ =8

] § ‘http://lotaIhnst:BOSU/BankSeNerManagement/ v‘ ] I

bankser\/er HOME  ADMINLOGIN  USER LOGIN

Welcome to BankServer

L COPYRIBHT (6) 2019 BANKSERVER CON. ALLRIGHTS RESERVED.

Figure 4.4 Welocme Bankserver
4.4 Registration: In this module a user need to register first ,and only then user has access their account.so first they need to

login which is created by the admin user he send the user name and password to the user . The below Figure 4.6 User Registration
shows the details of registration page after login user needs to Create a Ticket to access the account details or to do the transaction

E Java EE - hitp:/flocalhost:8080/BankServerManagement/ - Eclipse = X
File Edit Navigate Search Project Run MWindow Help
S 8 R PIENED 2| SRE -0 Q- B G- ®C A~ @RI ~5 D IE.’H?JwaEE
& | @ loginform 27 | =5 ls
Bl o & [ hetpifocalt M login.jsp Mie -
s =
AL
bankserver HOME  ADMINLOGIN  USER LOGIN ¥
f\j
; s e
Login Form
- COPYRIGHT (C) 2019 BANKSERVER COM. ALL RIGHTS RESERVED.
v
p » f— » 259PM
H O Type here to search t = SN e B

Figure 4.5 admin Login

Admin register a user by using their login he can add a user to the bank server the below Figure 4.6 shows user registration done
by admin.
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E Java EE - https/flocalhost:8080/BankServerianagement/ - Eclipse - X

Ele Edit Novigate Search Project Run Window Help

B-H@e NP UERSD SR 0 R GG B A ORI H e v vick s || 5 |8

5| @ registerform 1 | =& &

Beoome [ Wttp:/focal O/BankServerhd r . e [

bankserver HOME REGISTERUSER VIEWUSER LOGOUT al b

4]
“"3
=]

Registration Form

FirstName
LastName

Gender Femals v

Emailld  |bmund154@gmail.com
MobileNo (9975320877

Nodhar [ogates |

Mo 659632168

focount [Cunent v
Current v

Type

N FTT

] - — »
H O Type here to search i y = Desktop

Figure 4.6 User Registration
Number of users which are added to the bank server that information can check by the admin which shows in Figure 4.7 user
view
4.5 User details : When user gets the OTU that is one time username he enter that username within a time validity period which
he enters when he creats a ticket to the login the below Figure 4.8 shows welcome user that login is successful by user within a
validity period .

18] Java EE - http://lo - Eclipse - X
File Edit Navigate Search Project Run Window Help

SrEHEe NP OB S | SRE 0 R B O OB A DR E D [Guickpecess || 5 |58 ot

& | @ Inserttitle here &2 = o

Bl & & | httpi/flocalh iewlser.jsp V| B 2

= =]

AL

L]

’[\_;]

=]

HOME REGISTERUSER VIEWUSER LOGOUT

User View Table

R LS N GENDER EMAILID MOBILENO Vi ACCOUNT  ACCOUNT  BALANCE ~ AADHARNUMBER  DELETE
shruti munde | Female | shrutit23@gmailcom | 95545541878 | Unknown Saving 1552603451 | 1000 322564878784787 | Delete
supriya jivne Female . supriya3423@gmail.com ‘ 9423358537 Unknown Saving 1552603452 | 1000 2325548944165232 Delete
shubham | munde | Male shubib123@gmailcom | 9370210858 | 352980109321551 | Current 1552603454 | 1400 12158897521878413 | Delete
whina | sayyad | Female | ruhinaS326@gmailcom | 7588057022 | 352980108321551 | Current 1552603455 | 1000 | ssopoazsoosass | pelete

3:05PM

= Joneoe T

Figure 4.7 .user view
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@] Java EE - https

- Eclipse - <
File Edit Navigate Search Project Run Window Help
o~ 2 ~| L BB O - M- B-C - B S - DRI F - - [Quick Access ]| &5 | (58 i
5 | @ Inserttitle here 22 b | &
B« & [tps Userjsp e HE
=B
A~
L]
=
=]
an Server ACCOUNT BALANCE TRANSACTION
Welcome USER
COPYRIGHT (C) 2019 BANKSERVER COM: ALL RIGHTS RESERVED. v

Done

= y > » 5 3:11PM
E O Type here to search i X 3 De: A~ 7 E=

Figure 4.8 Welcome user
8] Java EE - http:/localhost:B8080/BankServerManagemaent/ - Eclipse

- =] >
File Edit Navigate Search Project Run Window Help

27/07/2019

(=g = | (d | AR O BT DS - D S

= > Quick Access \I (5 | 4@ Java EE
& [ @ User login form &2 =
[ =
o - P ol e |
s}
~ W
[2:)
(=]
Passcode Form
Passcode  [441099] X
| Login | [ Reset |
COPYRIGHT (C) 2018 BANKSERVER COM. ALL RIGHTS RESERVED
~

Figure 4.9 Passcode

Figure 4.9 Passcode shows Passcode send by the sms when user is login by using OTU when he logins by given the passcode
he enters in his account and he can do the transaction as per the Access Permission gets by the user.

8] Jawa EE - http:/flocalhost:B080/BankSenvertanagementy - Eclipse

27/07/2019

- x
File Edit MNavigate Search Project Bun Windew Help
= LA AR MM M- ALY | EBNEe kSR - we-o- [ access | | |48 e
S @ Inserttitle here 22 = & | &
B o @ & | httpiflocalhostE0B0/Bank! countjsp i =R
B
bankserver HOME ACCOUNT BALANCE TRANSAGTION LOGOUT o~
2]
B
SRR - =}
&
o
2=
&
Your Account Info
FIRST NAME shital
LAST NAME munde
GENDER Female
EMAILID sbmunde168@gmail com
MOBILENO 9976320877
DEVICE NUMBER 352980109321551
ACCOUNT TYPE Saving
ACCOUNT NO 1552603453
BALANCE 1000
AADHAR NUMBER 55618852912341
v

http://localhost:8080/BankServertanagement/myTransaction.jsp o :

Bl © v tosearen = 5 Y=

Figure 3.10 Account Info

Above Figure 4.10 shows user account information and all the details about their account until logout. If they logout that session
they need to create Ticket again for the next login .

4.6 Result Analysis

We measure the communication overhead and computational overhead of the scheme.

We analyze the communication overhead in terms of the parameter size and the cipher text size. We choose the One-Time
Username OTU to be 8 bytes, the session key k to be 128 bits, and the size of the access control field to be4 bits. We assume that
there are N clients. Each client makes m requests with the server .
Table 4.1 Computational overhead of client and server shows below and The total communication overhead per request if of 144
bytes.

One Client (bytes ) communication Overhead 144*m Group Clients(bytes)144*N*m
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N is the number of group members
M is the number of request made by client in specific period
We further evaluate the computational cost of our protocol from the client side and the server side. On the client side, the
registered device generates a signature o and then encryptsthe ticket and the signature. This procedure includes thesign operation
Csn and encryption operation Cen; thus thecomputational cost is Csn + Cen.

Table 4.1 Computational overhead of client and server.

Client Side | Server Side
Encryption Cen 0
Decryption 0 Ce
Signature Cen 0
Verification 0 Jve
Computational overhead jen + Csn | Cde + Cue

Consider the following twins sets about operations: the forward set incorporates ECIES-256 encryption and
decryption, or ECDSA- 256 signature and verification, then the second put in consists of AES encryption/decryption, and ax
operations. The computational cost concerning the second engage is small in contrast in accordance with so much concerning the
advance embark .the toughness summarizes the operations on ECIES-256 encryption or decryption, ECDSA-256 signature then
verification, yet the computational charge regarding every operation. In this table, we explain the computational worth on ECIES-
256 encryption or decryption as much Cen and Cde, respectively, then ECDSA-

256 syllable yet corroboration namely Csn yet Cve, respectively. We further evaluate the computational virtue on our protocol
beyond the patron side or the server side. On the patron side, the registered machine generates a syllable or afterward encrypts the
label or the signature. This manner consists of the signal action Csn or encryption act Cen; consequently the computational worth
is Csn + Cen. On the server side, the computational virtue lies within the

process regarding decryption yet verification. The server contains out certain decryption process Cde or one ECDSA
substantiation verb Cve for a perfect login session; hence the blended upper is Cde + Cve. Figure 4.1 shows below analysis with
the other schema. We additionally administration experiments on a 2.2GHz-processor computing desktop according to report the
computational worth of cryptographic operations. Our effects point out so ECIES-256 encryption yet decryption process fees are
5.65 ms and 3.98 ms, respectively, and the ECDSA-256 signature and ascertainment operation prices are 2.88 ms and 8.53,
respectively.

300

250
® PhoolProof

H MP-Auth

200 -
150 |~ Our System

100

50 7

Figure 4.1.Analysis with other system
the computational charge concerning some client, including each making nr requests. Since each patron wants to perform
symbolic letter or encryption operations because every request, the charge is nr (5:65 + 2:88) = 8:53nr ms. Similarly, the
computational worth of the server is nr (3:98 + 8:53) = 12:51nr ms. Computational cost of one client and the server.
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Table 4.2 .Comparision study with three current working framework

Comparision study using the Google 2 step Phool MP- Our
Frameworks: verification[20] proof Auth[18] | schema
[19]
Resilient to physical observation - . . .
Security Resilient to targeted Impersonation o o o o
Resilient- to- Throttled Guessing . o o o
Resilient -to —unthrottled Guessing - o o o
Resilent —to- Internet Observations - o o .
Resilent -to -Leaks from other Verifires o . . o
Resilent to Phising o o o
Resilent to Theft o . o o
No Trusted Third Party . . .
Unlinkable . ° ° .
Accessible o ° - o
Negligible-cost-per-user - . . .
Deployability Server-Compatible - . - .
Browser-Compatible - - .
Mature . - . o
Non-Proprietary - . -
Memory -wise Effortless - - - o
Scalable For users - - -
Nothing to carry - o o o
. Physically Effortless . - - .
Usability Ease to Learn - . . .
Infrequent Errors o o o
Easy Recovery from Loss o) - - o

Table 4.2.Comparision study with three current working framework ,which is based on Security ,deploy ability and usability . —
stands for the case where the metric does not apply,.

e  Stands for meeting the metric
o Stands the metric is some what offered in the design

We at existing reflect on consideration on our government the usage of Bonneau et framework, which is extensively historic
between the look up community. Bonneau et al: among proposed a mold within consequence together with evaluate durability
sketch in particular based totally involving 25 a variety metrics as much cover different components concerning security[2],
usability, but deployability. stability permanency durability durability longevity durability permanency longevity stability
durability durability permanency longevity toughness durability toughness durability permanency permanency stability
longevity permanency stability permanency longevity stability stability permanency toughnes durability durability toughness In
addition, it proposed an sizeable contrast discipline over 35 schemes based totally regarding the proposed framework. Later, the
mold became widely spoke of then referred after into the writing in imitation of think about and study some over a kind of
schemes. A comparision study with the four working frameworks state that based on the Security ,deployablity and Usability .

V. CONCLUSION

Proposed schedule does not require an authentication server in imitation of maintain fixed username and password tables for
identifying and verifying the legitimacy of the login users. It not only is secure against password-related attacks, however also can
resist rejoin attacks, shoulder-surfing attacks, phishing attacks, then statistics break incidents.

The extraordinary increase about on line banking then ecommerce systems has born to a massive expand into the number of
usernames or passwords managed through unaccompanied users. Conventional certain username yet password protocols suffer
from a variety of protection issues.

Many customers begin the use of duplicated credentials upon yet over once more between more than a few accounts and systems.
Leaking or compromising one account could cause an attacker according to infiltrate sordid structures then endanger users’
security and privacy.
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