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Abstract :  Today’s world is very much dependent on web applications, So much Sensitive information and customer information 

is stored on the database that we need to provide Security to these web applications. The project is going to show how the SQL 

injection attacks and Session hijacking attacks perform on the E-learning system and also some efficient techniques that will prevent 

SQL injection attack and session hijacking. A session is a unique identifier generated by a server that is sent to a client for identifying 

current interaction session, which is stored in a cookie. A cookie is a short text file for identifying a particular client. Since cookies 

are transmitted over HTTP, they are visible and prone to attacks such as session hijacking. Attackers can use SQL Injections to find 

the credentials of other users in the database. They can then impersonate these users. The impersonated user may be a database 

administrator with all database privileges. SQL also lets you alter data in a database and add new data. For example, in a financial 

application, an attacker could use SQL Injection to alter balances, void transactions, or transfer money to their account. The only 

sure way to prevent SQL Injection attacks is input validation and parameterized queries including prepared statements. 

 

IndexTerms - E-Learning Website, Session hijacking, SQL injection, Security, Prevention. 

I. INTRODUCTION 

In recent years, the concept of E-learning is frequently used to represent a method of learning by using electronic technology. It 

enables use of knowledge and information through technologies such as computers, smart devices, tablets and wide area networks 

(WANs). Through the use of E-learning, many educational units, colleges and universities have improved their learning and 

teaching process. Since the E-learning system depends on the network, it is more prone to security attacks. Users often use the E-

learning’s  services without realizing its security and privacy concerns. Many attacks were made on the E- learning system to exploit 

or to gather the information stored in it. The E-learning systems  are more prone to attacks such as identity theft, impersonation, 

and inadequate authentication to obtain the information in the E-learning system. As the development of E- learning grows, more 

complex functionalities and features are developed. Though, the security might not be strong enough or considered by the 

developers[6]. 

 This will in turn attract attackers to attack the system to test their hacking skills or for other purposes. According to a 

security survey, the top three types of security attacks are: insider abuses of network access, viruses and laptop/mobile device theft 

[6]. The web applications these days are most vulnerable to SQLIAs. Most of the users’ data from the web are extracted and stored 

in the databases. Hence SQLIAs may cause a lot of threat to this data, like loss of customer confidentiality, theft of users’ identity, 

breach of customer data security etc. Sometimes the attacker can also make use of a corrupt system and take control of a host. 

According to a study by Garter group – it says that about 300 internet websites are prone to SQLIAs [1]. Injection attack happens 

when an attacker or an intruder inserts some extra  fields or statements in the SQL query which would let him gain unauthorized 

access to some confidential data or obtain some data which could breach the security of the database. There can be many possible 

mechanisms through which SQL attacks may happen.In one case, the attacker tries to inject the SQL queries by suitably modified 

SQL inputs. This type of attack is known as Injection through user input. Another type of SQL attack would be injecting the server 

variables [1]. If these variables are logged into the database without checking then it would cause a possible SQLIA. In a second 

order SQLIA the attacker may seed malicious input into a system which would later trigger the SQLIA. In these type of attacks the 

results of the injected query is directly visible. There is another type of SQLIA where the result of the SQL query would not be 

directly visible, but it is possible to observe if an injected logical statement evaluates to true or false. This type of attack is called 

blind SQL injection attack (BSQLIA), which is a more subtle form of SQLIA [1]. Many of the web applications are prone to 

SQLIAs.Hypertext Transfer Protocol (HTTP) uses session based communication to keep a user/browser state; hence an HTTP 

session is prone to the session injection attack. An HTTP session cookie is stored in a users’ browser to preserve the temporary state 

of a users’ session. Like for example, once the user is authenticated by the web application, the session state is saved so that querying 

the database is not required again and again for authentication. Also session cookies can be used to save the intermediate state of 

users’ session between navigation of pages. It can be thought of as a volatile quick accessible memory assigned to a user who is 

accessing the web application. The session cookies are usually stored in the client’s browser; these cookies are usually transmitted 

over an insecure channel. If this session cookie is obtained by a passive attack then the users’ session can be compromised  [1]. 

This type of attack is known as session sidejacking. Alternatively, another type of session hijacking attack can be done by cross -

site scripting, where the adversary tricks the user to run a code which is treated as trustworthy as it appears to belong to the server. 

This allows the attacker to obtain the session cookie and perform session hijacking[1]. 
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II. RELATED WORK 

a. What are Attacks? 

 

An attack is one of the biggest security threats in information technology, and it comes in different forms. A passive attack is one 

that does not affect any system, although information is obtained. A good example of this is wiretapping. An active attack has the 

potential to cause major damage to an individual’s or organization’s resource because it attempts to alter system resources or affect 

how they work. 

 

b. Type of security attacks: 

 

Active Attack: In Active attack, an attacker tries to modify the content of the messages. Passive attack: In Passive the attacker 

observes the messages, copies them and may use them for malicious purposes. 

 

 

A. The block diagram: 

 

The below block diagram shows how to perform attacks on vulnerable websites. There are some websites which are not secure so 

attackers target that website to perform attacks on that. For that in this project we are creating two website first website which is 

completely vulnerable so we can perform attacks on that and the second website is secure one.Basically we are going to perform 

four major attacks. First one is SQL injection. In sql injection attack the first attacker targets any one vulnerable e-learning website 

and enter query into the login page by inspecting the code. Once the query get executed he entered into main page without having 

a password and username. Second one is session hijacking in most cases when you log into a web application, the  server sets a 

temporary session cookie in your browser to remember that you are currently logged in and authenticated. HTTP is a stateless 

protocol and session cookies attached to every HTTP header are the most popular way for the server to identify your browser or 

your current session. In Session hijacking, attackers try to steal session id and their value. This happens when authorized user is try 

to login their page that time attacker steal session id and value and use it on their own system and login the page without knowing 

the authoring person.Third one is cross site scripting Cross-Site Scripting (XSS) attacks are a type of injection, in which malicious 

scripts are injected into otherwise benign and trusted websites. XSS attacks occur when an attacker first login the session using sql 

injection then go to feedback page and Enter malicious script when user try to view feedback script will get run and it will directly 

send cookie to attackers mail Last one is packet sniffing for that attack attacker use packet sniffing tool which is wireshark. Attackers 

install this tool on their own system to monitor the network traffic. He just uses this tool and applies a filter so he can see the packet 

which is transferred to the network. So from that packet attacker try to get user id ,name or password which is not in encrypted 

format on vulnerable website 

 
 

 

Fig 1 block diagram for attacks 
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B. SQL Injection 

 

SQL injection weaknesses occur when an application uses untrusted data, such as data entered into web form fields, as 

part of a database query. When an application fails to properly sanitize this untrusted data before adding it to a SQL query, 

an attacker can include their own SQL commands which the database will execute. 

 

● How SQL Injection works: 

 

SQL injection is performed by placing malicious code in SQL statements via an input. 

In our project we are going to edit malicious code on the login page. when the user tries to login the page that time the 

attacker will enter the code. 

 

C. Prevention of SQL-Injection 

 

     To prevent Sql Injection we are using two technique which is Prepared Statements (with Parameterized Queries) and 

     Encryption. 

 

● Using Prepared Statements (with Parameterized Queries): 

 

Using Prepared Statements is one of the best ways to prevent SQL injection. It’s also simple to write and easier to 

understand than dynamic SQL queries. 

This is where the SQL Command uses a parameter instead of inserting the values directly into the command, thus prevent 

the backend from running malicious queries that are harmful 

to  the database. So if the user enters 12345 or 1=1 as the input, the parameterized query 

would search in the table for a match with the entire string 12345 or 1=1 .  

Java EE use PreparedStatement() with bind variables 

● Encryption: 

 

     We propose an SQL-Injection Attack prevention technique that addresses all types of SQLIAs. This technique works by 

     combining encryption of user entered data. The basis of such a technique is that effect of the malicious code can be  

     avoided by using encryption algorithms. 

 

D. Session Hijacking: 

 

● How Session Hijacking works? 

 

Session hijacking is an attack where a user session is taken over by an attacker. A session starts when you log into a service. 

In this attack we will try to steal session id when the user login to session for that we were going to use cookies. 

There are two properties in this cookie: HttpOnly (HTTP) and Secure. Their values are blank, meaning not enabled for 

this cookie. That’s where it gets to the point that it’s no  longer safe. 

 

 
 

Fig 2 Cookie information from Chrome Dev Console -> Applications -> Cookies 

 

By using this cookie, only your web server is able to identify who the user is and it will provide content accordingly. 

 

● How do they get that session ID which is in the user’s browser? 

    

     The two cookie properties (or flags) which we saw earlier (HttpOnly and Secure) are the reason for this. 

 

● HttpOnly Flag: 

 

HttpOnly cookies are inaccessible to JavaScript's Document.cookie API; they are only sent to the server. For example, 

cookies that persist server-side sessions don't need to be available to JavaScript, and the HttpOnly flag should be set. So 

in simple terms, if you don’t set the httpOnly flag, then your cookie is readable from the front end JavaScript code. 

 

Prevention of Session Hijacking: 

 

● So how do we fix it? 

 

     The session cookie doesn’t even need to be accessible by the JavaScript client. It’s only needed for the server. We should 

     make it only accessible for the server. It can be done by adding one word (httpOnly) in your set_cookie http response 

     header.  Like this: 

     Set-Cookie: JSESSIONID=T8zK7hcII6iNgA; Expires=Wed, 21 May 2018 07:28:00 GMT; HttpOnly  
     By adding the httpOnly flag, you are instructing the browser that this cookie should not be read by the JavaScript code.  
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E. Packet Sniffing 

 

● How Packet Sniffing works: 

 

      In network management, packet sniffing plays a very crucial role. Network managers and technicians use packet sniffers 

     to diagnose underlying problems in their networks. So, a packet sniffer is essentially a tool that aids in monitoring  

     network traffic and troubleshooting a network. It works by capturing and analyzing packets of data that flow through a 

     particular network. Packet sniffers are used for both legal and illegal activity. An illegal packet sniffer is used by a  

     hacker to gain unauthorized access to sensitive information and data on a network. In this paper we showing illegal  

     Packet sniffing by using wireshark tool and also we can prevent packet sniffing by using AES encryption techniques here 

     we can encrypt the sensitive data. 

 

  D.     Cross Site Scripting 

  

● In cross site scripting.  When we enter into the website through sql injection that time the attacker will try to enter a 

malicious script when another user tries to view feedback that time script will get run and it sends user id and username to 

attacker mail. To prevent that attack first we need to prevent sql injection by using parameterized statements and 

encryption. 

 

III. PROBLEM STATEMENT 

The web applications these days are most vulnerable to SQLIAs. Most of the users’ data from the web are extracted and stored in 

the databases. Hence SQLIAs may cause a lot of threat to this data, like loss of customer confidentiality, theft of users’ identity, 

breach of customer  data security etc. Sometimes the attacker can also make use of a corrupt system and take control of a host. Most 

of the web applications are HTTP driven and inherently stateless. Thus the request of every end user is managed separately and is 

executed in a separate context. Most TCP connections use HTTP to communicate; so, it becomes mandatory for every server to 

create a unique identifier for each and every connection. HTTPS is often recommended to protect cookies, but deploying full HTTPS 

support can be challenging due to performance and financial concerns, especially for highly distributed applications.One more 

vulnerability in the web application is session hijacking. In session hijacking, a valid user session is exploited to gain unauthorized 

access to the user’s session and hence the users’ information stored in the session. This can be done by stealing or obtaining the 

users’ session key by some means. By obtaining the users’ session key, the adversary can gain access to the users’ session by 

bypassing the user authentication thereby giving the adversary unauthorized access to the users’ session. All these are vulnerabilities 

in web applications and have to be prevented to make the web application more secure. Securing system with encryption and one 

time cookie is used to prevent SQLIA and session hijacking web-based attacks. Successful prevention of these attacks makes the 

web applications more secure from the outside attackers [2]. 

 

IV. PROPOSED SOLUTION 

Secure session management is still a challenging task for web developers. Hence to tackle these issues a threat we propose the use 

of One-time cookie. Here with the help of one time cookies we can increase the security while transmitting HTTP cookies in the 

network and prevent session hijacking and the attacks on the system by the hackers. By using this cookie, only your web server is 

able to identify who the user is and it will provide content accordingly. And this cookie looks great. No sensitive information in the 

cookie, just the random ID (non-guessable). There are two properties in this cookie: HttpOnly (HTTP) and Secure. The session 

cookie doesn’t even need to be accessible by the JavaScript client. It’s only needed for the server. We should make it only accessible 

for the server. It can be done by adding one word (httpOnly) in your set cookie http response header. By adding the httpOnly flag, 

you are instructing the browser that this cookie should not be read by the JavaScript code. The browser will take care of the rest. 

The secure flag instructs the browser that the cookie should only be returned to the application over encrypted connections, that is, 

an HTTPS connection. So, when a cookie is sent to the browser with the flag secure, and when you make a request to the application 

using HTTP, the browser won't attach this cookie in the request. It will attach it only in an HTTPS request. The HTTPS request will 

be encrypted so cookies will be safely sent across the network to your application. For Securing SQL injection we are going to use 

AES encryption and parameterized query. 
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V. RESULT AND DISCUSSION 

A. Performing SQL Injection attack: 

 

      
     Fig 3 Performing sql injection. 

 

     When you are on the login page goto phone number right click on that and select inspect option. You will see the code of 

     phone number text field after that right click on that and choose edit as a html and enter the query.same thing will do 

     with password making changes in the password field. 

 

 
.     

 

Fig 4 Entering dynamic data 

Once we made the changes close it and enter the same combination which is work in sql injection like enter 12’ as a phone 

number and “=’ as a password then click on login button. 
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Fig 5 Home page after sql injection attack. 

  

After clicking on the login page the home page will open without having a password and phone number. 

 

B. Performing Session Hijacking attack 

 

 

 
 

Fig 6 Login page on chrome. 

 

For Performing session hijacking we require two different browsers to first login on chrome by entering phone number 

and password. 
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Fig 7 Home page on chrome 

Once entered into the home page right click on it and select inspect option. After that click on application 

there will be three values which are session id ,userid and username. Copy name and value and paste it on 

the second browser. 

 

Fig 8 login page on mozilla firefox 

In the second browser go to the login page right click on that select inspect option and go to storage. In that we have to add 

value from first browser which is name ,id and session id once copied all three and just refresh the page and will get into the 

logged in home page without having to enter a password and phone number. 
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Fig 9 home page after performing session hijacking. 

 

After refreshing the page the home page will open on second browser. 

 

 

 

C. Sniffing by using wireshark tool: 

 
 

Fig 10 opening wireshark tool. 

 

Open wireshark and click on Npcap loopback Adapter. On the second side open the website on the first browser which is 

chrome when we get into the home page wireshark will start capturing the packets. Stop them and apply a display filter. 

Using this filter we can capture the packet. 
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Fig 11 Capturing packets. 

 

Wireshark start capturing from Ncap loopback Adapter. We have to select a http port related to 

our site. 

 

Fig 12 Showing Details 

 

Here directly provide phone number and password with url link so we can directly logging into another browser. 
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D. Prevention of SQL attacks: 

 
 

Fig 13 login page for prevention 

 

Login the page right click on phone number select inspect option edit query by selecting “edit as html” option do same 

process for password then enter query on phone number field and password field. 

 
Fig 14 login page with Entering random query. 
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Fig 15 Error window 

 

After entering a random query click on the login page it will show an error message to you that username and password 

is not correct. So that prevents our sql attack. 

 

D.  Prevention of Session hijacking 

 

 
.Fig 16 Home page During prevention of session hijacking 

 

 

 

 

 

 

After login the page will enter into home page right click on that and select inspect option then go to application they will 

show 3 values in which two values are in encrypted format. 
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F.  Prevention of sniffing. 

 
Fig 17 home page during prevention of sniffing 

 

 

 

 
Fig 18 Searching for the port. 

After login the page turn on the wireshark tool it will start capturing the packet search for http port after opening http 

port it will hide the all data which means Sessionid ,username, password, phone number all in encrypted format. Which 

is prevent from sniffing attack. 
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G. Performing Cross Site Scripting 

 

 

Fig 19 Feedback page 

 

After login through sql injection goto feedback page and enter feedback title and malicious script on message field then 

click on submit button 

 

 
Fig 20 cookie mail 

 

When other user view the feedback script will get run and it send username and userid to attackers mail. 

To Prevent XSS attack we need to prevent first SQL Injection. 

 

VI. CONCLUSION 

 

The e-learning systems are very important entity in the educational field where it acts as a medium to transmit teaching and learning 

process across the internet. Further works would be to expand the investigation of attacks on e-learning system and also proposing 

a more secure e-learning architecture. Main goal of this project that minimize the attacks efficiently. A more secure and effective 

e-learning system should be developed as open source to enable the learning and teaching process to proceed smoothly without 

worrying about security and privacy. 
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