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Abstract:  Advancement in cloud computing have revamped the view of modern information technology which is motivating the data 

owners to outsource their data to the public cloud server like Amazon, Microsoft Azure, Google Drive, etc. With the help of data 

outsourcing, the organizations can provide reliable data services to their users without any concerns for the data management overhead. 

One more advantage of outsourcing the data over cloud as SAAS (Storage as a Service) is its cost-effectiveness, scalable and it can be 

accessed from anywhere and anytime. Considering the large number of data users and documents in cloud, it is crucial for the search 

service to allow multi-keyword query and provide result similarity ranking to meet the effective data retrieval need. Related works on 

searchable encryption focus on single keyword search or Boolean keyword search, and rarely differentiate the search results. In this 

paper, for the first time, we define and solve the challenging problem of privacy preserving multi-keyword ranked search over encrypted 

cloud data (MRSE), and establish a set of strict privacy requirements for such a secure cloud data utilization system to become a reality. 

Among various multi-keyword semantics, we choose the efficient principle of “coordinate matching”, i.e., as many matches as possible, 

to capture the similarity between search query and data documents, and further use “inner product similarity” to quantitatively formalize 

such principle for similarity measurement. We first propose a basic MRSE scheme using secure inner product computation, and then 

significantly improve it to meet different privacy requirements in two levels of threat models. Thorough analysis investigating privacy 

and efficiency guarantees of proposed schemes is given, and experiments on the real-world dataset further show proposed schemes indeed 

introduce low overhead on computation and communication. 

 

Index Terms - Cloud Computing, SAAS, MRSE, Multi-keyword semantics. 

I. INTRODUCTION 

In recent years, cloud computing has achieved great development due to the fact that it relieves the burden of data storage and 

data management. Hence, a large amount of data, ranging from emails to personal health records, is increasingly outsourced onto 

public clouds, such as Amazon Web Services, Microsoft Azure, Apple iCloud, Google App Engines. In the meantime, privacy and 

security of outsourced data has increasingly aroused our attention. For protecting data privacy, it is a recommended practice for the 

data owner to outsource sensitive data in encrypted form, which protects information privacy and alerts unauthorized access. As the 

usage of internet is increasing, the users prefers to store/upload data on cloud so that they can access the data from anywhere in the 

world. However, data encryption makes data utilization (e.g., search operation) more difficult. The trivial solution to download the 

whole encrypted data firstly and then decrypt it locally is obviously impractical, due to the huge bandwidth and computation burden. 

In fact, a considerable number of schemes based on searchable encryption have been proposed to tackle the problem. Typically, 

almost all such schemes follow the model of keyword-based query, in which data users will retrieve relevant data files from the cloud 

by submitting several query words. In a real-world application, however, there usually exists a need to use a query document for 

searching similar ones. The alternative solution that users conclude and extract keywords manually from the query document firstly 

and then query these keywords is trivial. Moreover, the performance of this approach will be largely affected by extracted keywords, 

which depend on users in different cultural backgrounds. Apparently, using an entire document as query will be likely to get better 

retrieval results compared with the method to use just a few keywords as query, but the document-based approach is more complex 

and computationally demanding. A document-based similarity search problem consists of a collection of documents that are 

characterized by some features, a query document and a similarity metric to measure the similarity between documents. This process 

is similar with image processing. Currently, in document retrieval field, most of document representation schemes are based on vector 

space model, latent semantic indexing and other language models. Among them, vector space model (VSM) is most widely adopted, 

which usually uses “TF × IDF” for term weighting and constructs a bag of words for feature description But keeping the privacy in 

mind, traditional data storage techniques for authentication are not that much reliable. For the protection of the data over cloud, the 

data needs to be encrypted before uploading them to cloud to avoid the escalation which may open up with the confidentiality of data. 

Cloud storage is the very important and widely used cloud computing model where data is stored on remote servers and managed 

and accessed over internet. It is managed and operated by the CSP on a server which support data storage and is built on virtual 

machines. It works through the data center virtualization which provides applications and data users a virtual architectural 

environment that is scalable according to its requirements. All the search schemes which support the multi-keyword functionality 

retrieve search output. They build a searchable inverted index that stores a list of mapping from keywords to the corresponding set 

of files which contain this keyword. When data users input a keyword, a trapdoor is generated for this keyword and then submitted 

to the cloud server. And then upon receiving the trapdoor, the cloud server executes. To address the concerns of security and increase 

the adoption of cloud storage, we argue for designing a virtual private storage service based on new cryptographic techniques. Such 

a service should aim to achieve the “best of both worlds” by providing the security of a private cloud and the functionality and cost 

savings of a public cloud. In this project, we will solve the problem of multi-keyword ranked search over encrypted cloud data and 

retrieve the most relevant files. We define a new scheme named Latent Semantic Analysis based multi-keyword ranked search which 

supports multi-keyword latent semantic ranked search. By using LSA, the proposed scheme could return not only the exact matching 

files, but also the files including the terms latent semantically associated to the query keyword. For example, when the user inputs 

the keyword “automobile” to search files, the proposed method returns not only the files containing “automobile”, but also the files 

including the term “car. Organizations, companies store more and more valuable information is on cloud to protect their data from 

virus, hacking. The benefits of the new computing model include but are not limited to: relief of the trouble for storage administration, 

data access, and avoidance of high expenditure on hardware mechanism, software, etc [7]. Ranked search improves system usability 
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by normal matching files in a ranked order regarding to certain relevance criteria (e.g., keyword frequency), As directly outsourcing 

relevance scores will drip a lot of sensitive information against the keyword privacy, We proposed encryption with ranking result of 

queried data which will give only expected data. 

 
 

Fig.1Architecture of the search over encrypted cloud data 

The search query is also described as a binary vector where each bit means whether corresponding keyword appears in this search 

request, so the similarity could be exactly measured by the inner product of the query vector with the data vector. However, directly 

outsourcing the data vector or the query vector will violate the index privacy or the search privacy. To meet the challenge of 

supporting such multi-keyword semantic without privacy breaches, we propose a basic idea for the MRSE using secure inner product 

computation, which is adapted from a secure k-nearest neighbor (kNN) technique. 

 

II.LITERATURE REVIEW & RELATED WORK  

The vector space model and the widely-used TF-IDF model are combined in the index construction and query generation. A special 

tree-based index structure and introduces a Greedy Depth-first Search algorithm to provide efficient multi-keyword ranked search. 

The secure kNN algorithm is utilized to encrypt the index and query vectors, and to ensure accurate relevance score calculation 

between encrypted index and query vectors [1]. The owner build index along with the keyword frequency-based relevance scores for 

files. User request ’w’ to CS with optional ’k’ as Tw using the private key. The CS searches the index with scores and sends encrypted 

file based on ranked sequence. Advantage: The CS searches the index with scores and sends encrypted file based on ranked sequence. 

Disadvantage: It does not perform multiple keyword searches and little overhead in index building [2]. The large number of data 

users and documents in cloud, it is crucial for the search service to allow multi-keyword query and provide result similarity ranking 

to meet the effective data retrieval need. The searchable encryption focuses on single keyword search or Boolean keyword search, 

and rarely differentiates the search results. Ranked search greatly enhances system usability by returning the matching files in a 

ranked order regarding to certain relevance criteria (e.g. keyword frequency) thus making one step closer towards sensible 

consumption of privacy preserving data hosting services in Cloud Computing. These papers has defined and solved the challenging 

problem of privacy-preserving multi-keyword ranked search over encrypted cloud data (MRSE), and establish a set of strict privacy 

requirements for such a protected cloud data utilization system to become a reality. The proposed ranking method proves to be 

efficient to go back extremely relevant documents corresponding to submitted search terms. The idea of proposed ranking method is 

used in our future system in order to enhance the security of information on Cloud Service Provider. [6]. 

The author in [9] Cryptographic Cloud Storage paper said that when the benefits of using a public cloud infrastructure are clear, it 

introduces significant security and privacy risks. In fact, it seems that the biggest obstacle to the adoption of cloud storage (and cloud 

computing in general) is concern over the confidentiality and integrity of data. In [9], an overview of the benefits of a cryptographic 

storage service, for example, reducing the legal exposure of both customers and cloud providers, and achieving regulatory compliance 

is provided. Besides this, cloud services that could be built on top of a cryptographic storage service such as secure backups, archival, 

health record systems, secure data exchange and e-discovery is stated briefly. In [10], solutions for this problem under well-defined 

security requirements are offered. To understand this, consider the problem: a user U wants to store his files in an encrypted form on 

a remote file server S. Later the user U wants to efficiently retrieve some of the encrypted files containing specific keywords, keeping 

the keywords themselves secret and not to endanger the security of the remotely stored files. For example, a user may want to store 

old e-mail messages encrypted on a server managed by Yahoo or another large vendor, and later retrieve certain messages while 

travelling with a mobile device. The schemes are efficient as no public-key cryptosystem is involved. Indeed, the approach is 

independent of the encryption method chosen for the remote files. They are incremental too. In that, user U can submit new files 

which are secure against previous queries but still searchable against future queries. From this, the main theme taken is of storing 

data remotely on other server and retrieving that data from anywhere via mobile, laptop etc. The authors in [11] tells the importance 

of protecting individual’s privacy in cloud computing and provides some privacy preserving technologies used in cloud computing 

services. As privacy is an important issue for cloud computing, both in terms of legal compliance and user trust and needs to be 

considered at every phase of design. Paper said that it is very important to take privacy into account while designing cloud services, 

if these involve the collection, processing or sharing of personal data. From this paper, main theme taken is of preserving privacy of 

data. This paper only describes privacy of data but doesn’t allow indexed search as well as doesn’t hide user’s identity. Thus, these 

two drawbacks are overcome in our proposed system. The author in this paper [12], suggested an algorithm for anonymous sharing 

of private data among N parties is developed. This technique is used iteratively to assign these nodes ID numbers ranging from 1 to 

N. This assignment is anonymous in that the identities received are unknown to the other members of the group. In [12], existing and 

new algorithms for assigning anonymous IDs are examined with respect to trade-offs between communication and computational 

requirements. These new algorithms are built on top of a secure sum data mining operation using Newton’s identities and Sturm’s 

theorem. The main idea taken from this paper is of assigning anonymous ID to the user on the cloud. The author in this paper [13], 

propose a semantic multi-keyword ranked search scheme over the encrypted cloud data, which simultaneously meets a set of strict 

privacy requirements. Firstly, we utilize the “Latent Semantic Analysis” to reveal relationship between terms and documents. The 

relationship between terms is automatically captured. Secondly, our scheme employ secure “k-nearest neighbor (kNN)” to achieve 

secure search functionality. The proposed scheme could return not only the exact matching files, but also the files including the terms 

latent semantically associated to the query keyword. Here the proposed system meanwhile supports latent semantic search and uses 

the vectors consisting of TF values as indexes to documents. These vectors constitute a matrix, from which we analyze the latent 
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semantic association between terms and documents by LSA. Taking security and privacy into consideration, author employ a secure 

splitting k-NN technique to encrypt the index and the queried vector, so that we can obtain the accurate ranked results and protect the 

confidence of the data well. 

 

III.ANALYSIS OF PROBLEM 

 The large number of data users and documents in cloud, it is crucial for the search service to allow multi-keyword query and 

provide result similarity ranking to meet the effective data retrieval need. The searchable encryption focuses on single keyword 

search or Boolean keyword search, and rarely differentiates the search results. The existing system has some disadvantages like 

Single-keyword search without ranking, Boolean - keyword search without ranking, Single-keyword search with ranking. This 

type of ranking scheme is not perfectly suite our intention of searching the multiple keyword type search that we have to perform 

on the large amount of the encrypted data which stored in the cloud. In Exiting system data owner cannot able to transmit the data 

directly to data user which is the main drawback of data sharing for one to one communication which can be overcome using one 

to one communication with encryption data. Search for file can be done using multi-keywords that means user can input multiple 

keywords to search for a particular file user will get best matching result based on that keywords and rearranging of the file ranking 

is carried out based on attributes match by the file with input keywords. There after user will able to get best outcome based on 

input keywords. It gives us advantages by providing Multi keyword ranked search over encrypted cloud data (MRSE) and 

“Coordinate matching” by inner product similarity along with security concern. If data owner had made that file secured then data 

reader has to make request for that file to data owner to get access for that file this can be done by providing access key by data 

owner to data reader then that file can be downloaded by that specific user. Objectives: Our main objective behind this project is 

to provide an easy and convenient way to send or receive data among multiple users. Data owner can get ability to upload their 

crucial data into cloud in secure manner which provides following advantages. 1) Data is visible to user if that user receives an 

access right from data owner. 2) Secured Multi-keyword Ranked Search schemes which allow multi-keyword query and provide 

result similarity ranking for valuable data retrieval, instead of returning undifferentiated results. 3) Using the concept of access 

key, security level will increase to a high level which provides data hiding from unauthorized data users. 4) If any unauthorized 

User tries to access or updating the data on cloud, then alert will be generated in the form of mail and messages. The alert intimates 

the authorized user.  

 

 

IV. DESIRED IMPLICATIONS 

 An algorithm is used to encrypt n decrypt file contents. It is an asymmetric algorithm. The RSA algorithm involves three steps: key 

generation, encryption and decryption When RSA algorithm is applied on the data then we get encrypted data and that encrypted data 

is store on the cloud. User can access the data after downloading and decrypting file. For encryption and decryption keys are provided. 

To activate the searching capability over encrypted data, data owner, before sending data, will first build an encrypted searchable 

manifestation (index), and then outsource both the index and the encrypted document collection to cloud server. To search the 

document, an authorized user requires a corresponding trapdoor through search mechanisms, upon receiving from data users, cloud 

server is responsible to search the index and return the corresponding set of encrypted documents. The data owner upload the files in 

hidden form also if he wants show the files it have change parameters make It files in available form .To search the files data user 

uses multi keyword to get more accurate results with less efforts .using multiple keyword will provide best match of multiple 

keyword . If that Unauthorized user tries to access any data from cloud then alert will be generated in the form of mail and message. 

The alert is given to the authorized person who is owner of that data.  

 

SEARCH 

 1. Frequent Search: In this module, we get the non-stop words as input and calculate the count of words and find the repeated 

occurrence of each and every word from the non-stop words.  

2. Similarity Search: From the maximum frequents word we find the weight age of the each and every word than from the weight 

age value to going to calculate the similarity between the words, based on the similarity we going to group the words into clusters.  

3. Linear search: In this module we are going to create search regarding the keywords, each cluster has n number of similar words as 

keywords this words we going to find the file for that cluster with the help of lexical analysis tool. D.Mail alert process: The 

transferring and downloading procedure of the client is first get the mystery enter in the relating client email id and afterward apply 

the mystery key to scrambled information to send the server stockpiling and unscrambles it by utilizing his mystery key to download 

the comparing information record in the server stockpiling framework's the mystery key transformation utilizing the Share Key Gen 

(SKA, t, m).. E. File Downloading process: Record downloading process is to get the comparing mystery key to the relating document 

to the client mail id and afterward decode the document information. The document downloading process decoding key to capacity 

servers with the end goal that capacity servers play out the unscrambling Operation. Also, the document is downloaded. 

 

 

 

. 
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Fig.2. System Architecture 

 

 

THE SCHEME OF RGMTS ss we have introduced the random traversal algorithm which can change the visiting paths and search 

results of two identical queries by using different keys. In last section we also have introduced that EGMTS has weakness in query 

unlikability protection, since the cloud server can link two queries by comparing and analyzing their visiting paths and search results. 

In this section, we propose a random group multi-keyword top-k search scheme (RGMTS) which absorbs the advantages of both 

RTRA and EGMTS, and provides more data security than EGMTS6.1 Building RGMTS Index First, the data owner enlarges the 

document collection D to DGx and assigns a random switch to each document, where the method is the same as RTRA. For example, 

when both E and L are set to 2, the document collection D = {D1,D2,D3,D4} is extended to DGx = {D1 1,D1 2,D2 4,D2 3,D2 2,D2 

1,D1 3,D1 4}. Then, similar to the index construction in GMTS, the data owner divides all the keywords in dictionary W into several 

keyword groups and finds the top-ck documents of each word group. But in RGMTS, all the top-ck document groups are further 

extended, such as that V Gi is extended to V Cx i where V Gi is the top-ck documents of keyword group WGi, and V Cx i is a subset 

of DGx which contains all the copies of documents belong to V Gi. Note that, the documents that belong to V Gx i keep the same 

orderas DGx. e.g., keyword group WG1 contains two keywords{a,b} and its top-ck documents are V G1 = {D1,D2,D4}, after V G1 

is extended to V Gx 1, the data owner gets V Gx 1 = {D1 1,D1 2,D2 4,D2 2,D2 1,D1 4}, where V Gx 1 ⊆ DGx. The data owner uses 

the extended top-ck documents to build a searchable index for each keyword group, by using the method which has been applied to 

EGMTS. For instance, the data user uses V Gx i instead of V Gi to build a searchable index for keyword group WGi. Suppose we 

use < fid,lc,rc,val > to represent one node of the sesearchable indexes, where fid is the document identifier, lc and rc are the left and 

right child, respectively, val is a data vector of e (where e = d + u + r + 1). We also specified that the first d dimensions of the vector 

are the TF of its corresponding keywords, the (d + j)-th (where j = 1,...,u) dimension stores phantom terms, the (d + u + j)-th dimension 

stores the switch of this node (where j = 1,...,r), and the e-th dimension is set to 1. The data owner also builds an index group IR for 

document collection DGx, where the switch is stored in the added data vector. Finally, the data owner encrypts collection DGx, index 

groups IC and IR, and sends them to cloud. 

 Search Process of RGMTS When the data user wants to search with keyword set Wq, s/he constructs two query groups QC and 

QR using the method which is similar to EGMTS, except that: 1. The query vector in query group QC is extended from (d + u + 1) 

to e; 2. Each query of QC is assigned a random key, and these keys are stored in the (d+u+1)-th dimension to (d + u + r)-th dimension 

of each vector. 3. The data user assigns a random key to the phantom query in the query group QR. The data user encrypts QC and 

QR, and sends them to cloud as trapdoor T. When processing the query g QCi, which represents a query ofg QC, the cloud server 

calculates the relevance scores between g QCi and the nodes of index g ICi from the root to the leaf, but only when the score of one 

node is larger than zero,its children nodes will be traversed. After that, the cloud server merges all the results into CList as candidate 

documents and calculates the relevance scores between the documents in CList and the query group or. Finally, the cloud server 

returns k documents with the highest relevance scores to the data user as search results. 

   Security Analysis The RGMTS takes the advantage of RTRA which make sure that if the data user submits two identical queries 

with different keys, our search procedure in the cloud server must have different visiting paths and results, and in the meantime it 

maintains the accuracy of queries unchanged. In addition, it is easy to conclude that the probability of getting the same query results 

and visiting paths of two identical queries is less than 1/EL, and the expectation of the number of common documents between the 

two search results is less than |c Re|/E. Therefore, we can control the level of query unlikability by adjusting the value of E and L, 

and without sacrificing the correct ratio. In order to completely hide access pattern and visiting paths, which requires the probability 

of getting the same results and visiting paths of two identical queries must be less than or equal to that the probability of two different 

queries. Therefore, the value of E would be very large, but with the increasing of value E, the index space is also becoming larger 

(even though we can decrease the storage space byonly store the top-ck documents),thus data owners have to balance the trade-off 

between data security and storage space by adjusting the value of E. In summary, the RGMTS trades space for data security, which 

can better protect the query unlikability and access pattern than most existing works 
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V. CONCLUSION  

A secure multi-keyword ranked search scheme over encrypted cloud data, which simultaneously supports dynamic update operations 

like deletion and insertion of documents. The cloud server traverses different paths on the index, and the data user receives different 

results but with the same high level of query accuracies in the meantime. The keyword-based search is such one widely used data 

operator in many database and information retrieval applications, and its traditional processing methods cannot be directly applied to 

encrypted data. Therefore, how to process such queries over encrypted data and at the same time guarantee data privacy. Then, in 

order to improve the search efficiency, we design the group multi-keyword top-k search scheme, which divides the dictionary into 

multiple groups and only needs to store In the sense no need to give exact filename to download the file, if you are going to give 

maximum number of time repeated words, that time also original file will be downloaded in decrypted format. This helps to maintain 

the security of the files in the cloud. 
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