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Abstract:  In the modern world and fast development of the internet, the connection among people is being very significant than ever, people 

are looking for new methods to do advance communication between them without any issue, real-time communication is one of this ways. 

Currently video conference system usually needs to install application software. Therefore software need to be developed for different operating 

systems (android, windows, and mac) and user data goes through servers. However, web-based video conference system is OS independent so it 

saves development cost. We propose web based peer to peer real time communication system using WebRTC which will allow users to 

communicate with high-speed data transmission over the communication channel using WebRTC technology, HTML5 and Node.js server. 

WebRTC (web real-time communication) is a technology which allows real time audio, video and data transmission through web browser using 

JavaScript APIs without any plugins. Additionally media stream is encrypted and a management mechanism will be developed to manage entry 

of conference room to achieve secure multiparty video conference. 
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I. INTRODUCTION 

 

SINCE THE INTERNET CAME INTO EXISTENCE, WEB BROWSING IS ALWAYS KNOWN AS A CLIENT-SERVER ARCHITECTURE IN WHICH 

ONE PEER IS THE CLIENT AND THE OTHER IS THE SERVER. IF A MULTI-PARTY CONNECTION USE A CLIENT-SERVER ARCHITECTURE, ALL 

STREAMS WOULD BE TRANSMITTED TO THE OTHER PEER THROUGH THE SERVER [6]. THE SERVER WILL BE A NETWORK TRAFFIC 

BOTTLENECK. THEREFORE, WE CONSIDER TO USE PEER-TO-PEER ARCHITECTURE FOR MEDIA STREAMING WITHOUT ANY SERVER. P2P 

TECHNOLOGY DOESN’T REQUIRE SUPPORT FROM INTERNET ROUTER AND NETWORK INFRASTRUCTURE MAKING THIS EXTREMELY 

COST-EFFECTIVE AND EASY TO DEPLOY. PARTICIPANT THAT TUNES INTO A CONNECTION NOT ONLY DOWNLOADS A STREAM BUT ALSO 

UPLOAD IT, INCREASING SCALABILITY.[9]IT IS CLEAR THAT SIMPLE STANDALONE APPLICATIONS CAN BE IMPLEMENTED WITH 

HTML5, BUT IT IS MORE CHALLENGING WHEN WE START TO SIGNAL DIVERSE APPLICATIONS WITH HIGH COMPUTATION AND 

COMMUNICATION NEEDS.[4]:WEBRTC ENABLES WEB APPLICATIONS TO ESTABLISH A DIRECT COMMUNICATION CHANNEL BETWEEN 

TWO BROWSERS WITHOUT RELAYING THE DATA THROUGH A WEB SERVER.IT SUPPORT BROWSERS LIKE GOOGLE CHROME AND 

MOZILLA FIREFOX.[12]:IT HOLDS PEER CONNECTION, MEDIA STREAM, AND DATA CHANNELS COMPONENTS, API THAT CAN BE 

COMBINED TO CREATE P2P DIRECT MEDIA COMMUNICATION BETWEEN PEERS. WEBRTC PROMISES TO PROVIDE SECURED DIRECT P2P 

COMMUNICATION BETWEEN USERS AND FREE OF PLUG-INS. IT ASSURES A SIMPLIFIED, FLEXIBLE, AND COST-EFFECTIVE MEANS OF 

REAL TIME COMMUNICATION FOR USERS WITHOUT DEPENDENCE ON SERVICE PROVIDERS. [11] USING WEBRTC THE WEBSITE SERVER 

SENDS THE BROWSER IDS TO THE VISITOR. USING THIS ID, BROWSERS CAN THEN CONNECT TO A SPECIFIC PEER BROWSER. WEBRTC 

IS A STANDARD OF THE WORLD WIDE WEB CONSORTIUM (W3C) THAT ALLOWS FOR REAL TIME COMMUNICATION BETWEEN 

INTERNET BROWSERS. OVERLAY NETWORK DOES NOT NEED TO KNOW ANY IP ADDRESS WITH WHICH TO ESTABLISH CONNECTIONS. 

INSTEAD, THE WEBRTC API IS USED FOR CONNECTION MANAGEMENT. ACCORDING TO THE WEBRTC DRAFT, THIS API IS BUILT INTO 

BROWSER APPLICATIONS THAT CAN MAKE USE OF REAL-TIME COMMUNICATION BY CALLING THE APPROPRIATE JAVASCRIPT 

FUNCTIONS IN THE API. THUS, P2P APPLICATIONS BETWEEN TWO OR THREE PARTIES CAN BE EASILY IMPLEMENTED WITH WEBRTC. 

IN [1] HERE, A SYSTEM HAS INTRODUCED THAT AFFORD MULTIMEDIA TRANSMISSION SERVICE SUCH AS VIDEO, AUDIO, TEXT, PICTURE 

AND SCREEN SHARING WHICH IDENTIFIES THE USER AND DETECTS ANY OTHER USERS OF THE SYSTEM, SATISFYING THE BASIC 

REQUIREMENTS TO BE CONSIDERED SECURE WITHOUT COMPLICATED INSTALLATION OR SETUP ACTIONS WITHIN A WEB BROWSER ON 

A VARIETY OF DEVICES AND OPERATING SYSTEMS BASED ON WEBRTC. 

WEBRTC IS A FORM OF REAL-TIME COMMUNICATION TECHNOLOGIES THAT HAVE ADDED STANDARDS OF API (APPLICATION 

PROGRAMMING INTERFACE) THAT HAVE MADE REAL-TIME MULTIMEDIA TRANSFER SUCH AS VOICE, AND VIDEO (INCLUDING CODES) 

AVAILABLE TO WEB BROWSER WITHOUT A PLUG-IN THAT MAKES HIGH-QUALITY MULTIMEDIA COMMUNICATION FROM PEER- TO- PEER 

AVAILABLE TO WEB DEVELOPERS WITHOUT TRADITIONAL PLUG-IN COMPONENTS USING SOME JAVASCRIPT CODES [13]. 

 

II. RELATED WORK: 

 

FOR REAL-TIME MULTIMEDIA COMMUNICATION THOUGH IT IS VIDEO CONFERENCING, CHAT OR CALLING THERE ARE MANY 

APPLICATIONS AVAILABLE FOR THIS PURPOSE IN THE MARKET. AS THEY ARE USING THESE PROPRIETARY PROTOCOLS FOR THE 

TRANSMISSION OF MULTIMEDIA STREAMS, IT REQUIRES EXTERNAL APPLICATIONS FOR THE MOBILES AND THE DESKTOP TO ACCESS 

SERVICES SUCH AS VIDEO CONFERENCES, PHONE CALLS, MESSAGES, FILE SHARING ETC. WHERE, WITH THE HELP OF WEBRTC WE CAN 

ADD REAL-TIME COMMUNICATION CAPABILITIES TO THE APPLICATIONS AS IT SUPPORTS VIDEO, VOICE AND DATA TRANSMISSIONS 

BETWEEN PEERS ALLOWING US TO BUILD A POWERFUL VOICE AND VIDEO COMMUNICATION SOLUTION. THE WEBRTC ARCHITECTURE 

PROVIDES END-TO-END ENCRYPTED P2P COMMUNICATION WITH AUDIO-VISUAL CONTENT AND DATA BEING TRANSMITTED DIRECTLY. 

THE PROPOSED ARCHITECTURE IS MAINLY FOCUSED ON BYPASSING INTERMEDIARY HARDWARE SERVERS AND ELIMINATING THE 

SECURITY CHALLENGES LIKE HIJACKERS, THUS MAKING IT DIFFERENT FROM OTHER APPLICATIONS LIKE SKYPE, ZOOM ETC. WHICH 

LACKS THE DIRECT P2P ABILITY, AS WELL AS A CREDIBLE SECURITY FEATURE FOUND IN WEBRTC. PEER-TO-PEER ALSO ENABLES 

USER’S DATA TO BE ENCRYPTED, SAFE, AND CANNOT BE COMPROMISED [11]. A PEER-TO-PEER CONNECTION CAN BE CREDIBLE 
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BECAUSE IT IS ABLE TO BYPASS ALL THE PROBLEMS ASSOCIATED WITH PLUG-INS. FACTORS SUCH AS LATENCY, BANDWIDTH, AND 

MEMORY UTILIZATION AS WELL AS SUPPORT FOR ANONYMITY ARE SUPPORTED IN WEBRTC.AS MENTIONED IN [11] THEY HAVE 

PROPOSED A WEB-BASED PEER-TO-PEER REAL-TIME COMMUNICATION SYSTEM USING THE MOZILLA FIREFOX TOGETHER WITH THE 

SCALE DRONE SERVICE WHICH LIMITS THE APPLICATION TO THE SPECIFIC BROWSER WHERE IT LACKS THE MULTIPLE BROWSER 

SUPPORT.  

PAPER [1] INTRODUCE A SYSTEM THAT AFFORD MULTIMEDIA TRANSMISSION SERVICE SUCH AS ONE-TO-ONE VIDEO/AUDIO CALLING 

AND TEXT. WE WILL BE IMPROVING THIS SYSTEM BY PROVIDING ADDITIONAL FEATURES LIKE GROUP VIDEO CONFERENCING, SCREEN 

SHARING, TEXT SHARING, FILE SHARING AND BY PROVIDING COLLABORATIVE WHITEBOARD. 

     AS MENTIONED IN [2], THEY HAVE DEVELOPED SYSTEMS FOR A LARGE NUMBER OF PEERS USING WEBRTC. TIMER BASED 

CONNECTION MANAGEMENT IS APPLIED IN THE IMPLEMENTATION, WHERE CONNECTIONS EXPIRE IF A PARTY IS IDLE FOR 10 SECONDS. 

TO KEEP CONNECTIONS FROM EXPIRING WHEN, HEARTBEAT MESSAGES ARE SENT EVERY 3 SECONDS IF NO OTHER DATA HAS BEEN 

SENT. IT IS ONLY FOR VIDEO CONFERENCING WITH HIGH DIFFUSION DELAY. 

     THE PAPER [3] PRESENTED A SIGNALING MECHANISM VIA WEB SOCKETS. THE WHOLE ARCHITECTURE IS BASED ON HANDSHAKING 

BY ONLY A STUN SERVER, MAKING IT A SINGLE POINT FAILURE. WE ARE USING AN ALTERNATIVE TURN SERVER TO ESTABLISH 

CONNECTION THROUGH NAT TRAVERSAL. 

     [4] DESCRIBES, ONLINE VIDEO CONFERENCING SYSTEM WHICH CAN BE IMPLEMENTED IN DIFFERENT OPERATING SYSTEMS. IT USES 

A WEB PAGE, CLIENT/SERVER DESIGN IN A BROWSER. IT ONLY TRANSFERS TEXT AND BINARY DATA AND ALSO CREATES DISTRIBUTED 

TABLE FOR ROUTING LAYERS. IT ALSO USES SERVER COMPONENTS TO CREATE NODE IDS. 

     WORK IN [5] DESCRIBES, THEY HAVE FOCUSED ON MESSAGING AND CHAT SESSIONS. THEY HAVE DIFFERENTIATED BETWEEN 

INSTANT MESSAGING AND INTERNET CHAT SESSIONS. 

     [6] IMPLIES, A POINT TO POINT MEDIA CONNECTION WITH COMPLEX AUTHENTICATION SYSTEM. THEY HAVE CREATED A MS SQL 

DATABASE WHICH CONTAINS USER ID, NAME, PASSWORD, EMAIL, PHONE NUMBER. SET THE DEFAULT RESOLUTION TO 200*200. 

     IN [7] SYSTEM THEY HAVE DESIGNED TWO PROTOCOLS FOR P2P STREAMING. THE FIRST PROTOCOL IS WEBPEER AND SECOND ONE 

CODEDWEBPEER FOR SENDING DATA OVER A NETWORK. THESE PROTOCOLS SPLITS THE DATA INTO SPLITS THE DATA INTO PIECES, 

BUT INSTEAD OF TRANSMITTING INDIVIDUAL PIECES, THE PROTOCOL GROUPS THEM INTO GENERATIONS. EACH GENERATION GOES 

INTO ONE RLNC ENCODER THAT GENERATES THE NETWORK CODED PACKETS3 FROM THE ORIGINAL DATA. ONLY THESE CODED 

PACKETS CAN BE REQUESTED BY PEERS. 

     IN THE [8] APPLICATION HAS BEEN DEVELOPED IN PURE JAVA THUS IT REQUIRES ADDITIONAL SOFTWARE INSTALLATION PROCESS. 

AND THIS APPLICATION IS DEVELOPED ONLY FOR WINDOWS OPERATING SYSTEM MAKING IT PLATFORM DEPENDENT. OUR PROPOSED 

ARCHITECTURE IS DESIGNED IN A WAY THAT IT IS OVERCOMING THE LIMITATIONS BY PROVIDING MULTIPLE BROWSER SUPPORT AND 

OS INDEPENDENCY. 

     IN [9], THE MAIN USE CASE IS VIDEO-ON-DEMAND USING PEER TO PEER APPROACH. THIS PAPER USES HTML5 API FOR VIDEO 

PUBLISHING. THE PEER CREATES A TORRENT FILE CONTAINING THE METADATA OF THE VIDEO, HASHES OF EACH PIECE OF THE VIDEO, 

AND UPLOADS THE TORRENT FILE TO THE TRACKER WEB APPLICATION STARTS DOWNLOADING THE PIECES OF THE VIDEO FILE FROM 

THE PEERS USING THE DATA CHANNEL API. IT ALSO USES HASHING ALGORITHM WHICH USES TOO MUCH CPU AND POWER. 

     IN PAPER [10] THEY HAVE USED VIDEO STREAMING PROTOCOLS INTO WEB APPLICATIONS WITH THE USE OF WEBRTC. THEY HAVE 

USED A MAIN SERVER AND PEERJS SEVER TO ESTABLISH CONNECTION BETWEEN PEERS. TO ESTABLISH A CONNECTION, THE PEERJS 

SERVER THEN USES XMLHTTPREQUESTS AND WEBSOCKETS. 

     IN [11], THEY HAVE FOCUSED ON THE DESCRIPTION OF THE VIDEO CONFERENCE PROCESSING SYSTEM. THEY USED A VIDEO 

CONFERENCE SYSTEM USING SCALE DRONE. THEY HAVE USED THERMAL CAMERA AND NOIR CAMERA USING RASSBERRY-PI FOR 

VIDEO CONFERENCING. 

     [12] MENTIONS, THEY HAVE IMPLEMENTED P2P FILE SHARING ON A VIRTUALLY CREATED NETWORK. THEY HAVE CREATED A 

TORRENT FILE WHICH IS ENCODED IN BENCODE. THEY HAVE ALSO SUGGESTED THE USE OF NPN LIBRARY FOR COMMUNICATION GAP  

BETWEEN RTC AND P2P. 

 

III. PROPOSED METHODOLOGY: 

 

IN THIS SECTION WE PRESENT THE METHODOLOGY WE USED FOR P2P VIDEO CONFERENCING SYSTEM BASED ON WEBRTC 

STARTING WITH OVERVIEW OF THE WEBRTC DOMAIN. 

 

A] OVERVIEW OF THE WEBRTC DOMAIN 

WEBRTC (WEB REAL-TIME COMMUNICATION) IS A FREE, OPEN-SOURCE PROJECT THAT PROVIDES WEB BROWSERS AND MOBILE 

APPLICATIONS WITH REAL-TIME COMMUNICATION (RTC) VIA SIMPLE APPLICATION PROGRAMMING INTERFACES (APIS). IT ALLOWS 

AUDIO AND VIDEO COMMUNICATION TO WORK INSIDE WEB PAGES BY ALLOWING DIRECT PEER-TO-PEER COMMUNICATION, 

ELIMINATING THE NEED TO INSTALL PLUGINS OR DOWNLOAD NATIVE APPS. THIS COMMUNICATION IS EXTREMELY FAST WITH LOW 

LATENCY AS THE CONNECTION IS PEER TO PEER AND THERE’S NO SERVER IN THE MIDDLE. THIS TECHNOLOGY IS DEVELOPED BY 

GOOGLE AND CURRENTLY ALMOST ALL BROWSERS SUPPORT IT EXCEPT IN IOS PLATFORM (ONLY SAFARI SUPPORTS). 

 

 

     B] SYSTEM ARCHITECTURE 

WEBRTC FOLLOWS THE SEMANTICS CLIENT-SERVER ORGANIZER WITH THE CONCEPT OF PEER-TO-PEER COMMUNICATION AMONG THE 

BROWSERS. THE CONNECTION MANAGES THE MEDIA PATH TO PERMIT A DIRECT FLOW BETWEEN BROWSERS. NETWORK SIGNALS ARE 

TRANSMITTED DURING THE WEB SERVERS THAT HELP IN MODIFYING, INTERPRETING OR MANAGING THE SIGNALS, AS IS REQUIRED BY 

WEB SOCKETS OR HTTP. IT WAS NOTED THAT THE SIGNALS BETWEEN THE BROWSER AND SERVER ARE NOT UNIFORM IN WEBRTC, 

WHERE THEY ARE PART OF THE APPLICATION. WEB SERVERS CAN COMMUNICATE USING THE STANDARD SIGNALING PROTOCOL SUCH 

AS SIP (SESSION INITIATION PROTOCOL) OR JINGLE. SO, BASICALLY A PROPERTY SIGNALING PROTOCOL CAN BE USED FOR THIS GOAL 

AND ESTABLISH THE PEER TO PEER CONNECTIONS BETWEEN TWO OR MULTIPLE PEERS. 
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IV. CONCLUSION: 

 

IN THIS RESEARCH, WE HAVE IMPLEMENTED A PRACTICAL EXPERIENCE IN THE ANALYSIS AND DESIGN OF A SYSTEM ARCHITECTURE 

FOR REAL-TIME COMMUNICATION. THE ARCHITECTURE WAS IMPLEMENTED USING WEBRTC WITH ITS INHERENT FEATURES AND 

OTHER TECHNOLOGIES IN BRINGING THE BENEFIT AND EXPERIENCE OF A MORE FLEXIBLE, SPEEDY AND COST EFFECTIVE REAL-TIME 

COMMUNICATION OF MESSAGING, VIDEO/AUDIO CONFERENCING AND FILE SHARING TO ALL INTERNET USERS. WEBRTC TECHNOLOGY 

WILL BE AVAILABLE THROUGH USER’S BROWSERS TO MINIMIZE INSTALLATION AND USE OF PLUGINS IN SUPPORTING 

COMMUNICATION, IT WILL ALSO IMPROVE THE SECURITY OF MULTIMEDIA CONTENT AND HELP DEVELOPERS TO CREATE BETTER REAL-

TIME VIDEO COMMUNICATION SOLUTIONS. APART FROM IMPROVING USER EXPERIENCE, QUALITY OF SERVICE, IT WILL ALSO REDUCE 

COST OF COMMUNICATION, AND PROVIDE BETTER SECURITY OF USER DATA AND INFORMATION. 
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