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Abstract: Free-riding is the biggest challenge to any P2P scheme. It inhibits effective machine functioning. As a 

consequence, several researchers suggested many methods to counteract the impact of free-riding in a P2P or network. 

We suggested the PPM mechanism here, which can prove very useful in this regard. This paper also suggests the 

blacklisting approach, which may also be helpful in mitigating free-riding behaviour. In our work, behaviour aspect is 

the most significant parameter to analyse free-riders' behaviour. The methodology we used here monitors the free-riding 

interaction and allows peers to be in the network. It forces colleagues to contribute rather than customers. Our work 

improves on several past methods. The findings reveal that the amount of free-riders in the network reduces as the 

number of nodes grows. It also shows that behaviour factor is implicitly proportional to blacklist counter, i.e., if a node's 

behaviour factor rises, the blacklist counter decreases and vice-versa. Future, we should introduce other mechanisms 

that might will the likelihood of blacklisted peers. Ultimately, this would entail a decrease in network free riding. This 

would also contribute to decreased server load. Our paper may be liberated from the central server concept. We should 

also try to increase the degree of collaboration among network peers so peers can function more together in the network. 

We may also enhance the network's protection aspect. Extensive system simulation may be performed to see its success 

in large-scale network. 
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I. INTRODUCTION 

The use of Peer-to-peer system has increased at a staggering rate in the last few years because of there is usefulness in 

the field of sharing like processing power, disk storage or network bandwidth. The main of theses system is that it is 

directly available to all the users (Peers) without any intermediate medium. But it also has some threat viz. Free-riding, 

which degrades the performance of the Peer-to-peer system. The p2p system is a network where each node can act as a 

server and a client. All p2p systems have common characteristics in them: resource sharing, decentralized and self-

organization [9] [10]. Peer- to- peer networking, often referred to as P2P, is perhaps one of the most useful and yet 

misunderstood technologies to emerge in recent years. When people think of P2P, they usually think of one thing: 

sharing music files, often illegally. This is because file-sharing applications such as Bit Torrent have risen in popularity 

at a staggering rate, and these applications use P2P technology to work. Although P2P is used in file-sharing applications, 

that doesn’t mean it doesn’t have other applications. But we can see in the world around us that P2P can be used for a 

vast array of applications, and is becoming more and more important in the interconnected world in which we live [11]. 

 
Fig: P2P Network 

 

II. Problem to be Analysed 

The common problem of the peer-to-peer network “the Free-Riding” affects the performance of any of the peer-to-peer 

network. The previous approaches proposed do not take accounts of treating the nodes according to their levels of the 

free-ridings. The mechanism used earlier only attracts the free riders to contribute to the system. Neither it can force 

them to share nor can it ban them from joining the network. Here in our dissertations, we focus to make users bounded 

for sharing and increasing their online times. To overcome the problem of free riding in the peer-to-peer network for 
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improving the performance of the peer-to-peer network we have compared the scalar values of each peers and treated 

them accordingly. 

 

 

 

III. Related Work and Background 

 

2.1 Free-riding Problem in P2P network 

The Free-Riding problem affects the system in two ways. Firstly, it affects the growth of files in the system. The number 

of popular files becomes smaller by the day. This, consequently, affects the user’s interest in system and eventually he 

pulls out of the system. When popular file sharers pull out of the system, it becomes poorer in terms of amount of files 

shared. It may eventually lead to the collapse of the system. Secondly, if the number of file sharers is limited, all the 

downloading requests are directed towards them. This causes overloading of these peers and congestion of the networks. 

Peers experiencing frequent congestion may eventually pull out of the system. 

 

2.2 Impact of Free-riding 

P2P networks vary in their architectural designing and application domain but the one thing common in all P2P networks 

is that files are transferred directly between the peers connected to the network. Also, as these files are delivered, the 

user becomes a contributor of that file by default [3].  

 

2.3 Approaches to combat free-riding 

Most of the P2P systems lack effective mechanism to provide cooperation among the peers. This results in the free-

riding problem. To address this problem many approaches have been proposed to make P2P networks” contribution-

aware” and thus combat free-riding. The study of these approaches makes our mind to think about how to control the 

behaviour of free-riding in the network. The approaches proposed can be categorized into four main groups[4]: 

 
   

IV. Experimental Results 

 

4.1 Simulations 

We have simulated our framework on the overlay model of Omnetpp, Inet and Oversim. We have also done small 

implementation of MATLAB. 

 

4.2 Result 

We have done the simulation of our framework considering a few nodes. We have observed the result by making a 

comparison between other approaches and our approach. The results depict that our approach is advantageous because 

it control the activity of free riding in P2P systems.  

 

4.2.1 Scalar Values of Different Priority Nodes 

The figure 11 below shows that the scalar values achieved by the three different level of nodes. It is clear from the figure 

that the scalar values achieved by the HLNP are more than the LLPN and DLPN. And same is the case with the LLPN 

and DLPN. This figure validates the proposed framework. 
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Fig: Scalar value of different priority levels of nodes 

 

4.2.2 Comparison based on percentage of free-riders 

If no counter action is implemented in the network, then the number of free-riders will increase in the system. Many 

previous researches show that almost 80% of nodes become free-riders in the absence of counter mechanisms. This 

increases the number of queries in the system and it can become overloaded. If the counter mechanism is able to reduce 

the number of free-riders in the network, it will enhance the performance of the network on the whole.  

     

 
Fig: Free Riders percentage 

 

4.2.3 Average Online duration 

As we have explained in the earlier section, we are forcing the peers to increase their points in order to avoid from being 

relegated to the low-level priority nodes. So, they will strive hard for a better position in the network. Each peer will try 

more and more to contribute to the network. In order to achieve this, they will increase their online time so that more 

downloads can occur from them and then they can gain more points from it. And the increased online time will also 

guarantee that the system will be decentralized in nature as the required file will be available to many peers and each 

peer will have many options to choose from. 

 

4.2.4 Comparison Based on Average Query Overhead 

Average query overhead on the contributor is the number of queries the contributor in the network peer is getting for 

the data it is sharing. It is shown in the figure that as the peer increases in the network the average query overhead goes 

on increasing at high rate without any counter action or scheme. And if we apply the PPM approach we see that the 

query overhead on the contributor node is increasing but in a much slower rate. After seeing the figure we see that after 

applying the PPM approach we reduce the query overhead by approximately 40%. 

 

 

    

http://www.jetir.org/


© 2021 JETIR May 2021, Volume 8, Issue 5                                                                                 www.jetir.org (ISSN-2349-5162) 

JETIR2105333 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org c611 
 

 
Fig: Average query over node. 

 

4.2.5 Comparison between black list counter (BLCi) and behaviour factor (βi) 

Our approach is based on considering the behaviour factor as the most important parameter on analysing the activities 

of the free riders. The black list counter which provides the history of the free riders also affects the behaviour factor of 

the peers. We can depict with a graph that behaviour factor is inversely proportional to the black list counter. This means 

that as the black list counter increases, the behaviour factor of the node decreases and vice-versa. 

 
                                                      Fig: Comparison between βi and BLCi 

 

V. SUMMARY 

In this section we give an explanation of the simulation performed to obtain the results of the research work. We explain 

the various results with the help of graphs. The graphs show the reason why our approach is better than the previous 

approaches. 

      
5.1 Conclusion  

The free-riding problem is the most important threat for any P2P system. It prevents the system from working efficiently. 

As a result, some researchers proposed several mechanisms to provide counter actions to the effect of free-riding in a 

P2P system or network. Here we have proposed the PPM mechanism which can prove quite effective in this regard. 

This work also proposes the method of blacklisting which can also prove quite useful in reducing the activity of free-

riding. In our work, behaviour factor is the most important parameter for analysing the behaviour of free-riders. The 

approach that we have used here controls the free-riding activity and encourages the peers to be best in the network. It 

forces the peers to become contributor rather than consumers. Our work is an improvement over many other previous 

approaches. The results show that as the number of nodes increases in the network, number of free-riders decreases in 

the network. It also depicts that behaviour factor is indirectly proportional to blacklist counter, i.e., if the behaviour 

factor of a node increases, the blacklist counter will decrease and vice-versa.   

 

5.2 Future Works 

In future, we can implement other mechanisms which could reduce the probability of peers being blacklisted. Ultimately, 

this will mean a reduction in the amount of free riding in the network. This will also lead to a decrease in the load of the 

server. So, our paper can be freed from the concept of the central server. We could also attempt to increase the 

cooperation level among the peers of the network so that the peers can work more actively in the network.  We can also 

work on increasing the security aspect of the network. The extensive simulation of the framework can be done to see its 

performance in large scale network. 
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