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Abstract :  IoT is still a relatively new concept, but it has a lot of potential in its early stages, it will soon have a significant impact 

on almost everything we use on a daily basis. The more it is associated with our way of life, the greater the likelihood that it will 

be mistreated. It is vital to protect IoT devices from breaking. Very soon, IoT will expand the territory for digital assaults on 

homes and businesses by integrating previously disconnected items into on-line frameworks. Existing security advancements are 

insufficient to address this issue. As a possible solution for future IoT frames, the Square Chain has emerged that are more secure. 

This article will primarily provide blockchain technology overview and implementation, then discuss IoT foundations based on 

blockchain organization, and finally discuss a blockchain-based model for IoT security. 

 

IndexTerms - Internet of things, Blockchain, Security, Devices, Network. 

I. INTRODUCTION 

Today’s scenario maintenance and using internet of things(IoT) data is increasing across all the domain. The data from 

different domain is freely available for different applications, securing this data is challenging. The solution for this is 

blockchain technique. By using this technique we can store a IoT data in a system that is impossible to change or hack the 

system.  

The blockchain network's fundamental functions include peer-to-peer messaging, distributed data sharing, and consensus - 

which provides proof of work. Shared ledger - When a transaction occurs, the ledger is updated. It is publicly available and is 

incorruptible which introduces transparency to the system. Cryptography - it ensures that all information in record and 

organizations gets encoded and just approved client can unscramble the data and keen agreement - it is utilized to confirm and 

approve the members of the organization. 

II. LITERATURE SURVEY 

IoT is developing extremely quick and making its essence felt in pretty much every field of innovation. Nonetheless, with 

its quick development, it has made itself more inclined to digital assaults. Presently there is an earnestness to make IoT safer [1]. 

Web Of-Things (IoT) alludes to an inexactly coupled, arrangement of different heterogeneous what's more, homogeneous gadgets 

having the force of detecting, preparing, and network abilities [2]. Webs of Things have been talked about suitably with semantic 

touch in the IoT vision [3]. The development of the IoT makes a large number of devices, such as sensors, interconnection, and 

interoperability for data collection and exchange. By utilizing data from the Internet of Things, we can gain a better understanding 

of our environment [4]. On the other hand, the IoT is made up of devices that generate, procedure, and Exchange massive 

amounts of critical security and security information and personal information, making them attractive targets for cyber attacks 

[5]. Supporting security and privacy on a budget is a significant challenge, as many new networked devices that comprise the 

Internet of Things consume fewer energy, are lighter and memory is lower [6]. These devices must be dedicated performing 

critical application functions with the majority of their energy and computation resources [7]. Numerous researchers have 

contributed to their development. The transmission field is included in the security research [8, 9], field of cloud storage [10, 11], 

field of digital signatures [12, 13], and field of permission identification [14, 15]. 

III. PROPOSED METHODOLOGY 

In the proposed work we have developed a system to secure IoT data. In the proposed model IoT data set has been 

uploaded through network nodes. The data in the one node copied to every other nodes within the network. It eliminates the 

central authority. The data is transparable to all the clients. Each node is made with a special functionalities like smart contract, 

consensus, shared ledger and cryptography. The trustworthy blockchain is designed with SHA 256 Algorithm so no one can edit 

the data and it is highly difficult or impossible to change the data within the network. 
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Figure 3.1: Proposed Model 
 

IV. ALGORITHM 

 3.1 SHA 256 

The secure hash algorithm is a subset of the cryptographic hash function family. A hash is a type of 'signature' for a text 

or data piece. SHA-256 generate an almost sole 256-bit signature (32-byte). A hash in the conventional sense is not 

"encryption;" The original text cannot be decrypted back. 

Steps: 

1. Pre-Processing: Convert text to binary. Add 0's to a single 1 Pad up to 512, but less than 64 bits for the data. Add 64 bit to 

the end, where the 64 bits represent the binary length of the original input in big-endian format. 

2. Initialize Hash Values (h): Now we're going to generate eight Values of hash. These are constants called as hard-coded 

constants representing the first 32 bits of the first 8 square roots of the fractions: 2, 3, 5, 7, 11, 13, 17, 19 

3. Start Round Constants (k): In the same way as step 2, we are going to initialize some constants. This time there are 64 of 

them. The first 32 bits of fractional portions of the first 64 cube roots(2-311) are represented by each value (0-63). 

4. Chunk Loop: Divide the padded binary into 512bit chunks. Divide each chunks into 32bit word per chunk 

5. Create a Schedule for Messages (w): Copy the data to a new array from step 1 with 32-bit entries. Add 48 additional words 

that are initialized to zero, creating an array w[0...63]. 

6. Compression: Then initialize each variable (a, b,…..h) to its hash value. h0, h1, h2,... h7. Run the compression loop. 

7. Change Final Values: Following the compression loop but within the chunk loop, By adding the required variables (a-h) we 

update the Hash values. the entire add-ons are modulo 2^32 as usual. 

8. Summon the Hash Final: At the end, hit them all together with a simple concatenation string. 

3.2 Support Vector Machine Algorithm 

The Support Vector Machine, also called SVM, is a supervised algorithm for learning commonly using in categorization, 

regression issues and it is primarily used in Machine Learning for Classification problems. 

 

Text categorization: 

SVM used in training models that are used to classify the IoT documents into different categories based on location. 

Steps: 

1. Import the IoT dataset  

2. Explore the IoT data to find out how they look like 

3. Pre-process the data 

4. Split the IoT data into attributes and Location as labels 

5. Divide the IoT data into training and testing sets 
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6. Train the SVM algorithm 

7. Classify the IoT data based on location 

8. Evaluate the results of the algorithm using bar chart.  

V. EXPERIMENTAL RESULTS 

The implementation of the project is to teach management the right way to receive accurate information from the 

computerized system, as well as to make data entry easier and error-free. It contributes to a more secure and reliable Internet of 

Things model. It lowers the cost of building massive internet infrastructure. 

1. Datasets 

Here we can see the IoT data files uploaded in the network. We can download the data whichever we want by using hash 

code. 

 

 
 

Figure 5.1 : IoT Dataset Page 

 

2. Hash code validation  

In the datasets page clients request the system to download the files. The system will sent the 256 bit length hash code to 

clients Email that will be validated here. 

 

 
 

Figure 5.2 : Hash Code Validation Page 
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3. IoT data download 

Here system gives permission to download the IoT data after all the credentials validated. 

 

 
 

Figure 5.3 : IoT Data Download Page 

 

4. Bar chart 

 
 

Figure 5.4 : Analysis of IoT Data Based on Location 

 

VI. CONCLUSION 

This proposed work provides use of blockchain technology guidance by way of case studies in order to create a most 

protected and trustworthy model for IoT. Because of the high-end hardware needs, we concluded that IoT will not be complete 

blockchain network member. 

The proposed model provides an overview of blockchain technology, discusses security concerns in the IoT environment, 

and also proposes an IoT security solution. 
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