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Abstract :This document provides a high-level technical overview of blockchain technology. Decentralized has become this 

year’s trending concept in the financial. In this article we tend to present an abstract framework to help software system 

architects, developers, and decision manufacturers to adopt the blockchain technology. In 2008, the idea of blockchain was 

combined with various computing technologies and concepts to create modern cryptocurrencies: cryptocurrencies protected by 

cryptographic mechanisms, rather than a vault, archive or central authority. The first blockchain-based cryptocurrency was 

Bitcoin. The representation of a cryptocurrency is tied to a digital address. Bitcoin users can digitally sign and transfer rights to 

this information to other users, and the Bitcoin blockchain publicly records this transfer, allowing all network participants to 

independently verify the accuracy of the information transactions. The Bitcoin blockchain is stored, maintained and managed by a 

jointly distributed group of participants, which, together with certain cryptographic mechanisms, makes it resistant to attempts to 

modify the ledger later (changing blocks or tampering with transactions). 
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I.INTRODUCTION 
In 1991, Stuart Haber and W. Scott Stornetta introduced the concept of a cryptographically secure blockchain. In 2004, 

computer scientist and crypto activist Hal Finney introduced a system referred to as Reusable Proof of Work (RPoW) as a 

paradigm for a digital currency. In 2008, Satoshi Nakamoto conceived the distributed blockchain theory using a peer-to-peer 

network to validate-any-exchange-without-central-authority-with-timestamps. Blockchain is used in many areas of government 

and the private sector. 
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This technology became well known in 2009 with the release of the Bitcoin network, the first of many current 

cryptocurrencies.In Bitcoin, and similar systems, the transfer of digital information that represents electronic cash takes place in a 

distributed system. Bitcoin users can digitally sign their rights to this information and transfer them to another user. The Bitcoin 

blockchain publicly records this transmission so that all network participants can independently check the validity of 

transactions. Because of this, blockchain technology is often viewed as bound to Bitcoin or possibly cryptocurrency solutions in 

general. However, the technology is available for a broader variety of applications and is being investigated for a variety of 

sectors. The numerous components of blockchain technology along with its reliance on cryptographic primitives and distributed 

systems can make it challenging to understand. However, each component can be described simply and used as a building block 

to understand the larger,complex system.  

In Bitcoin, blockchain allows users to use aliases. This means that users are anonymous, but their account IDs are not; In 

addition, all transactions are publicly available. This allowed Bitcoin to provide pseudo-anonymity as accounts can be created 

without any identification or authorization processes (these processes are usually required by KnowYourCustomer(KYC) laws). 

For blockchain networks that allow anyone to anonymously create accounts and participate (called permissionless blockchain 

networks), these capabilities deliver a level of trust amongst parties with no prior knowledge of one another; this trust can enable 

individuals and organizations to transact directly, which may result in transactions being delivered faster and at lower costs. For a 

blockchain network that controls access more tightly (called permissioned blockchain networks), where some trust may be 

present among users, these capabilities help to strengthen that trust. This document, the result of numerous consultations over the 

past three years, combined with NITI Aayog's own experience in implementing blockchain systems in various contexts, serves as 

the essential pre-read document required to deploy a blockchain system in India and help guide broader thinking in this area. 

II.WHAT IS BLOCKCHAIN? 
The blockchain is an incorruptible virtual ledger of financial transactions that may be programmed to report not simply economic 

transactions, but simply the whole thing of value. 

By enabling the distribution but not the copying of digital information, blockchain technology formed the backbone of a new 

type of inert network. 

Blockchain is a particularly promising and modern technology as it allows to lessen risk, stamps out fraud and brings 

transparency in a scalable manner for myriad uses. 

 

III.How Does Blockchain Work? 

A blockchain carries no transaction cost. Blockchain is a simple yet smart way to transfer information from point A to point B in 

a completely automated and secure way. The transaction side begins the process by creating a block. This block is being tested by 

thousands, possibly millions, of computers distributed over the network. The verified block is added to the chain, which is stored 

on the network, creating not only a record, but also a record with a unique history. Falsifying a single record would mean 

falsifying the entire chain in millions of instances. That is virtually impossible. Bitcoin uses this model for monetary transactions, 

but it can be deployed in many other ways. 

http://www.jetir.org/


© 2021 JETIR September 2021, Volume 8, Issue 9                                                 www.jetir.org (ISSN-2349-5162) 

JETIR2109013 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org a72 
 

 

Blockchain includes 3 essential standards: blocks, nodes and miners. 

 

Blocks 

Every chain consists of multiple blocks, and each block has three basic elements: 

● The data in the block. 

● • A 32-bit integer is called a nonce. A nonce is generated randomly when generating a block, which then generates 

a hash of the block header. 

● The hash is a 256-bit number wedded to the nonce. It must start with a lot of zeroes (i.e., be extremely small). 

When the first block of the chain is generated, the nonce generates a cryptographic hash. The data in the block is considered 

signed and forever tied to the nonce and hash, unless it is mined.   

Miners 

Miners create new blocks on the chain through a process known as mining.  

 

In a blockchain, each block has its own unique hash and value, but it also refers to the hash of the previous block in the chain, so 

mining a block is not an easy task, especially on the large blockchains.  

Miners use special software to solve the extremely complex mathematical problem of finding a nonce that gives an acceptable 

hash. Since the nonce is only 32 bits long and the hash is 256, there are about four billion possible nonce hash combinations that 

must be extracted before the correct combination can be obtained. When this happens, the miners are said to have found the "gold 

nonce" and the block is added to the chain.  

Making a modification to any block earlier within the chain needs re-mining not just the block with the change, however all the 

blocks that come after. This is often why blockchain technology is so difficult to manipulate.  Consider  this "mathematically 

safe" because finding golden nonces takes a lot of your time and computing power. 

 

Nodes 

One of the most necessary general abstract in blockchain technology is decentralization. Nobody computer or organization can 

own the chain. Instead, it is a ledger that is distributed across the nodes connected to the chain.Nodes may be any type of digital 

tool that preserves copies of the blockchain and maintains the network functioning. 

Each node has its own copy of the blockchain, and the network must algorithmically validate any newly mined blocks to keep the 

chain up to date, reliable, and validated. Since blockchains are transparent, every action in the ledger can be easily verified and 

viewed. Provided with a unique alphanumeric identifier that represents your transactions. Combining publicly available 

information with a system of checks-and-balances helps the blockchain maintain integrity and build trust among users. Basically, 

blockchain can be seen as the scalability of trust through technology. 

Unlike today's networks, which depend on trusted intermediaries for their security and trust, blockchains naturally build trust 

through underlying distributed networking technology and allow users to directly exchange digital assets (data cannot be changed 

once added) and transparent (all transactions are recorded in the ledger with time stamps and indicating the identity of the person 

making the transaction). Blockchain is seen as a technology capable of transforming almost all economies and industries. It is 

estimated that by 2030, blockchain could generate $3 trillion in turnover per year.. 
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IV.BLOCKCHAIN  CATEGORIZATION 

Blockchain networks may be classified primarily based totally on their permission model, which determines who can maintain 

them (e.g., publish blocks). There are four main types of blockchain networks: public blockchains, private blockchains, 

consortium blockchains and hybrid blockchains. Each one of these platforms has its benefits, drawbacks and ideal uses. 

 

1. Public blockchain 

 The first type of blockchain technology is the public blockchain, where cryptocurrencies such as Bitcoin originated, which 

helped popularize distributed ledger technology (DLT). Eliminate the complexities of centralization, including less security and 

transparency. DLT stores information anywhere, instead of distributing it over a peer-to-peer network. Its decentralized nature 

requires multiple methods to authenticate data. This method is a consensus algorithm through which blockchain participants reach 

agreement on the current state of the ledger. Proof of work (PoW) and proof of stake (PoS) are two popular consensus methods. 

The public blockchain is not restricted and has no permissions, and anyone with internet access can enter the blockchain platform 

to become an authorized node. This user can access current and past records and perform mining operations, complex calculations 

are used to validate transactions and add them to a public ledger. No valid record or transaction can be changed on the network, 

and anyone can verify the transactions, find bugs or propose changes because the source code is usually open source. 

Use cases- The most common use case for public blockchains is mining and exchanging cryptocurrencies like Bitcoin. However, 

it can also be used for creating a fixed record with an auditable chain of custody, such as electronic notarization of affidavits and 

public records of property ownership. 

This type of blockchain is ideal for organizations that are built on transparency and trust, such as social support groups or non-

governmental organizations. Because of the public nature of the network, private businesses will likely want to steer clear. 

2. Private blockchain 

A blockchain network operating in a limited environment such as a closed network, or under the control of a single entity, is a 

private blockchain, while it acts as a public blockchain network in the sense that it uses a decentralized peer-to-peer application. 

This type of blockchain has a much smaller scale. Rather than just having someone join in and provide computing power, private 

blockchains usually run on a small network within a business or organization. They are also known as authoritative blockchains 

or enterprise blockchains. 

Use cases- The speed of private blockchains makes them ideal for cases where the blockchain needs to be cryptographically 

secure, but the controlling entity doesn't want the information to be accessed by the public. 

Other use cases for private blockchain include supply chain management, asset ownership and internal voting. 

3. Hybrid blockchain 

 Sometimes, organizations will want the best of both worlds, and they'll use hybrid blockchain, a type of blockchain technology 

that combines elements of both private and public blockchain. It lets organizations set up a private, permission-based system 

alongside a public permissionless system, allowing them to control who can access specific data stored in the blockchain, and 

what data will be opened up publicly. 

Usually, transactions and records on a hybrid blockchain are not publicly available, but they can be verified if needed, for 

example by allowing access through smart contracts. Confidential information is stored on the network, but it can be verified. 

While an individual can own a hybrid blockchain, they cannot modify transactions. 

Use cases- Hybrid blockchain has several strong use cases, including real estate. Companies can use a hybrid blockchain to run 

systems privately but show certain information, such as listings, to the public. Retailers can also optimize their processes with a 

hybrid blockchain, and highly regulated markets like financial services can see the benefits of using it as well. 

Medical records can be stored on a hybrid blockchain. Random third parties cannot see the records, but users can access the 

information through a smart contract. Governments could also use it to store citizen data privately, but share the information 

securely between institutions. 

4. Consortium blockchain 

The fourth type of blockchain, consortium blockchain, also known as a federated blockchain, is similar to a hybrid blockchain in 

that it has the characteristics of a private and public blockchain. But it differs in that several members of the organization 

collaborate in a decentralized network. Necessarily, a federated blockchain is a private blockchain with limited access to a 

specific group, which eliminates the risks associated with a single entity controlling the network in the private blockchain. 
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In a consortium blockchain, the consensus techniques are managed with the aid of using preset nodes. It has a validator node that 

initiates, gets and validates transactions. Member nodes can get hold of or provoke transactions. 

Use cases- Banking and payments are two uses for this type of blockchain; different banks can team up and form a consortium to 

decide which nodes will validate the transactions; Research organizations can create a similar model, as can organizations that 

want to track food. It's suitable for supply chains, especially food and drug applications. 

V.CHALLENGES 

Blockchain technology is creating much interest in a lot of industry domains in both India, and abroad. The capacity of the 

blockchain has been recognized in India particularly for applicationsassociated withenhancing governance. 

Though blockchain has numerous advantages, there are also challenges before we can hope for large scale adoption of it by the 

industry. The following are well known: 

● The most important challenge that needs to be addressed is the increase in the processing speeds – as more users join, 

the network tends to slow down, resulting in a huge transaction fee. 

● The second most important problem is the lack of standardization – standards are required for any technology to have a 

scalable adoption across the globe. All networks which will be using the technology need to speak the same language in 

order to be understood and to complete the transaction. All new technologies suffer from this at the beginning till the 

standards slowly build up from experience. 

● Privacy and security are the next blockchain-related issue. The Blockchain is an open access platform whose public 

information is open to all servers, hence its most enviable feature - transparency, but at the same time it also poses a 

threat to the privacy of the public using it. 

● Lack of regulation is another reason that can create even more serious problems in the future. Scams and market 

manipulation, which could lead to the collapse of the global economy, are not excluded. As a result, bitcoin is generating 

a lot of hostility around the world, some countries have banned the bitcoin cryptocurrency, some provide measures to 

regulate the Blockchain network, but the success of  the regulations is anybody’s guess. 

 

VI.BLOCKCHAIN IN INDIA 

India is on the verge of a technological revolution that stimulates the introduction and adoption of new technologies. Government 

promotion of digital transactions, simplification of business processes and provision of transparency open new doors for 

innovation and exponential technology adoption. Digital powers are becoming apparent, blockchain technology has spread across 

the spectrum, across industries and governments.  

Infosys, Tata consultancy service, Accenture, Tech Mahendra and even UIDAI have used this emerging technology. 

With blockchain adoption growing around the world, Indian policymakers have also realized its potential and are exploring this 

multi-domain distributed ledger technology such as asset registration, record keeping, benefit  transfer etc. and so on. Start-ups 

and tech giants will develop prototypes and pilot versions with the collaboration of government.  The Maharashtra government 

has also evaluated this technology for use in e-governance management. As this trend continues, the public sector could enter a 

new era of digital governance. 

Apart from the rise in complexity, centralized authorities introduce risks and downsides of their own, since they themselves need 

to be trusted and stipendiary for their services. In India, the perceived level of corruption publicly ‘trust systems’ is especially 

poor, with a grip of 78 out of 180 countries within the ‘Corruption Perception Index’ released by the Transparency International. 

The Government of India has taken several initiatives to improve both the ease of doing business and ease of living by 

streamlining and simplifying processes, primarily by leveraging technology as well as proactively rationalizing various regulatory 

and other requirements. However, there is still a case for further improvement. Blockchain presents the potential for achieving the 

vision of Hon’ble Prime Minister of less government and more governance.  

NITI Aayog has pursued PoCs in four areas in an attempt to assess the potential of blockchain technology for greater efficiency 

and better understand potential barriers to adoption. These are:  

1. ‘Track and trace’ of drugs in the pharmaceutical supply chain  

2. Claim verification and approval in the disbursement of fertilizer subsidy  

3. Verification of university certificates  

4. Transfer of land records  

Several frameworks have been proposed in the recent past to evaluate the applicability of blockchain based solution. Based on 

our analysis, the framework suggested by WEF was found to be most intuitive. This paper proposes a framework to evaluate the 

efficacy of using blockchain for use cases, and is an adaptation of the World Economic Forum model, with modifications based 

on the learnings from the studies and initiatives pursued at NITI Aayog.  

VII.OPPORTUNITIES 

For the sectors impacting the digital economy, The Government of India is strongly recommending the use of Blockchain. 

With more and more citizens using electronic transactions, Blockchain shall be offered to all citizens at an economic rate. With 

factors such Growing Infrastructure, Cross-Sector Acceptance, Data Security and Data Privacy emphasizes the need for 

Blockchain, there are various sectors which includes, but not limited to, Digital Identity, Digital Records, Secured Voting, 

Health Care, Digital Payments, Insurance and Smart Contracts are potential application areas of Blockchain.   
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NITI Aayog’s pilot project, India Chain, will provide vast employment opportunities in Blockchain space. There is plenty of 

scope for more jobs to be created in this sector in the future, as By the year 2002, the global market for services and products 

related to Blockchain are expected to reach $7.7 billion, which expands the job opportunities across the board.  

 

VIII.CONCLUSION 

This Strategy document is targeted at all stakeholders such as government, enterprise leaders and citizens, with the aim to 

demystify the concepts surrounding this technology, identify areas where it can be utilized for more transparent and open models 

of cooperation between entities and recommend the next steps towards achieving this goal. The different types of blockchain 

technology not only have different technical, but also legal and regulatory prerequisites for their effective implementation. In 

addition, stakeholders also need to understand where technology adds value and where it does not, and it is also important to 

understand the economic value that this phenomenon can create, and new business models may emerge. 

By creating a favorable ecosystem for research, development and training for industry, India can hope to be able to lead the 

world in this area. Simultaneously, the central government and states need to work together to accelerate the adoption of 

blockchain technology in a way that creates opportunities for leveraging this technology for government as well as businesses for 

creating more seamless B2C and G2C interfaces. With a little foresight, this can be done in a manner that ensures interoperability 

between different blockchain databases and legacy infrastructural databases, while allowing different agencies and private 

organization’s flexibility in implementation.  
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