
© 2021 JETIR September 2021, Volume 8, Issue 9                                                        www.jetir.org (ISSN-2349-5162) 

JETIR2109084 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org a588 
 

Innovative Applications of Machine Learning in 

collaboration with IoT: A Review 
1Snehal R. Kamble, 2Sumaiyya Z. Khan, 3Ambarish R. Bhuyar 

Asst. Professor, Asst. Professor, Asst. Professor, 

Department of Information Technology, 

Sipna College of Engineering & Technology, Amravati, India. 

Abstract 

Nowadays, huge amount of data is available in this world. Because of this, it has become very important to do analysis of this data to 

extract useful information from it. So, various algorithms are developed to extract useful information based on machine learning. 

Machine learning has emerged successful in various areas like computer vision, computer graphics, natural language processing, 

speech recognition, decision-making, and intelligent control. Internet of Things (IoT) is also an important area; there are lots of 

devices connected by IoT. IoT System produces huge amount of data therefore more and more IoT applications and services are 

emerging. Many researches now a days study how to utilize machine learning to solve networking problems, including routing, traffic 

engineering, resource allocation, and security. Recently, there has been a rising trend of employing machine learning to improve IoT 

applications and provide IoT services such as traffic engineering, network management, security, Internet traffic classification, and 

quality of service optimization. This review paper focuses on providing an overview of the applications of machine learning in the 

domain of IoT. We provide a comprehensive survey highlighting the recent progresses in machine learning techniques for IoT and 

describe various IoT applications. The application of machine learning for IoT enables users to obtain deep analytics and develop 

efficient intelligent IoT applications. 

Index Terms- Machine Learning, IoT, Network Security. 

I. Introduction 

Machine Learning (ML) is not a new concept. ML is closely related to Artificial Intelligence (AI). AI becomes feasible via ML. 

Through ML, computer systems learn to perform tasks such as classification, clustering, predictions, pattern recognition, etc. To 

archive the learning process, systems are trained using various algorithms and statistical models to analyze sample data. The sample 

data are usually characterized by measurable characteristics called features and an ML algorithm attempts to find a correlation 

between the features and some output values called labels. Then, the information obtained during the training phase is used to identify 

patterns or make decisions based on new data. ML is ideal for problems such as regression, classification, clustering, and association 

rules determination. Depending on the learning style, ML algorithms can be grouped into four categories [1]. 
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Fig.1 Types of machine learning. 

i. Supervised learning 

Supervised learningis the most popular paradigm for machine learning. It is the easiest to understand and the simplest to implement. It 

is very similar to teaching a child with the use of flash cards. 

Given data in the form of examples with labels, we can feed a learning algorithm these example-label pairs one by one, allowing the 

algorithm to predict the label for each example, and giving it feedback as to whether it predicted the right answer or not. Over time, the 

algorithm will learn to approximate the exact nature of the relationship between examples and their labels. When fully-trained, the 

supervised learning algorithm will be able to observe a new, never-before-seen example and predict a good label for it. 

Supervised learning is often described as task-oriented because of this. It is highly focused on a singular task, feeding more and more 

examples to the algorithm until it can accurately perform on that task. This is the learning type that you will most likely encounter, as it 

is exhibited in many of the following common applications: 

 Advertisement Popularity: Selecting advertisements that will perform well is often a supervised learning task. Many of the ads 

that we see as you browse the internet are placed there because a learning algorithm said that they were of reasonable popularity 

(and clickability). Furthermore, its placement associated on a certain site or with a certain query (if you find yourself using a 

search engine) is largely due to a learned algorithm saying that the matching between advertisement  and placement will be 

effective. 

 Spam Classification: If you use a modern email system, chances are you’ve encountered a spam filter. That spam filter is a 

supervised learning system. Fed email examples and labels (spam/not spam), these systems learn how to preemptively filter out 

malicious emails so that their user is not harassed by them. Many of these also behave in such a way that a user can provide new 

labels to the system and it can learn user preference. 
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 Face Recognition: Most likely face of human has been used in a supervised learning algorithm that is trained to recognize your 

face in Facebook. Having a system that takes a photo, finds faces and guesses who that is in the photo (suggesting a tag) is a 

supervised process. It has multiple layers to it, finding faces and then identifying them, but is still supervised nonetheless. 

ii. Semi-supervised Learning  

Semi-supervised learning is an approach to machine learning that combines a small amount of labeled data with a large amount of 

unlabeled data during training. Semi-supervised learning falls between unsupervised learning (with no labeled training data) and 

supervised learning (with only labeled training data). It is a special instance of weak supervision. 

Unlabeled data, when used in conjunction with a small amount of labeled data, can produce considerable improvement in 

learning accuracy. The acquisition of labeled data for a learning problem often requires a skilled human agent (e.g. to transcribe an 

audio segment) or a physical experiment (e.g. determining the 3D structure of a protein or determining whether there is oil at a 

particular location). The cost associated with the labeling process thus may render large, fully labeled training sets infeasible, whereas 

acquisition of unlabeled data is relatively inexpensive. In such situations, semi-supervised learning can be of great practical value. 

Semi-supervised learning is also of theoretical interest in machine learning and as a model for human learning. 

Some practical applications of Semi-Supervised Learning are: 

 Speech Analysis: Since labeling of audio files is a very intensive task, Semi-Supervised learning is a very natural approach to 

solve this problem. 

 Internet Content Classification: Labeling each webpage is an impractical and unfeasible process and thus uses Semi-

Supervised learning algorithms. Even the Google search algorithm uses a variant of Semi-Supervised learning to rank the 

relevance of a webpage for a given query. 

 Protein Sequence Classification: Since DNA strands are typically very large in size, the rise of Semi-Supervised learning has 

been imminent in this field. 

iii. Unsupervised Learning 

Unsupervised learning is very much the opposite of supervised learning. It features no labels. Instead, our algorithm would be fed a lot 

of data and given the tools to understand the properties of the data. From there, it can learn to group, cluster, and/or organize the data in 

a way such that a human (or other intelligent algorithm) can come in and make sense of the newly organized data. 

What makes unsupervised learning such an interesting area is that an overwhelming majority of data in this world is unlabeled. Having 

intelligent algorithms that can take our terabytes and terabytes of unlabeled data and make sense of it is a huge source of potential profit 

for many industries. That alone could help boost productivity in a number of fields. 

For example, what if we had a large database of every research paper ever published and we had an unsupervised learning algorithm 

that knew how to group these in such a way so that you were always aware of the current progression within a particular domain of 

research. Now, you begin to start a research project yourself, hooking your work into this network that the algorithm can see. As you 

write your work up and take notes, the algorithm makes suggestions to you about related works, works you may wish to cite, and works 

that may even help you push that domain of research forward. With such a tool, your productivity can be extremely boosted. 
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Because unsupervised learning is based upon the data and its properties, we can say that unsupervised learning is data-driven. The 

outcomes from an unsupervised learning task are controlled by the data and the way it’s formatted. Some areas you might see 

unsupervised learning crop up are: 

 Recommender Systems: If you’ve ever used YouTube or Netflix, you’ve most likely encountered a video recommendation 

system. These systems are often times placed in the unsupervised domain. We know things about videos, maybe their length, their 

genre, etc. We also know the watch history of many users. Taking into account users that have watched similar videos as you and 

then enjoyed other videos that you have yet to see, a recommender system can see this relationship in the data and prompt you 

with such a suggestion. 

 Buying Habits: It is likely that your buying habits are contained in a database somewhere and that data is being bought and sold 

actively at this time. These buying habits can be used in unsupervised learning algorithms to group customers into similar 

purchasing segments. This helps companies market to these grouped segments and can even resemble recommender systems. 

 Grouping User Logs: Less user facing, but still very relevant, we can use unsupervised learning to group user logs and issues. 

This can help companies identify central themes to issues their customers face and rectify these issues, through improving a 

product or designing an FAQ to handle common issues. Either way, it is something that is actively done and if you’ve ever 

submitted an issue with a product or submitted a bug report, it is likely that it was fed to an unsupervised learning algorithm to 

cluster it with other similar issues. 

iv. Reinforcement Learning 

It takes directly takes inspiration from how human beings learn from data in their lives. It features an algorithm that improves upon 

itself and learns from new situations using a trial-and-error method. Favorable outputs are encouraged or ‘reinforced’, and non-

favorable outputs are discouraged or ‘punished’. 

Based on the psychological concept of conditioning, reinforcement learning works by putting the algorithm in a work environment with 

an interpreter and a reward system. In every iteration of the algorithm, the output result is given to the interpreter, which decides 

whether the outcome is favorable or not. 

In case of the program finding the correct solution, the interpreter reinforces the solution by providing a reward to the algorithm. If the 

outcome is not favorable, the algorithm is forced to reiterate until it finds a better result. In most cases, the reward system is directly tied 

to the effectiveness of the result. 

In typical reinforcement learning use-cases, such as finding the shortest route between two points on a map, the solution is not an 

absolute value. Instead, it takes on a score of effectiveness, expressed in a percentage value. The higher this percentage value is, the 

more reward is given to the algorithm. Thus, the program is trained to give the best possible solution for the best possible reward [4]. 

 

Internet of Things (IoT) 

The term Internet of Things, abbreviated as IoT has become very famous in the present era of digital communication and networking. 

Internet of Things basically refers to network interfacing and communication of physical objects, devices and peripherals which can 

communicate and exchange information between each other without depending on human to human or human to computer 

interaction. 
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This advanced communication between equipment via IoT has taken device automation and building management systems to level 

which used to be a dream only a few years back. Home appliances which can be controlled over a network are called smart 

appliances. Now, you can control your appliances remotely over internet; switching them on or off just by tapping the screen of your 

smart phone. All this became possible with Internet of Things (IoT). 

Important Applications and benefits of IoT 

 Health-care assistance: New devices have been developed in order to improve a patient’s well-being. Plasters with wireless 

sensors can monitor a wound’s state and report the data to the doctor without the need for their physical presence. Other 

sensors in the form of wearable devices or small implants can track and report a wide variety of measurements, such as heart 

rate, blood oxygen level, blood sugar level, or temperature. 

 Smart Transportation: Using sensors embedded to the vehicles, or mobile devices and devices installed in the city, it is 

possible to offer optimized route suggestions, easy parking reservations, economic street lighting, and telemetric for public 

means of transportation, accident prevention, and autonomous driving. 

 Environmental Conditions Monitoring: Wireless sensors distributed in the city make the perfect infrastructure for a wide 

variety of environmental conditions monitoring. Barometers, humidity sensors, or ultrasonic wind sensors can help to create 

advanced weather stations. Moreover, smart sensors can monitor the air quality and water pollution levels across the city. 

 Logistics and Supply Chain Management: With the use of smart RFID tags, a product can be easily tracked from the 

production to the store, reducing cost and time significantly. In addition, smart packaging can offer features such as brand 

protection, quality assurance, and client personalization. 

 Security and Surveillance Systems: Smart cameras can obtain video input across the streets. With real-time visual object 

recognition, smart security systems can identify suspects or prevent hazardous situations. 

In this review paper, till now we have discussed about Machine learning and it’s types and IoT and its various applications and 

benefits. Now, we will see use of machine learning with IoT. 

II. Device Identification 

Device identification refers to a mechanism that identifies device according to device characteristics. Understanding IoT device is 

difficult to service providers and infrastructure managers for security purposes. In this approach, the input is various data collected 

from various devices e.g. sensors, network data. Output for this is label showing type of device. Fig. 2 shows model for device 

identification. This problem receives extensive attention in recent year due to the proliferation of mobile computing, IoT deployment, 

and smart everything. Since this area is rapidly evolving due to fast wireless and mobile technology innovations, we review recent 

efforts on leveraging machine learning to identify IoT devices in the recent years [2]. 
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Fig.2 Device identification model 

III.  Motivation of using Machine Learning for IoT Security  

There are various characteristics that make IoT network vulnerable. An IoT network consists of different devices communicating with 

each other and lots of data is exchanged among them. It provides cross-platform communications among devices over different 

interfaces. This puts security of network on the verge of threats. There are billions of devices connected to each other through the 

internet and their confidential data is processed at the cloud server which can be breached easily. 

   A. Security threats to IoT Network 

 A threat is the probability of an action that causes a security breach in the network and imparts a negative impact. There is an active 

attack and a passive attack. In active attack intruder may change or damage message while in passive attack intruder steals the 

information and use it for malicious purposes. Therefore, an intruder may physically access the IoT devices and steal the information 

from the network or it can also attack the communication link and expose private information by eavesdropping. Moreover, the IoT 

devices have less computational power, so they cannot support the complex security structure. Hence, there is a need for a security 

solution. There are some security points that should be considered while designing IoT network. 

 Confidentiality: This is the major aspect of network as the information stored in IoT devices may be sensitive and should not 

be revealed to anyone easily. Authorization is a process in which a user is granted access to the IoT network through a 

device. Through some protocol user should get grant to enter to IoT network and interact with devices, sensors and 

communication links. 

 Authorization: This is a process in which a user is granted access to the IoT network through a device. The user should be the 

authorized machine, human, or a computer.  

 Authentication: It is a process of establishing the identity of the entities in the IoT networks. There should be the 

authentication of all devices and protocols in a network prior to performing any other task.  

 Integrity: It is the process in which the modifications in confidential information during the transfer over insecure 

communication links are monitored and reported. The data in IoT networks is transferred through wireless communication 

links which should be accessed to only authorized users. Fig. 3 shows the discussed parameters with their threat type and 

their examples in real networks. 
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Fig3.Security threats to IoT Network. 

   B. Machine Learning approach to overcome threats 

ML techniques are much robust in finding and developing patterns when they are fed with a huge amount of data. Luckily, on the 

other hand, the IoT network processes a huge amount of data on a daily basis and this data is used to train the ML algorithms to 

establish new patterns. These trained algorithms can be used to detect the attack on the network and also prevent the network. The 

algorithms have access to incoming and outgoing data from registered IoT devices and create a profile for normal IoT ecosystem 

behavior. So, threats will be detected when the traffic patterns do not fall in the established normal behavior. Moreover, the 

authentication, mitigation, Distributed Denial of Service (DDoS) attacks, and intrusion can be detected through ML methods like 

supervised, unsupervised, semi-supervised, and reinforcement learning [3]. 

 

IV.  CONCLUSION 

There are several uses of machine learning for IoT and in this review paper we have discussed some of them. Machine Learning along 

with IoT is used in smart transportation which enables route optimization, parking, street lights, accident prevention/detection, road 

anomalies, and infrastructure applications. IoT networks possess heterogeneous devices and information which make their security 

vulnerable. In this review paper, we have also described the possible threats to IoT security and how various ML techniques can be 

used to make IoT networks secure. Various machine learning algorithms are used to secure IoT network. Machine Learning is also 

used for mobile device identification. As the number of IoT devices rises, the data diversity and volume scale up, therefore, ML can 

create many meaningful applications. 
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