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Abstract

This paper reviews the evolution of software-defined networking (SDN) as a security enabler for smart home
environments, with a focus on DDoS mitigation using SDN-based firewalls. Existing approaches such as enterprise firewalls, cloud-
based protection mechanisms, host-based intrusion detection systems, and SDN-specific sampling solutions including FleXam and
FleXight are critically analyzed. The review highlights their limitations within heterogeneous 1o T-driven smart homes. A conceptual
integrated approach using sample compression and flow table reduction is discussed as a pathway for performance improvement.
The review consolidates research progress and identifies open challenges for future work.
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I. Introduction

With the increasing use of Al and 10T people tend to use more smart equipment in the home to make home as a smart home.
This is where the requirement of smart home management arise[1]. Security and privacy risks have escalated, particularly due to
the proliferation of unsecured 10T endpoints that may be exploited to conduct Distributed Denial-of-Service (DDoS) attacks Smart
home product comes in a large variety and in heterogeneity. To operate with all the product under same roof , there has to be some
middleware application which run with all the devices. This arise the need of managing all the network devices connected with the
smarthome system. SDN can be used for such purpose. In IOT major challenge to provide security and privacy[11] to all connected
devices. It is not only the privacy and security of the user owning the device that is in danger. Compromised 10T devices can be
misused for different malicious activities such as Distributed Denial-of-Service (DDoS) attacks[10] targeting other hosts on the
Internet. These devices are prone to DDOS attack which can be prevented by SDN approach based Firewall kind of protection. In
this proposal we propose performance improvisation for SDN based firewall for intrusion detection and DDos attack prevention.
This paper reviews foundational SDN concepts, smart home security challenges, and research contributions related to SDN-based
firewalls.

I1. Background on SDN and OpenFlow

With recent development in networking and Al, new concept of programmable network came into picture which is known
as Software Designed Network(SDN). It basically divide control plane and data plane. In SDN architecture [1] as shown in fig 1
there are basically separation of control and data flow. Control plane of SDN implements all the flow related rules and issue
directions to manages and provide traffic flow to the data plane. Data plane includes actual forwarding devices like routers and
switches. Here the management is done by control plane. Control plan communicate with data plane using OpenFlow protocol.[2]
. OpenFlow serves as the de facto protocol for communication between switches and controllers. Openflow architecture is shown
in figure 2.[3]. With the grow in 10T use of SDN has started to connect all the devices using programmable network[5]. SDN offers
programmability, global network visibility, and dynamic policy enforcement—key attributes for securing smart homes.
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Fig. 1. Software-Defined Network Architecture.
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I11. Related work:

A. Enterprise Firewalls: Many Firewalls have been developed (both software firewall and hardware firewall). But using this kind
of product for smart home is not advisable for the following reason.
1. Firewall configuration are not that much easy for smart home consumer. If they install firewall at the gateway of smart home,
they have to configure firewall for all the kind of device heterogeneity, which is difficult task.
2. Enterprise firewall are much costly to be used in home networking. It require regular update, which might not be possible
for ordinary user.

3. Technically if smart home is accommodating SDN approach, Simple Firewall cannot be used as SDN uses controller and if
all the packet that passes through data plane, passes through firewall than to take decision for filtering , it has to pass to controller
which create bottleneck for controller
B. Cloud-based Firewalls: In cloud-based firewall, ideally, the service is provided by a third party and therefore the burden of
configuration, maintenance, and updating is eliminated for the user. Traditional firewalls process every packet entering or leaving
the network to identify potential threats and block discovered attacks. Moving the firewall to the cloud leads to a new challenge:
how should the cloud-based firewall process every packet? Cloud-based firewalls that are designed for enterprise customers require
all the traffic to be redirected to the cloud[4] . This is not reasonable for a home network for several reasons[4]:

1. Asymmetric upload and download rate at home ISP
2. Limit on data cap. It may create over charge for sending all data at the cloud based firewall.

3. VPN-like solutions (all traffic being routed through a third party that offers the firewall service) will face VPN problems such
as added delay and possible blockage by some servers (e.g., due to geo-locationing).
C. Current IDS system:
Currently available IDS system like Wireshark and Snort can perform better in network intrusion detection. But with the software
defined network, it will not work because of the controller —data plane architecture. In controller if we redirect the packet to fetch
by IDS, it will be available with limited information because controller only get information when miss occurred in open flow
switch and that too has limited information as only header will be sent to the controller. Also we have to consider heterogeneity of
devices available in smart home. So this solution will not work in our current situations.
D. SDN based Ports scan detection: There are two ways for an OpenFlow controller application to access packet-level information
of a given flow. The first option is to not install any flow entries for the desired flow on one of the switches on the path. Every
packet of the flow will be a table miss at that switch, triggering a “packetin” message from the switch to the controller. The controller
then needs to tell the switch to send out these packets on the correct port. This option was used in SDN-based portscan detection
system proposed by Mehdi et al. [12]. This approach is not that much realistic due to two major limitations. First, the controller
effectively sits on the packet delivery path, potentially creating a bottleneck, and leading to increased packet delivery time. Second,
the switch may, and probably prefer to, buffer the packet locally and only send part of it to the controller, which will limit the
amount of packet content that the controller can access.[12]
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E. Host based IDS For smart homes using SDN: There are certain development in the field of host based intrusion detection
using open flow.[6]. In their work authors proposed an intrusion detection and mitigation framework, called 10T-IDM, to provide
a network-level protection for smart devices deployed in home environments. loT-IDM framework, which we place it on the top of
SDN controller, consists of five key modules: Device manager, Sensor Element, Feature Extractor, Detection, and Mitigation.[6].
It deals with illegitimate access to the device but does not deal with DDoS attack. And installing host based firewall at gateway
level will leave management of the IDS upto the user. Some time users are not that much qualified to get in to it.

F. SDN-based Firewall: In their research work , Sajad Shirali-Shahreza, and Yashar Ganjali have proposed good solution for DDos
attack mitigation using SDN based firewall approach[7]. They proposed cloud-based firewall controller and a local enforcer. In
which they shifted firewall controller to the cloud so that user does not need to install firewall and manage it. They used FleXam
[8] for selecting samples for comparison for analyzing packets, identifying anomalies, and deciding how to handle them. The the
first component of their firewall called enforcer is a packet processor that simply examines a packet and either drops it or forwards
it based on a short action list that is set by the mastermind the second component called of the designed. This platform decouples
the enforcement component of the firewall from the decision-making part and moves the decision-making component to the cloud.
This will make it easier and more affordable for home users to have aneffective firewall and increase their network security. This
platform intelligently selects parts of the traffic needed for decision-making (using FleXight). This makes this approach best for
DDosS attack mitigation .But in that also no work of data compression and flowtable reduction has done.

IV. Proposed work:

In my research, | extend the work done by Sajad Shirali-Shahreza and Yashar Ganjali. This approach seems to have
improvisation criteria if we consider the selection of sample for comparison. In proposed approach the research work of Sajad
Shirali-Shahreza and Yashar Ganj will be used and will be extended to reduce sample overhead using sample technique. Because
Different packets that are sampled from a flow can be very similar to each other. For example, the header of such packets contains
many identical fields, because they are from the same sender and to the same destination. This makes them ideal candidates for
compression. To perform compression of this kind of data we can use either Run- Length Encoding or PackBits that is used for
MacOsTherefore, compressing sampled packets can significantly reduce the channel overhead. We will also use techniques to
reduce flow table entry for improving performance of the SDN.

Fig. 3. Conceptual Workflow for Sample Compression and Flow Table Reduction.
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How it works:

Stepl.Controller in SmartHome sets rules for Openflow switch For forwarding and or dropping the packets.

Step 2. Enforcer module at Home will collect sample packet and send to Mastermind module in the cloud based firewall.

Step 3. Mastermind process the sample and send it to Sample reduction module for reduce redundant samples using compression
method. Compression takes place by reducing Flow table entry for multiple same entry. Like PackBits used in Macintosh user.
Study shows that it has not been used for SDN approach. In PackBits 1,2,3,3,3,4 is replaced by 1,2,3,-2,4. —digit shows that previous
number is used (number +1) times in the string. So in flow table suppose we have entry like:
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Source Destination Action
123.112.11.1 134.123.112.2 forward
123.112.11.2 134.123.112.2 Forward
123.112.11.3 134.123.112.2 Forward

We can reduce entry like
Source Destination Action

123.112.111,-2.1,2,3 134.123.112.2 Forward

And upon extraction, we have to develop an algorithm that get IP address from above pattern.

Step 4. Compressed reduced sample will be sent back to SDN based Firewall. Mastermind module

Step 5. Mastermind will send it to flow table reduction module for reducing bottleneck at controller.

Step 6. Reduced flow table entry will be sent to Mastermind.

Step7 and 8. According to this sample, enforcer will decide which packet will be blocked for avoiding DDoS attack at smart home

Step 9. DDoS attack will be blocked based on reduced sample to improve performance of smart home based firewall.

V. Tools and technical skills required:

Basic knowledge of security, a programming language like c++, java, python will require.
To implement SDN we need to study OPENFLOW protocol.

To provide simulation we need to use MiniNet and Flood light.

Need to Study FleXight for SDN Based Firewall understanding.

Need to Stuy FleXam for sampling protocol for SDN based Firewall.

VI. Research Gaps Identified

A review of existing literature identifies several gaps:
1) Lack of integrated frameworks combining sample compression with SDN-based firewall mechanisms.
2) Limited techniques for compressing redundant sampled packets before transmission.
3) Absence of practical flow table reduction strategies tuned for smart home environments.
4) Inadequate evaluation of sampling algorithms under heterogeneous smart home traffic conditions.
5) Need for coordinated controller—enforcer architectures capable of real-time DDoS mitigation.

VII. Conclusion

This paper reviewed SDN-based smart home security research, focusing on DDoS defense mechanisms. SDN provides a
flexible foundation for enforcing fine-grained security policies, yet challenges persist in sampling overhead, flow table congestion,
and scalable firewall deployment. A conceptual direction combining sample compression and flow table reduction presents an
opportunity for improving SDN firewall performance in future studies.
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