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Abstract- In this modern world, Phishing website is
one of the most dangerous things in the world. In
JAIN(Deemed-to-be-University)
the recent
times, a lot of people have suffered
phishing attack due to phishing website as it is a
simplest way to obtain sensitive information from
innocent users. Machine Learning plays an
important role in prediction to detect the phishing
website in the website. The proposed method
predicts the URL based phishing websites based on
features and also gives maximum accuracy to give
the result. The proposed method will use uniform
resource locator (URL) features to detect the
phishing website. The proposed method takes those
features to detect the phishing website. The
Security for phishing detection website is a major
concern which is solved by providing
administration who can manage the phishing
detection website and user who can check the
phishing website.
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I.

INTRODUCTION

The work proposed in this model focus on detection
of those phishing website which is based on URL
JETIR2204241

in machine learning. These phishing websites are
made to look like an original organization website.
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The attacker uses their skills to manipulate user to
fill up the personal information by giving urgent
messages or need to update or loose money etc so
that they fill the required information which can be
used by them to misuse it and gain access to there
account. They make the circumstances such that the
user is not able to think twice and think that they
have not any other option but to visit their fake
website. Machine learning has been widely used in
many areas to create automated solutions to predict
the result. The phishing attacks can be carried out
in many ways such as email, website, sending
message.
Similarly, which are labelled as
legitimate will be detected as legitimate URL and
those who contain any phishing activity then
detected as Alter. The dataset with bad phishing
website is to be used for machine learning must
consist these features. There are many machine
learning algorithms and each algorithm has its own
working mechanism.
The algorithm used are logistic regression,
multinomial NB, super vector machine to predict
the phishing site. For security of the phishing
detection website the administration and password
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are used to protect the detection website. The
dataset is also stored in the cloud so that it can be
integrated.
II.

LITERATURE REVIEW

Rishikesh Mahajan et.al [1] proposed paper that are
based on machine learning technology for detection
of phishing URLs by extracting and analysing
various features of legitimate and phishing URLs.
To detect phishing websites Decision Tree, random
forest and Support vector machine algorithms are
used. To improve the extracting, we used some
more algorithm.
Jain A.K et.al [2] introduced a URL-based antiphishing machine learning method. They took 14
features of the URL to detect the website. They
differentiate between phishing website and valid
URLs by using Support Vector Machine (SVM)
and Naïve Bayes (NB) classifiers. They extracted
14 different features, which were used to
differentiate between phishing websites and
legitimate websites. The result of his experiment is
90% of precision websites when it is done with
SVM Classification.
Purbay M., and Kumar D [3] proposed multiple ML
methods to detect URLs by analysing various URL
components using machine learning. Authors
introduced various methods of supervised learning
for the identification of phishing URLs based on
PageRank, traffic rank information and page
importance properties. They studied how the
volume of different training data influences the
accuracy of classifiers. The research includes
Support Vector Machine (SVM), K-NN, random
forest classification (RFC) techniques for the
classification.
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spoofing attack categories and content-based,
heuristic-based approaches are explained and the
proposed model Phish Checker is developed with
the help of Microsoft Visual Studio Express 2013
and C# language. Dataset used from Phish tank and
Yahoo directory set and obtained an accuracy of
96%. This paper checks only the validity of URLs.
By analysing all the papers, we proposed the
feature with the security in the phishing detection
website as an administration with password and
users with password feature for admin to login and
admin will manage the number of users which is
signed in and manage to read the feedback from the
user if there provide any feedback relate to login or
website detection.
In the user page, they can login with username and
password and can check phishing website and
provide feedback based to phishing website.
The prediction of phishing website has found that
system provides us with 95 % of accuracy for
Multinomial NB and 97 % of accuracy for Logical
Regression. The prediction is done between
legitimate and phishing website and training
accuracy is 97% and testing accuracy is 95%.

Y. Sönmez et.al [4] proposes a classification mode
in order to classify the phishing attacks. This model
contains of feature extraction from sites and
classification of website. In feature extraction, 30
features have been taken from UCI Irvine machine
learning repository data set and phishing feature
extraction rules has been clearly defined. In order
to classification of these features,
they
used
Support Vector Machine (SVM), Naïve Bayes
(NB). In Extreme Learning Machine (ELM), six
activation functions were used and achieved
95.34%accuracy than SVM and NB. The results
were obtained with the help of MATLAB.
D. Akila et.al [5] focuses on detecting phishing
website URLs with domain name features. Web
JETIR2204241
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III.

PROPOSED
METHODOLOGIES

To examine a model accurately predict phishing
website. We experimented with different
classification algorithms and ensembles to predict
phishing website. Next, we briefly analyse each
phase.
A. Dataset Description - The data is collected
from the Kaggle dataset with the name of
phishing_site_urls. The security to the dataset is
given by saving dataset in the cloud and retrieving
by using access key and secret key.
The record has 2 attributes:
a. URL
b. Label (Good/bad)
B. Data Pre-processing Now that we have
the data, we have to vectorize our URLs. We
used Count Vectorizer and gather words using
tokenizer, since there are words in URLs that
are more important than other words e.g.,
‘virus’, ‘.exe’,’.dat’ etc.
For this we used Regexp Tokenizer - A tokenizer
that splits a string using a regular expression,
which matches either the tokens or the separators
between tokens.
C. Using Machine learning – Now we
classifying models which are used to predict
phishing URL are Decision Tree, Random
Forest, Support vector machine, Logistic
Regression and multinomial NB.
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ii.

A random forest is a machine learning technique
which is used to solve regression and classification
problems. Random Forest is developed by Leo
Bremen. It is done by building a large number of
decision trees at training time and outputs the class
that is the mode of the classes or classification or
mean prediction (regression) of the individual tree.
It gives information gain methods to find the best
splitter. This process will get continue until random
forest creates n number of trees. Every tree in the
forest predicts the target value and then calculating
the algorithm to vote for each predicted target. At
last random forest algorithm considers high voted
predicted target as a final prediction and give result.
iii.

Decision Tree Algorithm

One of the mostly used algorithm in machine
learning technology is Decision tree as it is easy to
understand and easy to implement. Decision tree is
a Supervised learning technique but mostly it is
used for solving Classification problems. The
decision tree has a model based on a tree-like
structure that describes the classification process
based on the input function. Input variables can be
of any type, such as B. graphic, text, discrete,
continuous, etc

JETIR2204241

Support Vector Machine Algorithm

Support vector machine is another powerful
algorithm in machine learning technology to create
the best line or decision boundary that can
segregate n-dimensional space into classes so that
it will be easy to put the new data point in the
correct category in the future. It seeks for the
closest points which is known as support vectors
and once it finds out the closest point it constructs
a line connecting to them. This machine then draws
separating line which bisects and perpendicular to
the connecting line. Aiming to classify the data
perfectly with the margin should be at maximum.
Now the margin is defined as a distance between
hyperplane and support vectors. In real scenario it
is not possible to separate complex and non-linear
data, to solve this problem support vector machine
uses kernel trick which transforms lower
dimensional space to higher dimensional space.
iv.

i.

Random Forest Algorithm

Logistic regression

Logistic regression is a supervised learning
classification algorithm which is used to predict the
probability of a target variable. The nature of target
or dependent variable is dichotomous, which means
there would be only two possible classes to find the
result.
It means, the dependent variable should be binary
in nature having data coded as either 1 (stands for
success/yes) or 0 (stands for failure/no).
Mathematically, a logistic regression model
predicts P(Y=1) as a function of X. It is one of the
simplest ML algorithms that can be used for
various classification problems such as spam
detection, Diabetes prediction, data prediction etc.
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v.
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MultinomialNB

Multinomial Naive Bayes algorithm is used for
classification with many features. The algorithm is
centered on Bayes theorem and predicts with help
of the tag of a text such as a piece of email or article.
It is calculating the probability of every tag which
is given in the sample and then provides the tag
with the highest probability as output.
Naive Bayes classifier is a collection of many
algorithms in which all the algorithms share one
common principle which is every feature being
classified is not related to any different feature.
Bayes theorem, formulated by Thomas Bayes,
calculates the probability of an event occurring
based on the prior knowledge of conditions related
to an event. It is based on the following formula:
P(A|B) = P(A) * P(B|A)/P(B)
the probability of class A when predictor B are:
P(B) = prior probability of class B
P(A) = prior probability of class A
P(B|A) = occurrence of predictor B given class A
probability.
D. After having result by using ML, we have
provided a GUI with administration and user
so that user can use detection website securely.
Admin will manage all the users and detection
site and manage dataset.

IV.

Fig 1: System Architecture

A data flow model is a diagram representation of
the data and exchange of information within a
system. Data flow models are used to graphically
represent the flow of data in an information system
by describing the procedure involved in the system
from data input to predicting result process.
One of the dataflow diagrams is the graphical user
interface to understand the process of the system
looks and another is to understand working of the
phishing detection procedure, how the ML works
in the prediction.

SCHEME DESIGN

The Design for the phishing website detection
Diagrams are typically brought into the research
process to know the procedure how the project
work. It is a common place to see a diagram
illustrating how concepts or themes relate to each
other or to explain how the research data relates to
an user.
The system architecture is used to see how the
system will look and to describes the process and
relations of a number of elements that together
create a defined output.

Fig 2: Dataflow of GUI system
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•Accuracy- measures the overall rate of correctly
detected phishing site.
It has been used to import Machine learning
algorithms. Dataset are divided into training set and
testing set.
The prediction of phishing website has found that
system provides us with 95 % of accuracy for
MultinomialNB and 96 % of accuracy for Logical
Regression.

Fig 4: Graph for the accuracy both ML are
providing
The classification report gives the training set and
testing set report with accuracy percentage of the
ML, which we used to do prediction of the phishing
detection.
Fig 3: Dataflow of Phishing Detection

V.

IMPLEMENTATION AND
RESULT

Since the subsequent sections in this survey will
compare a number of detection technique, we
found matrix with comparison of techniques to use
in phishing detection. Based on the review of the
literature, the following are the mostly commonly
used evaluation matrices.
•True Positive (TP) rate — measures the rate of
correctly of phishing attack
•False Positive (F P) rate — measures the rate of
legitimate website.
•True Negative (T N) rate — measures the rate of
correctly legitimate website
•False Negative (FN) rate — measures the rate of
phishing attack
• Precision (P) — measures the rate of correctly
detected phishing attack in relation to all instance
that were detected as phishing.
JETIR2204241

Fig 5: Confusion matrix that defined the accuracy
of result
Accuracy by the logistic regression:
Training Accuracy: 0.9784859068612579
Testing Accuracy: 0.964284934140108
Accuracy by the MultinomialNB:
Training Accuracy: 0.9740175578688816
Testing Accuracy: 0.9585326605357624
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The security which needs to give to the admin for
the phishing website detection and admin knows
the number of users whom have registered and can
read the feedback which was given by user.
User can register themselves by providing
username and password. They can check phishing
website by providing URL and based on the result
they can provide feedback to the admin.

VI.

CONCLUSION

In the modern world, the phishing detection is a
critical task and it is important for us to get a
method to detect it. It can be solved by using any of
the machine learning algorithm with the classifiers.
Classifiers which provide good prediction rate of
the phishing website, but after our analyses it is
good to use a hybrid approach such as Logistic
regression and Multinomial NB for the prediction
and it improve the accuracy prediction rate of
phishing websites. Existing methodologies gives
less secure as it only provides area to check the
website so we proposed a new security concept
with administration for URL based features and
machine learning algorithms so that it can be
manage. The user will use the website to detect
phishing website by signing up and all these is
written in Django framework.
VII.

FUTURE SCOPE

In future if we get more structured dataset of
phishing URLs where we can perform phishing
detection much faster than any other technique. We
can merge any other two or more classifier to get
maximum accuracy. In particular, we abstract
features that predicts URLs and predicts through
the various classifiers. The GUI can also be
enhanced by providing more features in the admin
and user page.
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