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Abstract : Software-Defined Networking (SDN) is a computer network that promises to enhance the infrastructure and
architecture of networks. SDN depends mainly on decoupling the control plane from the data plane. In SDN, the control plane is
implemented outside the forwarding element (OpenFlow switch). The SDN controller is considered the basic component in the
SDN architecture, which can represent the control plane of a network. Hence, SDN has many advantages over traditional
networks due to the centralization of a network’s control plane in addition to supporting network programmability. SDN is
capable of enhancing network manageability, configuration, and troubleshooting. However, SDN can suffer from many network
security attacks and threats. Therefore, protecting the SDN architecture from attacks is a demanding and urgent issue. Hence, in
this research, we review security requirements for in SDN and countermeasures that defend the SDN controller.

Index Terms — Network Security, Software Defined Networking, SDN Structure.

|I. INTRODUCTION

Recently, there was a need to address the difficulties of traditional networks faced by many of its users, and there was a call to
adopt new approaches to communication in order to address these difficulties. The solution to these problems is represented in a
new structure in the world of networks, which is SDN Networks, which is a real development in the world of networks, where SDN
simplifies network management and its ability to be programmed, improve networks, and the possibility of innovation and
flexibility. It is also characterized by the central control feature, by separating the control plane from the data plane [1]. As a result,
SDN designs have two major differentiating characteristics [2, 3].

1.1 Control Plane and Data Plane Separation

Separating both the control plane and the data plane, where the control plane is representing all the basic devices of the network,
called the controller, leads to reducing cost and reducing network complexities. The controller is responsible for managing the
network and controlling it more easily and quickly. The network administrators do not need to configure or manage the network
devices separately. SDN networks also enjoy a supposedly vision and global knowledge [3].

1.2 Programming Interfaces

SDN Networks add powerful and convenient programming interfaces that facilitate the design and configuration of various
network applications and programs e.g., traffic engineering and quality of service applications, and using basic programming
commands and lines of code, so it is easy to deploy. In SDN networks, any new configurations can also be added and applied
within the network, and errors can be discovered and repaired, due to the network’s flexibility and programmability [3, 4].
Therefore, the features of SDN, in addition to its architecture, benefits, threats, and countermeasures will be described in this paper
[5]. The SDN weakness point is the SDN controller as it may be a single point of attack that compromises the whole network.

1.3 Article Organization

This paper is organized as follows, Section I contains the introduction of this research, Section Il contain the SDN architecture,
Section Il contains the benefits of SDN, Section IV contain SDN threats and countermeasures, section V concludes research work
with future directions.

I1. SDN ARCHITECTURE
SDN design has three layers, as indicated in Figure 1: infrastructure layer, control layer, and application layer.
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Figure 1. Software-defined networking architecture

The following are the six key components of SDN architecture:

2.1 Management Plane

The first is the management plane, for starters, which is a collection of SDN network applications that govern and control the
logic. SDN enables network programmability, allowing for faster and more flexible deployment of new services and applications.
such as load balancing and routing. It also ensures network automation and orchestration with existing APIs [6].

2.2 Control Plane

Second, the control plane is a basic layer in control plane elements and programmable forwarding devices are controlled by the
SDN architecture through well-defined SI embodiments which are responsible for forwarding devices in SDN networks where the
control plane contains the controller and applications where all the control logic resides [6].

2.3 Data Plane
The third element is the Data plane including wireless radio channels interconnect forwarding device. The data plane is the
network infrastructure which is a representation of interlinked forwarding devices.

2.4 Southbound Interface
Fourth, the interface between the control plane component and forwarding devices is known as the southbound interface. The
data plane's connection with the control element is formalized by the communication protocol.

2.5 Northbound Interface

The fifth API is the northbound API which allows communication between the management and control layers via northbound
interfaces. The network topology, provisioning tasks, and configuration retrieval are all available through this northbound interface.
Through the provisioning northbound API, it also provides network, loop avoidance, path calculation, security, and routing, as well
as fault management.

2.6 Forwarding Devices

The sixth component is the forwarding devices which are either hardware or software-based, conduct a series of actions through
data plane devices. The forwarding devices enable the use of a well-defined instruction set to operate on incoming packets. The
southbound interface defines these instructions. The protocol instructions are also defined in these instructions, which are installed
by the SDN controllers in forwarding devices to implement the southbound protocol.

The Open flow was normalized by the leading IT industry like Facebook, Cisco, Google, HP, etc. Thus, Understanding
OpenFlow architecture contained in the following subdivision needs knowing the SDN notation. Opflex [7] extends the complexity
of managing networks to advance the scalability of the infrastructure layer [7]. Management of conventional networks is enhanced
by presenting a flexible technique without using a logically centralized controller. Whereas ROFL [8] gives an API relying on the
open flow that allows full development for software developers for the new application.

I11. SDN BENEFITS

With intrinsic decoupling of the control plane from data plane, SDN enables more network control through programming. Table
1 summarizes the possible benefits of this combined feature, which include simplified configuration, higher performance, and
promoting creativity in network architecture and operations. SDN, for example, may integrate not just packet forwarding at the
switching level but also link tuning at the data link level, breaking the layering barrier. SDN also enables real-time centralized
network control on the basis of both instantaneous network state and user-defined policies, thanks to its ability to collect immediate
network status. This has the added advantage of permitting network settings to be optimized and network performance to be
improved. SDN's potential benefit is further shown by the fact that its network programmability and ability to define isolated virtual
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networks via the control plane made of it a suitable platform for experimenting with new approaches and encouraging novel
network designs, as detailed in table 3.1.

Table 3.1: Comparisons between SDN and Conventional Networking [9]

SDN Conventional Networks

Features Decoupled data and control plane, and | A new protocol per problem, complex network
programmability. control.

Configuration | Automated configuration with centralized validation. Error prone manual configuration.

Performance . . . . Limited information, and relatively static
Dynamic global control with cross-layer information. . .

configuration

Features Decoupled data and control plane, and | A new protocol per problem, complex network
programmability. control.

Innovation Easy software implementation for new ideas, sufficient | Difficult hardware implementation for new ideas,
test environment with isolation, and quick deployment | limited testing environment, long standardization
using soft-ware upgrade. process.

In this section, we dwell on these benefits of SDN [9].

3.1 Improving Configuration

One of the most crucial responsibilities in network administration is configuration. To achieve consistent network operation,
appropriate configurations are wanted when new equipment is introduced to an existing network. However, because of the disparity
in network device manufacturers and configuration interfaces, most modern network configurations require some user intervention.
This manual configuration process is time-consuming and prone to errors. At the same time, troubleshooting a network with
configuration issues takes a lot of time and effort. It is widely acknowledged that, with the current network design, automatic and
dynamic network reconfiguration remains a significant difficulty. SDN will support remedying such a situation in network
management [9].

3.2 Performance Improvement

Current approaches frequently concentrate on development, improving the performance of a subset of networks or the user
experience for specific network services. Obviously, these approaches, which are focused on local data and do not take cross-layer
considerations into account, could result in weak inferior performance, if not conflicting network processes. SDN's arrival provides
a global chance to increase network performance. SDN, in particular, allows centralized control with a global network perspective
as well as feedback control with data transferred across levels in the network design. As a result, with appropriately designed
centralized algorithms, many difficult performance optimization challenges would become doable. As a result, innovative solutions
for classic problems like data traffic scheduling, end-to-end congestion control, load-balanced packet routing, and Quality of
Service may be developed and implemented quickly to test their efficacy in enhancing network performance. [9].

3.3 Encouraging Innovation

Encouraging Innovation: due to the continuous change, future networks should support innovation rather than attempting to
completely foresee and perfectly match future application requirements. Unfortunately, any new idea or design meets immediate
implementation, experimentation, and deployment hurdles in existing networks. The biggest stumbling block is the widespread use
of proprietary hardware in traditional network components, which prevents experimentation. Although experiments are possible,
they are frequently carried out in a separate, simplified testbed. These tests do not provide enough assurance that these novel
concepts or network designs will be adopted in the industrial sector. The concept underpinning community attempts to enable
large-scale experiments cannot fix the problem [9].

On the other hand, SDN encourages innovation by supplying a programmable network platform on which new ideas, new
applications, and new revenue-generating services may be easily and flexibly implemented, experimented with, and deployed.
SDN's high configure allows for apparent separation of virtual networks, allowing for real-world testing. A seamless transition
from an experimental phase to an operational phase can be used to launch innovative concepts in stages [9].

1V. SDN SECURITY THREATS AND COUNTERMEASURES

The Software-Defined Networking architecture is now being employed in the provision of speedier services due to its
advantages. SDN, like many other technical paradigms, does, however, pose security risks, some of which are exacerbated by its
layered design [10].

4.1 Security of Northbound Interface and Application Plane

There is a collection of programs requirements and abstracts provided by the application plane which is essential to meet the
specific system requirements allowing response to the SDN environment's criteria through the controller. The set of existing
applications such as firewalls, routing policies, protocols, and many more, which the controller's developer can offer or third
parties.

Communication occurs between the application plane and the controller through the northbound interface and is not
standardized so each controller defines its own raw APIs and the type to be used e.g., such as RESTful APIs, programming
languages, and customized APIs (ad hoc) [10][11].
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REST is currently the industry's most of the applications extensively utilized API, but ONF is working on an open-source API
as it does not rule out the possibility of standardization and tasks into account all stakeholders' participation (e.g. researchers,
controller providers, application developers) and is involved in a more Efficiency in creating applications [10].

SDN’s various applications are frequently implemented by third parties, which exposes them to security threats as shown in
Figure 2, where a malicious application can masquerade as a real application and enter the controller and introduce wrong rules that
modify network performance [12]. Specifically, Various current applications have conducted their security analyses to identify the
weaknesses that cause attacks [13]-[17], which in turn reduce the performance efficiency in SDN networks, and from the research
that helped reduce these attacks, for example, Indago [18] where malicious applications are detected proactively utilizing security-
sensitive behavior graphs (SSBGs) graphs and machine learning. the authors focus on attacks that include tampering with
information, masquerading as real users, and appropriating permissions, all of which disrupt network services. As for the proposal,
it is capable of detecting interference through algorithms used in the same code of SDN's application MSAID [19], SAIDE [20]
another proposal also that someone detects the interference using mathematical models and gets rid of it [10].

SDN Applications

C
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DoS attacks
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API abuse
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Controller
Figure 2. Associated Attacks emerging from applications [10]

Through these introductions, we find that the absence of effective and real previous authentication mechanisms, access control,
and validation of SDN applications allows the northbound interface to implement trust relationship attacks against the controller
and impersonation. In the absence of prior effective mechanisms that deal with the attacks that SDN networks are exposed to SDN
applications are exposed to dealing with illegal requests that lead to resource exhaustion and poor network performance. In the
proposal [21], after performing the performance tests, stress tests, and DDoS/DoS tests from the northbound facade, it was found
that there is a weakness in the performance of the analyzed controllers. fine-grained and coarse-grained access controls are used to
contribute to solving application authorization problems, where they are used to cover vulnerabilities of a standalone application or
system, where it is a persistent environment where normal behavior is highly predictive. As for dynamic environments, there are
fine-grained access controls with high accuracy and more detail in the application permissions [10].

Generally, In SDN networks, many services, providers, and multi-domain environments are used. The SDN architecture is also
used in multi-tenant environments. Therefore, incorporating very strict coarse-grained access control may lead to the abuse of
permissions or disruption of some network tasks. In the proposal [22] the authors explain that there is a loose coarse-grained access
control mechanism to maintain network security from integrity attacks on the information flow as it allows the so-called application
poisoning attack which one application can control to do tricks on other applications and perform actions. From the previous
argument, we find that SDN applications authorization issues are resolved through access control. One solution is to use standalone
mechanisms that rely on existing controllers to solve authentication problems. With this background, the authors have made the
following contributions. In [23], the authors propose MD-UCON, which is an access control mechanism for the northbound
interface, focusing on multidomain scenarios to facilitate cross-domain access control, this proposal leverages RBAC techniques
that have been developed for dynamic situations, as well as a cross-domain role mapping approach. This solution is based on a
model named UCON [10].

The authors in [24] proposes leveraging identifiers in the authentication and privilege assignment process to link controllers
with OpenFlow apps via blockchain. This approach, in addition to providing Authentication, authorization, and accounting (AAA),
provides decentralization and immutability of the database in which application information, permissions, and tokens are kept; it
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also permits control of logs, which record all participants' behavior and allow monitoring. To avoid the exploitation of static
permissions provided to an API, the authors in [25] proposes a controller-independent approach. It consists of a northbound
security extension that serves as a "mediator” between the OpenFlow applications and the controller by repackaging the built-in
services of the northbound APIs. This approach also includes controller-specific IDS, which stores information about the
permissions and accounting records of the OpenFlow application, and a high-level policy engine predefines the policies for each
OpenFlow application. In this way, OpenFlow applications can be authenticated and authorized, and the legitimacy of accounting
requests can be verified using password-based authentication and token-based authentication. There is a security rule generator,
which defines the access rules between applications, APIs, and their inputs or outputs. Finally, this frame features a decision engine
that employs APl hooking to intercept application activity. Here, the input/output of each API is reviewed and contrasted with the
rules.

Also, some proposals and solutions grant permissions to third-party applications such as BEAM [26], which depends on the
network behavior taken from metrics such as flow_injection_rate or packet_in_rate, which is analyzed by an IDS, and then the
permissions of the applications are upgraded or reduced at runtime. BEAM has units it works with the registration wizard, which is
responsible for new applications, as it registers and allocates initial permissions to them; Policy engine: It consists of two bases,
namely, the policy store and the map table, the activity discovery unit and the activity engine, which are units responsible for
reviewing the application activity that is benefited from it on IDS and the records, respectively [10].

Because of the presence and injection of malicious applications, misuse of the API and DoS, a structure called SENAD has
been proposed that consists of four parts. Where the interaction between the application-plane controller and the data-plane
controller is done by controlling factors based on the publication/subscription model. The resources of each application are
controlled by the policy engine and also access control for them. Applications are isolated by the controller, application sandboxes,
and resources are served as required by the policy engine. Finally, both the authentication and authorization work with the
information exchanged between the APC and the DPC. The authentication is based on the password and rules that are consulted
with the policy engine for authentication. [28], an approach called Application Authentication System deployed outside the console
enabling authentication, log unauthorized operations, access rights, resources, application certificates, authorization components,
encryption, and authentication are just a few of the things that can be managed.

Also, in [29], a security-as-a-service (SEaaS) solution is defined. Using a floodlight controller as a model where authentication
is one aspect between microcontrollers and applications. The authors in [30] by creating an architecture that provides data only to
trusted third-party applications by using the north interface along with the implementation of the NSS digital signature and the
NTRU encryption method. Similarly, [31] he proposes a framework consisting of two main modules: a detection engine
responsible for permissions, which determines the legitimacy of application permissions, and a logging authorization engine, which
limits eavesdropping attacks and manipulation, where it uses the NTRU method to perform both logging and authorization of the
request [10].

4.2 Security of East/West Bound Interface and Control Plane

The controller or network operating system that manages the requests made from the data plane logically controls SDN
networks. Structure information, application resource creation, statistics, and much more are all contained in the controller. There
are now a large number of controllers, maybe more than thirty, each with its own programming languages and interface; many are
open source, while others are proprietary. The architecture of controllers can be characterized as centralized or distributed [32, 33].

According to the literature, there is a sub-classification of distributed systems that can assume either flat or hierarchical shapes.
The tasks of each controller within the organization are the basis for this sub-classification [33]. As a result, all controllers in a flat
distributed architecture have the same applications and responsibilities. Hierarchical distributed architectures contain a powerful
controller that can handle applications within the network and fewer applications and responsibilities with more controllers [32].
Despite this, there is no strong significance as flat and hierarchical distributed architectures are one and the same for security issues
and hence controllers are referred to as central or distributed. Modules are used in applications where throughput is low as they rely
on a single controller to manage the network. As a result, the use of a unique controller may cause a single point of failure that
damages the network, affecting its performance and leading to bottlenecks for incoming requests, so this architecture may be
vulnerable to SDN attacks [10].

On the other hand, there are more controllers in multi-domain or heterogeneous networks [34] used by distributed designs as
they are mainly used in large-scale deployments by telecom operators for different functions within the network. Distributed
controllers try to configure the network in terms of scalability, throughput, and flexibility, as it is very resilient in the presence of
DosS attacks, as the controller uses fault tolerance technology to manage this function. He cites Hyperflow [35] which uses the oath-
bearing property of WheelFS's system. In distributed architectures, the communication between the controllers is achieved through
the east/west interface, which is not uniform like the north interface, so each controller proposes an interface. The eastern and
western interfaces, respectively, provide communication between the controllers in the various administrative fields, and the other
interfaces link traditional networks with SDN networks [36] [10].

There are also solutions that use methods to solve the problem of SDN security of pre-defined networks such as methods based
on statistics and methods based on machine/deep learning [38]. In the context of this, there are some helpful proposals to solve this
problem: In [39] researchers proposed IDS called Eunoia, which uses machine learning and consists of three subsystems: data
processing, which is responsible for getting rid of unimportant data through statistics and traffic analysis after that. The extracted
data is sent to the second sub-component: predictive data modeling, which uses a random forest algorithm to detect attackers at the
same time. The third component is decision-making and response systems subcomponents, which work on inaccurate data to
achieve greater accuracy of the extracted data.
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The authors in [40] proposed a framework for anomaly detection using deep learning. The proposal consists of two modules,
the flaw detection module, which is responsible for the security aspect and focuses on many attack vectors such as spoofing and
malware. This unit is based on the so-called support vector machine (SVM) algorithm and restricted Boltzmann machine (RBM)
whereby an anomaly report is generated by classifying and summarizing the characteristics of the flows sent between the controller
and network parts; based on this report, the controller can work on forwarding while disregarding packets and communication. The
second module is responsible for the quality of data delivery to provide Quality of Experience (QoE).

The study in [41] focuses its work on application-type attacks such as cross-site scripting, botnets, and port scanning. It is a
framework for detecting eavesdropping based on hybrid learning techniques and the application of long-term memory and long
short-term memory (LSTM) which is useful to avoid the vanishing gradient problem found in a large data sequence set. This
proposal also uses a convolutional neural network (CNN) to extract features from the raw data.

In [42] the authors propose an IDS using deep learning. This solution consists of three modules: 1) Stream collector which is
responsible for collecting all sensitive packet-in messages. 2) Anomaly detector, in which the anomaly is detected using a gated
recurrent unit recurrent neural network (GRU-RNN). 3) Anomaly mitigator in which it is decided whether the traffic is to be
ignored or analyzed in depth.

4.3 Security of SDN Data Plane

The flow rules are inserted into the flow tables of OpenFlow switches by means of the OpenFlow controller in OpenFlow
networks. These rules can be created before a new host delivers packets or after a new host sends the first packet. As shown in
Figure 3, the switch has a limited number of flow tables where the flow rules are installed according to the controller width of the
network. Where the most necessary priority is to identify and separate the normal flow rules from the anomalous flow rules,
followed by the important priority, which is the ability of the transformer to maintain an appropriate amount of flow inputs. In
OpenFlow, it is important that the switch stores temporary streams and waits for the controller to issue stream rules. The data plane
has limited resources to store unwanted temporary packets (TCP/UDP) and it is vulnerable to attack, especially saturation attacks
[43].
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Figure 3. OpenFlow switch architecture [43]

In SDNs, the data plane is affected by the security of the control plane. Therefore, in the event of an attack on the control plane,
the entire network, which includes many data plane nodes, is compromised. In partitioned network architectures such as SDNs, a
control-level attack may fail or be disconnected, so the redirection information does not reach the switch and therefore is attacked at
that time. When the control plane is separated from the data plane, an attacker can manipulate OpenFlow's rules causing more
attacks in SDNs such as man-in-the-middle attacks and black-hole attacks. The TLS protocol has a higher technical barrier for
operators due to its complex configuration, which includes creating a site-wide certificate, signing it with the private key, creating
control and switching certificates, and installing the correct keys and certificates on devices. As a result, several suppliers have
decided to leave TLS functionality out of their OpenFlow switches. Complex configuration and selective use of TLS can cause the
control channel to be attacked. One of the most common types of attacks in OpenFlow networks is the man-in-the-middle attack
due to the high connectivity and lack of authentication in the plaintext OpenFlow TCP control channel. Then the attacker can be
able to access any downstream switches and perform a lot of eavesdropping attacks [43].

V. CONCLUSIONS AND FUTURE SCOPE

The SDN weakness point is the SDN controller as it may be a single point of attack that compromises the whole network.
Therefore, special considerations shall be applied for securing the SDN controller. In this research, we presented an overview of
security threats for Software Defined Networking (SDN) and we detailed countermeasures to defend SDN from such security
threats. Our future plan is to develop security tools for protecting the SDN controller against various security threats, including
Denial of Service (DoS) attacks and Distributed Denial of Service (DDoS) attacks.
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