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Abstract:  Analysis With the widespread use of mobile applications in everyday life, it is critical to keep track of which ones are 

safe and which are not. The reviews that are mentioned for each application cannot be used to determine how safe and true the 

application is. As a result, it is necessary to keep track of and develop a system to ensure that the apps available are genuine or not. 

The goal is to create a system that detects fraudulent apps before the user downloads them using sentimental analysis and data 

mining. Sentimental analysis is used to help determine the emotional undertones of words expressed online. This method is useful 

for monitoring social media and getting a quick sense of the public's opinion on specific issues. on the internet, the user may not 

always find accurate or true product reviews. We can search for sentimental comments from users across multiple applications. The 

reviews could be fake or real. We can determine whether the app is genuine or not by analysing the rating and reviews together, 

which include both user and admin comments. The machine can learn and analyse sentiments, emotions, and other texts using 

sentimental analysis and data mining. One of the most important aspects of App ranking fraud is the manipulation of reviews. 

Analyzing reviews and comments using sentimental analysis and data mining might help in finding the best app for both the Android 

and iOS platforms. 

 

Index Terms - Sentiment analysis, fraud app detection, Machine Learning, data mining  

I. INTRODUCTION 

As we all know, the mobile application market is growing as mobile users increase in number. Sensible phone users employ those 

alternatives of mobile apps for entertainment, knowledge, and so on. Android phones have recently become popular, and consumers 

make extensive use of the play store. According to a recent survey, the number of applications in the Google Play store has increased 

from 1 million to 3.5 million. Because of its quick rise in daily usage, sales, and advances, it has become a serious problem in the 

area of business intelligence. This increases market competition. Companies and application developers are competing fiercely with 

one another to demonstrate the quality of their goods and to attract clients in order to support their future advancement. 

In comparison, there are 2.2 million apps in Apple's App Store. The review area of every app on the Play Store could potentially 

be an honest way to research an app. Fraud applications may cause phone damage as well as data theft. However, once downloaded, 

all mobile consumers prefer high hierarchical apps. To transfer a program on a smartphone, the user must go to a play store such as 

Google Play or Apple's App Store. When a user visits the Play Store, he will be able to access the various application lists. Sometimes 

the user does not believe the appliance, regardless of whether the applications are useful or useless. When a user downloads an 

application, he or she may discover that it does not work or is ineffective. This indicates that there is fraud in the mobile application 

list. As a result, such programs must be labeled so that customers of the Google Play store can avoid them. Our application will 

provide the user reviews for the application that they wish to download. This could be a technique for developers to identify their 

vulnerabilities and improve the development of a new one while keeping the demands of the people in mind. Not only that, but 

criminal developers may deceive the recognition of their apps or utilize it as a platform to distribute malware everywhere. This is 

commonly accomplished by applying so-called "bot ranches" or "human water armed forces" to rapidly extend the Application 

downloads evaluations and audits. 

II. LITERATURE REVIEW 

In [5] focuses on analysing reviews in written English language belonging to various KSA telecommunication companies for 

opinion mining, and they used supervised machine learning algorithms for classification. Furthermore, they used TF-IDF (Term 

frequency-inverse document frequency) to determine the importance of a specific word in a review. [6] creates a sentiment analysis 

approach based on public Arabic reviews and Facebook post comments. 

They used supervised machine learning algorithms such as Support Vector Machine (SVM) and Nave Bayes, as well as binary 

model (BM) and TF-IDF, to investigate the effect of various term weighting functions on sentiment analysis accuracy. In [7], they 

used natural language analysis for Arabic language text and applied sentiment analysis to a Twitter dataset of 4700 for Saudi dialect 

sentiment analysis with (k=0.807). Researchers in [8] presents a sentiment analysis for Egyptian dialect based on a corpus of reviews 
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and product reviews. They use natural language processing to comprehend Egyptian dialect. They also classified the data using a 

lexicon-based classification. 

Fraud Detection and Prevention Using Machine Learning Algorithms: A Review, G. Jaculine Priya; S. Saradha, 2021 - In this 

paper AI and ML techniques are used to monitor key patterns that might help differentiate a real vs fraud transaction. Capturing 

Customer information like Geolocation, authentication, session, and device IP address can be maintained. Machine Learning and the 

application of Artificial Intelligence will play an important part in learning and detecting fraud patterns automatically. 

Towards De-Anonymization of Google Play Search Rank Fraud, Mizanur Rahman; Nestor Hernandez; Bogdan Carbunar; Duen 

Horng Chau, 2021 - The author of this research introduces the fraud de-anonymization challenge, which goes beyond fraud detection 

to reveal the human masterminds behind search rank fraud on peer-review sites. The author gathered and analysed data from 

crowdsourced search rank fraud tasks, as well as surveyed the capabilities and behaviours of 58 search rank fraud workers recruited 

from six crowdsourcing platforms. The author gathered a gold standard dataset of Google Play user profiles assigned to 23 

crowdsourced workers and investigated their fraudulent behaviour in the field. Dolos is a fraud de-anonymization system that uses 

attributes and behaviours extracted from studies to attribute identified fraud to crowdsourcing site workers, and hence to real identities 

and bank accounts. 

III. PROPOSED METHODOLOGY 

 

 

Figure 1 - System Architecture 

Most of us now use Android and IOS phones, and we frequently access the play store or app store. Both marketplaces provide a 

huge number of applications, but unfortunately, a small number of those applications are fraudulent. Such programs can cause phone 

harm and data theft. As a result, such programs must be labeled so that store users can identify them. As a result, we propose a web 

application that will process the information, comments, and application evaluation. As a result, determining if an application is 

fraudulent will be easy. 

 

The practice of determining a user's emotion toward a topic or a product is known as sentiment analysis. Opinion mining 

determines whether a user has a positive, negative, or neutral opinion of a product, topic, or event. Opinion mining and summarization 

are comprised of three primary steps: opinion retrieval, categorization, and summarization. Review websites are used to collect the 

review text. Opinion material, such as that found in blog posts, reviews, and comments, conveys subjective information about a topic. 

Positive and bad reviews are separated. By considering frequently recurring features of a topic, opinion summaries are constructed 

based on feature opinion sentences. The complete framework designed for sentiment analysis is as follows: 

 

1. Read CSV file – In this step, we are accessing a CSV file that is exported from the app store/play store. The file contains 

the app name, review, username, date and time, etc. 
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2. Pre-process or Clean data 

 

 

Figure 2 - data pre-processing 

 

 Tokenization - Tokenizing sentences to break the text down into sentences, words, or other units by detecting whitespace in 

words. 

 Removing stop words - Removing stop words like “if,” “but,” “or,” and so on. 

 Lemmatization - Normalizing words by condensing all forms of a word into a single form 

 

3. Perform Sentiment Analysis – In this step, we are checking the sentiment of a given review using the TEXT BLOB library. 

 

 

Figure 3 - Sentiment Analysis 

  

4. Visualization – After successfully detecting sentiment for the given review we are showing the outcome in the form of a bar 

graph and word cloud. 

. 

IV. PROJECT STEPS 

1. Start 

2. Enter Review / Upload CSV file 

3. Read App reviews from CSV file 

4. Perform Tokenization 

5. Remove stop words from reviews 

6. Lemmatization 

7. Calculate Sentiment for each review using Text Blob Library   

8. Categorize review – Positive, Negative, and Neutral 

9. Visualize the Result   

10. End 
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V. CONCLUSION 

The main objective of the proposed work was to review the fraud detection of apps and to use a sentiment analysis approach to 

differentiate the particular fraud apps. The experimental analysis is carried out on differing types of apps with the proposed method 

for the detection of fraud apps. Our system will detect ranking frauds using Natural Language Processing and machine learning 

techniques. Further, an optimization-based aggregation method combines all three pieces of evidence to detect fraud. Different class 

value and threshold value gives different results of accuracy of your time required for execution. 
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