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Abstract: To fulfill the fault tolerance requirements of MANETS, data link and network layer protocols must be created. In
addition, when it comes to security, the most important issue is authentication. Because MANENTs work in a hostile
environment, deploying PKI with a single certificate authority creates a single point of failure, forcing adversaries to look for a
means to compromise the CA. As a result, the employment of distributed CAs appears to be obvious. The dispersed CA's provide
a difficulty of service availability as MANETSs expand in size. The distributed PKI must thus be localized to make it more
available and safe.

The study described in this paper evaluated both the routing protocols that best suit fault tolerance and the appropriate
authentication strategy, and made a detailed assessment of the candidate protocols and authentication schemes as a result.
Multipath protocols are better in terms of fault tolerance, according to the study, and AOMDV and MDART were chosen as
alternative fit in the framework based on network size.

IndexTerms - AOMDV, ECDSA, Fault tolerance, MANETS, MDART, Security.

I. INTRODUCTION
1.1Background

A Mobile Ad hoc Network (MANET) is a network of wireless mobile nodes that self-organize in arbitrary and transitory
topologies. As a result, people and automobiles can be combined.

Internetworked in places where there is no pre-existing communication infrastructure or when using such infrastructure
necessitates wireless expansion [1]. Mobile nodes in a mobile ad hoc network can communicate directly with all other nodes within
their radio ranges, however nodes that are not in the direct communication range interact with each other through an intermediate
node. In a network, communication entails sending data in the form of packets via particular ideal channels. The essential role of
network communications is to find the best path (routing) for data transmission. Routing is done through routing algorithms that
use metrics to determine which path is the best for a packet to take. A metric is a unit of measurement that includes things like path
bandwidth and hop count. Routing algorithms set up and preserve routing information to make path decision possible.

The following are the various types of faults or mistakes that can arise in MANETS [2]:

Packet loss due to congested nodes/links, transmission faults, node failures, link failures, route breakages Because of
malfunctioning network nodes or route failures, the performance of ad hoc routing protocols will suffer dramatically. Node
mobility is the primary cause of route failures. Link failures due to wireless channel contention are another condition that might
cause route failures. A route is made up of a series of links.

1.2 Definition of the issue

There is no central management or infrastructure support in MANETS. It is a target for attacks. Any node in the network can
join and leave. As a result, security methods are critical in an ad hoc network. Unless some type of authentication mechanism is
implemented into the network, node authentication is not assured by default. As a result, establishing node authentication and
preserving the MANET fault-tolerant becomes a fundamental concern in MANET deployment.
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1.3 The goal

The goal of this study is to assure maximum authentication strength across MANET nodes while preserving fault-tolerant data
connection. The following are the precise goals of this thesis:

To use AOMDV and ECDSA to simulate fault-tolerant communication with malicious nodes.

To use MDART and ECDSA to simulate fault-tolerant communication with malicious nodes.

To compare AOMDV with MDART in terms of fault tolerance when using ECDSA.

To recommend the best alternative for MANET fault tolerance and security.

Il. REVIEW OF THE LITERATURE

Following the literature analysis, we developed our proposed "Fault tolerant data transfer in mobile ad hoc networks without
compromising the authenticity of nodes."

Analysis and selection of candidate schemes

Testing and recommending techniques that meet fault tolerance and authentication requirements in various contexts.

We divided our challenge into two layers based on our research: the routing layer and the security layer. We analyzed and
selected candidates who fit into our layers based on the results of our poll. Finally, to back up our theoretical decisions, we
conducted practical tests to further illustrate and improve our selections. Protocol simulations are run on a Linux operating system,
Ubuntu 10.04, with ns-2.35. Throughout our simulation, we have performed various runs. Every simulation lasts between 0 and 200
seconds. In a rectangular field of 200m*200m, random waypoint mobility is used. At the time of execution, the TCL script imports
traffic and mobility files.

Connection Pattern . Running Execution
Model Design Qe

Mobility Pattern

Collecting Trace files

Data Files Applying awk Scripts
Result/Graph pplying p

Figure 1: Simulation Process

11l. MATERIALS AND TECHNIQUES

In order to evaluate the simulation environment and performance parameters, we used Network Simulator (version 2), often
known as NS2.

NS2 outputs either text-based or animation-based simulation results after simulation. Tools like NAM (Network AniMator) and
XGraph are used to evaluate these data graphically and interactively. The simulations are visualized using the network animator
(nam).

AOMDYV and MDART maintain a packet send buffer. The transmit buffer holds all of the data packets waiting for a route. The
maximum size of an interface queue is 50 packets. All routing packets are held in IFQ until they are transmitted by the MAC layer.
In general, the steps of simulation are depicted in the diagram below.

To carry out the simulation process of the above-mentioned protocols, follow the procedures below. Step 1: Scenarios are
created using the above-mentioned setdest program, which employs a random waypoint mobility model. In this simulation, ten
situations with varied maximum speeds are generated. The following is an example of a scenario generator: Setdest-n50-p2-M
20 —t 200 —x 200 —y 200 > scene50-01.sc Where -v stands for version 1 or 2, -n: the total number of nodes, -x and -y: simulation
area, -t: simulation time, scene-50-01: output file

Step 2 - The cbrgen.tcl file from the indep utilities is used to build the traffic pattern. Only one traffic pattern is generated in this
simulation using the following method:

cbr-50-40.sc> ns cbrgen.tcl - type cbr -nn 50 - seed 1.0 - mc 40 - rate 0.25>

Where - type: cbr or tcp traffic type - nn: the total number of nodes, - seed: value of the seed maximum connection sources (-
mc) -rate: packet transmitting rate.

Step 3 - A tcl script is built to generate trace files after the traffic patterns and scenarios have been generated. These traffic
patterns and scenarios are then supplied into the tcl script, which is then run. Trace files are created when a tcl script is run. Two
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protocols, AOMDV and MDART, are utilized in this simulation to generate trace files with the extension *.tr, which are archaic
trace file formats. There are two types of trace file formats: old trace file format and new trace file format. A *.nam file is created
along with the trace file, which illustrates the animation of the moving nodes and packet routing. *.nam files are useful for
displaying packet routing and node mobility.

Step 4 — Once trace files have been generated, they must be analyzed using awk or a script. Awk scripts are built to examine the
files based on the performance metrics that will be utilized in the performance review. This simulation is used to assess
performance using three metrics: packet delivery fraction, average end-to-end delay, and throughput.

Step 5 — After analyzing the trace files, the results are saved in a text file and shown as graphs using Microsoft Office Excel,
Math Lab, or the ns-2 X graph software. The studied results are saved in a text file, and graphs are displayed using Microsoft Office
2007 Excel between both models and performance measures such as packet delivery fraction, average end to end delay, and
throughput.

IV. METRICS OF PERFORMANCE

Table 1: Simulation Parameters for Number Nodes Model

Parameters Values

Routing Protocol

AOMDV

MDART

Number of Nodes 50,55,60,65,70,75,80 50,55,60,65,70,75,80
Simulation Time 200 200

Environmental Size 200 * 200 200 * 200

Traffic Type CBR(constant bit rate ) CBR(constant bit rate )
Packet Size 512 byte 512 byte

Packet Rate 0.25 0.25

Maximum Speed 20 20

Queue Length 50 50

Mobility Madel Fandom Waypoint Random Waypoint

Omni-Directional

Omni-Directional

Antenna Tvpe

Table 2: Simulation Parameter for Malicious Node Model

Parzmetars Vilues

Fouting Pretocol AOMDV MDART

Nuraber Malicious of nodes 01234567891011 (012345€7891C11
Simulation Time 200 20

Number of node 50 3]

Pause Tim= 2 2

Environment Size 200 =220 200*200

Traffic Tvpe CBRJ constant Bit Rate) | CBR( constan: Bit Rat=)
Packe: size without securty, | 512 Bwie, 832 Buwte | 512 Bwie, 832 Byt= respectively
packet size with security respectively

Packe: Rate 0.25 0.25

Maximum Spesd 20 2)

Maximum connection 40 42

Queue Length 30 32

MobiLty Model Fandom Waypeint

Omni-Dirzciicnel

Random Weypom

Anterma Type Cmmi-Direction
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Table 3: Simulation Parameters for Pause Time Model

Parameters Values

Eouting Protocols ACMDV MDART
Numberofnodes 30 30

Simulation Time 200 100

Pause time 3,10,15.20.25.30 3,10,15,20,25.30
Envirommental size 200*200 100*200

Traffic Tvpe CER{constant bitrate ) CBR(constantbitrate )
Packetsize 312 312

Maximum speed 0 20

Maximum connection a0 40

Queue Length 30 30

Mobility Model Pandom Waypoint Fandom Waypoint
Antenma type Omni-Directional Crn-Directional

The ratio of data packets delivered to the destination to those generated by the sources is known as the packet delivery fraction.
It's determined by multiplying the number of packets received by destination by the number of packets sent from the source. PDF =
total packets received / total packets sent

Average end-to-end delay - This covers all possible delays caused by buffering during route discovery latency, interface queue
queuing, MAC retransmission delay, propagation, and transfer time. It is the time it takes for a data packet to travel from source to
destination through a MANET.

D = (Receive time — Sent time) / total number of received data packets

Average Throughput is the number of packets successfully delivered to each individual destination divided by the overall
duration.

Models and simulation parameters are being tested.

For simulation, three main types of models are employed, as shown below.

Changing the number of malicious nodes while keeping the number of nodes, stop duration, transmission rate, number of flows,
and node speed constant.

Node model - variable node number, but constant pause duration, transmission rate, number of flows, and node speed.

Model with variable stop time but fixed number of nodes, transmission rate, number of flows, and node speed.

The table below lists the simulation parameters utilized for these three models.

Table 4: Without the Presence Security

No.of Througkput FDF Average endo-end
Mo - Diy

Nodes AOMDV |MDART |AOMDV |[MDART |AOMDV | MDART |
() 414 29) 0.9992 (.9940 0.006340 | 0.006798
1 414 29 09592 0.9630 0.006340 | 0.006387
) D1 20.06 0924 0.8491 0.006366 | 0.006364
3 2048 13.00 0.8606 0.7339 0.006411 [ 0.006971
4 19.8) 11.3) 0.832) 0.27) 0006383 | 0.007247
) 18.78 1430 0.7713 06139 0.006463 | 0.007023
b 11.12 14.06 0.7306 0.3804 0006436 | 0.006720
] 1629 1.1 06143 0.3060 0.006328 | 0.006744
§ 1531 1172 0.6474 0.4901 0.00653 [ 0.006701
9 143] 9.18 0.3931 0.3800 0.006604 | 0.006639
10 1333 §37 0.3631 03361 0.006603 | 0.006693
11 12,6 691 03172 02873 0.006632 | 0.006649
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Table 5: With the Presence of Security

No. Theoughput PDF Avzazz Eré-to-Exd
Malicious Dalay

Noda: AOMDV MDART AOMDV MDART AOMDV | MDART
0 23.97 23.55 1.0000 0.8957 0.009271 | 0.009781
1 23.97 23.11 1.0000 0.8616 0.009271 | 0.008485
2 22,539 20.68 0.9216 0.8536 0.000158 | 0.009671
3 20.55 18.11 0.8580 0.7543 0.009212 | 0.009446
B 20.06 17.54 0.8560 0.7279 0.009258 | 0.009639
5 18.76 14.60 0.7736 0.6085 0.009381 | 0.009425
6 17.23 13.78 0.7351 0.5798 0.000256 | 0.009525
7 16.33 12.15 0.6783 0.4887 0.009354 | 0.009524
H 15.80 11.43 0.6505 0.4840 0.008353 | 0.009549
b 14.38 9.32 0.6051 0.3812 0.009431 | 0.009568
10 13.84 3.48 0.5746 0.3542 0.009425 | 0.009580
11 12.40 6.92 0.5167 0.2852 0.000568 | 0.009360

Table 6: Varying Pause Time
PaviaTima Theougkput PDF Avazs Erd-to-Exd
Dalay
AOMDV | MDART | AOMDV MDART AOMDV MDART
5 23.94 23.25 1.0000 0.8947 0.006375 0.007047
10 24.24 23.53 1.0000 0.6959 0.006367 | 0.006801
15 23.94 24.05 1.0000 0.6066 0.006244 0. 006812
20 24.17 23.51 1.0000 0.8951 0.006380 | 0. 006835
25 24.42 24.06 1.0000 0.6966 0.006405 0.006889
30 23.85 23.97 1.0000 0.9966 0.006380 | 0.007170
Table 7: Varying Size Network
No. of Theougkput PDF Avaaza Erd-to-Exd
Nodas Dalay
AOMDV MDART AOMDV MDART AOMDV | MDART

30 23.77 24.01 1.0000 0.86974 0.006410 | 0.006066
55 235.88 23.82 1.0000 0.6849 0.006057 | 0.006806
60 24.28 23.86 1.0000 0.8952 0.006582 | 0.007651
65 24.05 23.88 1.0000 0.6840 0.006080 | 0.007971
70 24.01 24.05 1.0000 0.684% 0.006408 | 0.008711
75 25.98 23.64 1.0000 0.89235 0.006097 | 0.012892
80 23.92 23.47 1.0000 0.8806 0.006422 | 0.054144

IV. RESULTS AND DISCUSSION

We also looked at how the addition of security affected the performance of both protocols. Furthermore, based on our findings,
we calculated the impact (fault tolerance) of introducing a certain number of rogue nodes into a network. As a result, we've
compiled a summary of our findings below.
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