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ABSTRACT: Everything on the internet runs on systems connected together forming a network of nodes spanning billions of
devices. With such networks some parts of networks are segregated for specific purpose or for specific companies, some run special
services & apps, some are private and some are public, but with all of these different types of networks means that there will be
different types of data. Some reliable and other not so much. In information security, availability plays an important role. It stands
for providing specific data to specific authorised people whenever they need in whichever format, they need it. DoS or Denial of
Service attacks this very concept. Though DoS has been a problem since 2000, the attacks have only evolved and are still a
persistent threat. But what must be considered is that even though the attacks have become way more sophisticated than before,
the main concept behind DoS remains the same. Overload a service, app, node or a network with excessive data or traffic and
crash it thus rendering it unavailable to users. But this also means in the end it's all about packet signatures which will be at the
core of these attacks. This implementation and research work concentrates on capturing & analysing traffic in a network to compare
it with attack signatures to detect a DoS attack and try to block it before it can harm the system. A signature-based detection
technique and a customizable IDS was employed.

INDEX TERMS: Denial of Service, DOS Attack, Detection, Mitigation, SNORT, IDS.

1 INTRODUCTION

DoS attacks have been prevalent since the year 2000 to induce temporary or permanent unavailability in a system or network,
thus causing data loss, delays in service and even financial losses for huge companies. Although at start the attack was rather
basic flooding of a service on a webserver, in 2021, the attack has numerous types and can attack anything from a router to a
service. Especially after 2020 Covid pandemic, the implications of DoS attacks have sky-rocketed as everything moved online and
single attack could mean heavy losses all around.

The approach that was adopted to this implementation was to divide the process to reach the end goal into different steps. For
each step, researching, learning and implementation was required. The very first step was to set up a virtual lab to execute DoS
attacks. This would be followed by setting up an IDS in the target system to capture packets. This IDS was then configured to

detect malicious packets using rules and signatures.

2 LITERATURE SURVEY

'Review of detection techniques against DDoS attacks on an SDN' by Haider Dhia, Mohammed Anbar & Yw Chong talks about
differentiation between the methods of detection in SDN. They talk about Time-based Detection, Entropy-based Detection and
Low-Traffic Flows detection which are all Anomaly-based detection. It talks about how the reference lines are set in each technique
and their pros and cons [3]. 'Methodologies for detecting DoS/DDoS attacks against Network servers' by Mohammed Alnezi and
Martin Reed tells us about the different classifications of IDS and how they can be used for DoS and DDoS detection. The paper
also covers the detection techniques categorized based on the different characteristics used somewhat similar to the previous
paper [3] but with a more practical rather than theoretical approach, talking about using TTL and other IP headers, traffic arrival
rates, tracking source IPs and so on. [4] "Implementing an intrusion detection and prevention system using software-defined
networking: Defending against port-scanning and denial-of-service attacks." by Birkinshaw goes over the use of SDN to tackle the
DoS and port scanning attacks. Although SDN was not used directly, the paper was very enlightening about the different ways an

attack can be simulated, the network topologies used in SDN, different countermeasures used against network attacks and
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configuring IPS. [1] "Evaluating Machine Learning Algorithms for Detecting DDoS Attacks" by Manjula Suresh and R. Anitha
brought up the various machine learning algorithm, to monitor and sort out the data traffic travelling in a network, useful in intrusion
detection [1].

"A Design for Building an IPS Using Open-Source Products” by Mike Smith from SANS institution is about building an IPS, not
only for DoS but for all kinds of attacks, using open-source tools. Mike has used Snort for its different features and ease of writing
rules. He also uses the BASE console for Snort and talks about why BASE and not the other open-source console ACID. Because
configuring Snort as an IPS is a very tedious and error-ridden task, he used SnortSAM interface to build Snort in an IPS. The paper
helped a lot in selection of components for the implementation [8]. Along with the paper by Mike Smith the manual or documentation
of Snort was also referred to understand the installation, dependencies and configuration process. It illustrates in detail how to
write rules along with customizations and different output functions. It also introduced us to the Spade plugin to implement the
anomaly-based detection along with Snort which had its own documentation [7][9]. "Mitigation of DoS and Port Scan Attacks Using
Snort." by Alka Gupta covers the Snort implementation for different DoS attacks and port scan attempts as well as the attack tool
implementations for the same [2].

DoS is basically flooding a target system with data to crash its resources. For example, say a router was target. | would simply
spoof multiple IP addresses and connect to the router thus overloading the routing table and making genuine connections to the
router impossible. Here the target was a network device, and the packets were basic routing protocol frames. With different targets
the data being sent changes therefore giving rise to different DoS attacks. 'How you send data' is also a way to differentiate
between DoS attacks. For example, was the data sent from one attacking system or multiple? Was it all sent in one go or was it
sent with delays?

Some very basic types of DoS attacks are:

1. SYNflood: SYN packets are submitted by the client to request a connection to the server as a part of the TCP handshake.
Attacker will flood the server with huge number of SYN packets from spoofed IPs.
2. LAND attack: A fabricated SYN packet with same destination and source IP is sent to the target server, thus causing a
race condition on the server.
3. SYN-ACK Flood: Like SYN flood, this attack will open the communications channel on the server but instead of flooding
the server with SYN packets it forces the server to create numerous SYN-ACK packets.
4. ACK&PUSH-ACK flood: After the TCP connection is established the packets sent are ACK and PUSH-ACK. The attacker
fabricates these packets in such a way that the server can't differentiate between genuine and false traffic. Another
specialised version of this same attack is using fragmented ACK packets of max size 1500 bits. This is used mainly on
network devices like routers who end up exhausting their resources trying to assemble these packets again. These packets
also are hard to detect in an IPS.
5. Different protocol floods:
a) UDP flood: As UDP doesn't have a handshake mechanism the IP control methods are very scarce. This allows
for huge volume of traffic to be generated and spoofed on services using UDP
b) DNS flood: Attacks a DNS server by creating multiple fake DNS requests using UDP protocol.
c) VOIP flood: UDP flood attack that targets VOIP
d) NTP flood: Publicly accessible NTP servers are used to create large humbers of UDP packets on a certain
network
e) SNMP flood: Target network device is sent many small packets from spoofed IPs and as all the listening devices
on the network try to reply to these packets, the network can't cope with such a load and crashes
f) HTTP flood: This is an application layer attack which uses GET & POST methods in HTTP to flood a server and
exhaust it's resources. This is mostly executed using a botnet.
g) Recursive HTTP flood: Just like web-spider tool would, multiple IPs will send GET request for each resource on
the server.
h) ICMP flood: A flood of ICMP echo requests
i) 1P Null attack: When the IP headers containing invalid or null headers are sent some servers cannot process

these headers and spend their resources trying to make sense of these packets
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i) Smurf Attack: multiple devices are infected with malware which on the trigger will make the device ping a certain
IP address.

k) Ping of Death: These attacks have ping packets way larger than their normal size causing the server to allocate
more than usual resources and thus exhausting them

Though some of the attacks have very readable signatures like those in the ping of death, some like in DNS or HTTP Flood

are very hard to catch. This job of detection and mitigation of DoS or any attack for that matter falls upon the IDS or IPS.

IDS (Intrusion Detection System) or IPS (Intrusion Prevention System) are the systems, either host-based or network-based,
that are tasked with detecting, logging, and acting upon attacks known or unknown. The two methods that an IDS or IPS

uses are Signature-based and Anomaly-based.

A signature-based IPS will read/capture the traffic on the network or host, compare the packets with a set of signatures and
decide according to pre-set rules on the action to be taken. Whereas an anomaly-based IPS will understand what the 'normal’
traffic for the network or the host is. Then it will use this 'normal’ as a reference line to decide if the traffic is malicious or not.
The signature-based systems will be very reliable and will stop most known attacks with very low chances of false positives.
It will also be fast relative to anomaly-based systems which although unreliable and slow can stop unknown or zero-day
attacks. Also, Role of ML is increasing in the area of attack traffic detection and mitigation [21-44].

3 THE IMPLEMENTATION PERFORMED

The implementation was divided into four steps. The first step, which was to build a virtual lab, was completed using VirtualBox
Hypervisor. Two VMs were created, one with Parrot OS which would act as the attacker and the second with Ubuntu OS which
would act as the target system. These VMs were then configured to connect to each other in a LAN network using the NAT Network

option provided in VirtualBox.
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Fig 1: NAT Network configuration

Thus, both the VMs acted as if they were part of the same LAN with the CIDR IP address of 192.168.72.0/24. Both the NICs

were configured in promiscuous mode to allow capturing of all kinds of packets.
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Fig 2: NIC configuration for one of the VMs

After this, Snort3 was installed. After the installation was done the first thing to be checked was the packet capture mode of
Snort. The expected result was to capture each packet, and this was also accomplished.

<) 03 @ Mon Apr 25, 18:22

/binfbash 90x40

i1 Menu = /bin/bash [ Terminator Preferences =1}

Fig 3: The network config of the attacking system.

This allows us to do two things; identify the local network the attacking system is connected to and also know which network
interface is connected to the network. This allows us to confirm the packets are from the attacking system when they arrive on the
target system.
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Fig 4: Snort capturing ICMP Ping packets.

To test out the implementation the Snort implementation was run in capture mode. As the ICMP packets were sent over the

network, they were captured by the Snort and the details of the packets were dumped on the terminal.
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Fig 5: Packet (quantitative) analysis of the captured network traffic.

Snort also provides us with basic statistics about the packets received or captured before the service is terminated. This data

is useful for knowing the efficiency and performance of the implementation.

JETIR2205617 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org | f112


http://www.jetir.org/

© 2022 JETIR May 2022, Volume 9, Issue 5 www.jetir.org (ISSN-2349-5162)

Ac [#] Text Editor — MNov 24 00:00 @ wTa W [l ~
rules.txt [Read-Onk s =
Q') open - [t e T save = — o =
lalert tcp any any -> 192.168.72.5 80
[
flags: S;
msg: "Possible DDosS using SYN Flood®;
flow: stateless;
- detection_filter: track by_dst, count 7@, seconds 15;
bl
-
Plain Text ~ Tab Width: 8 — Ln 1, Col1 - NS

Fig 6: Custom Snort rule to detect and alert on SYN Flood attack.

A custom rule for snort3 was written, using a manually made txt file and including it in the default configuration file. This rule
was meant to alert put up console alerts in case of a SYN Flood attack. What this rule does is flag all the SYN packets and

track the number of SYN packets being received by the destination over a span of time.
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Fig 7: Scapy being used to perform SYN flood attack on target system and the snort implementation putting forth alerts for
the same.

Then the SYN packets were forged using the packet forging tool Scapy. This simulated the SYN Flood attack on the target

system. The target system then clearly, detected and alerted us about the SYN Flood attack.

The following are the statistics obtained from the implementation performed:
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Attack Received | Analyzed | Outstanding Logged

Protocol

User  System Idle

SYN Flood 100000 193684 193675 6 (0.003%) 95001 95001 0.73% 0.34% 95.95% 3.227

HTTP 100000 194718 194645 73 (0.037%) 95003 95003 0.39% 0.45% 95.66% 2.744
Flood

UDP Flood 100000 197555 197553 2 (0.001%) 95945 95945 0.65% 0.44% 98.92% 3.292

ICMP 100000 203705 203692 13 (0.006%) 95002 95002 0.34% 0.26% 99.40% 3.394
Flood

Table: Compiled data of packet detection and resource usage

4 CONCLUSIONS

DoS attacks can be of various types, using all kinds of protocols and attacking different aspects of a system. The IPS/IDS
options available, although very reliable lack the customization that an open-source custom-built IDS would. The
implementation discussed above provides exactly that.

The Snort IPS allow for easy customization as the snort rule language is not that hard to learn plus the number of plugins
available for the software makes it a very good choice compared to other open-source option. The community support for the
software is also very good and up to date. This allows for a robust yet reliable implementation that could be configured further
to do anything from logging and alerting to mitigation of attacks and everything in between.

For this phase of the implementation, two VMs were created, connected to a LAN network using the NAT network option
available in VirtualBox. The NICs are configured in promiscuous mode. Then the network configuration of attacking system
was done, which sent ping packets to the target system which was able to capture these packets. Following this, a custom
rule for snort3 was written, which can detect and alert on SYN flood attacks. Scapy was used, which is a packet forging tool,
to perform this SYN flood attack on the target system. The target system was able to detect and alert us about the SYN flood
attack.

After implementing the proposed system, statistical data has been gathered to judge the efficiency and performance of the
implementation. Four basic attacks have been simulated on the snort implementation to test the selected evaluation
parameters. Packet statistics, alerts generated and logged, CPU usage and Network usage have been selected as the
evaluation parameters for this research analysis.
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