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Abstract:  In today’s environment the demand of users for accessing and storing data at high speed may cause the security of data. 

There are many intruders those violates the security of system by spreading the various kinds of attacks. Although various 

researchers proposed different ID mechanism by applying different classification algorithms but the anomaly detection rate is less 

in some algorithms and accuracy is also low in some algorithms. To overcome these kinds of problems in this paper an attempt has 

been made to proposed to Collaborative Filtering based mechanism to detect anomalies with high detection rate.  

 

 

IndexTerms - IDS; Machine learning; Random Forest and attacks. 

 

I. INTRODUCTION 

 

Today, there is a difficult issue for PC researchers and professionals for detection and avoidance attacks and it have become a 

significant focal point of as PC attacks have become an expanding danger to business just as our everyday lives[1]. Intrusion 

exercises are expanding because of the expansion of organization use. Lately, attacks on PC systems are expanding and require 

viable and proficient intrusion detection system. Objective of IDS is to discover intrusion in ordinary review data[2].  

Intrusion detection system is plan to screen the occasions in a system or organization by determining if is an intrusion. It additionally 

screen the organization traffic for dubious movement and alarm the organization or system chairman about those attacks when 

happened[3]. The target of this system expect to cover the accessibility, secrecy and uprightness of basic organized data system.  

Specialists have created two principle approaches for intrusion detection: abuse and inconsistency intrusion detection. Abuse 

comprises of addressing the particular examples of intrusions that adventure known system weaknesses or disregard system security 

approaches [4].  

On the opposite side, irregularity detection expects that all meddlesome exercises are essentially strange. This implies that in the 

event that we could set up a typical movement profile for a system, we could, in principle, banner all system states fluctuating from 

the set up profile as intrusion endeavours. These two sorts of systems have their own qualities and short comings[5].  

The previous can identify known attacks with an exceptionally high exactness by means of example coordinating on known marks, 

yet can't distinguish novel attacks on the grounds that their marks are not yet accessible for design coordinating[6]. The last can 

identify novel attacks however overall for most such existing systems, have a high bogus alert rate since it is hard to produce viable 

typical conduct profiles for secured systems. Along these lines, we propose intrusion detection system utilizing Random forest[7-

8]. 

 

II MACHINE LEARNING 

 

Machine learning shows up as the gadget needed for deal with or deal with the enormous measure of data created in IT. It fits in as 

the last piece of the IT system which is driven by data assortment, examination, and dynamic. Machine learning strategies give a 

proficient method to dissect, and afterward settle on suitable choices to identify intrusions[9-10].  

Machine learning (ML) is a term which alludes to learning and making forecasts from accessible data by a system. It is involved 

different calculations which dissect the accessible data through a bunch of guidelines to create data-driven expectations or 

potentially choices. Machine learning goes through the thorough interaction of planning and programming unequivocal calculations 

with anticipated execution[11-13]. 
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Fig.1. Types of Machine Learning[13] 

 

Supervised Learning: Supervised learning is where the input variables and the output variables are already determined, and a 

learning algorithm is used to learn how to map the input to the output[14]. 

Unsupervised Learning: In this learning, the input data does not contain any information of corresponding output variables[14].  

III PROPOSED WORK 

In this paper, a collaborative filtering approach is proposed. In the proposed approach KDD dataset is used. The dataset is 

downloaded from Kaggle.com. Kaggle is a platform for predictive modeling and analytics competitions in which statisticians and 

data miners compete to produce the best models for predicting and describing the datasets uploaded by companies and users[15-

16].  

 

Fig.2. Flow Diagram of Proposed Mechanism 

 

In proposed mechanism, take the average rating given by a user, an average rating given to a particular instance of attack and overall 

average of ratings for the entire instances of attack[17]. 

In Prediction using Correlation based on Similarity, Collaborative Filtering Based Approach is used. Here it is assumed that user 

(u) to whom recommendations are to be made, find a group of other users whose behaviour are similar to the user (u) and call these 

set of users, Neighbourhood of user(u). Then, find instances of attacks and distinguish into classes normal and anomalies[18-20]. 

Fig.2 illustrates the working of the proposed mechanism. Here first collected real dataset is faded into the database and distinguish 

arguments into two categories called the argument for training and argument for testing. In testing phase arguments are used to test 

the profiles of attack. In the training, phase parses the dataset and calculate correlated matrix, find mean and create a prediction of 

an instance based on correlation matrix and mean parameters.  After that apply collaborative filtering to distinguish attributes such 

as duration, protocol type and service type to calculate trust value of each profile. If trust value is grater, then some threshold value 

then it is normal profile otherwise it is anomaly profile. The anomaly profiles are detected based on past history of profiles in this 

way proposed mechanism can distinguish normal and anomaly profiles.[20]. 
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IV RESULTS AND ANALYSIS 

4.1 Tool used:  We configure Weka in eclipse to implement proposed mechanism. To analyse  proposed mechanism KDD dataset 

is used. This dataset is open-source dataset and contains various attributes such as service type duration and protocol type. 

 

 Fig.3. Classes used in Dataset 

 4.2 Performance Metrices  

● Accuracy: It depicts the total number of positive (+ve) outcomes in perspective of the total number of negative (-ve) 

outcomes from complete dataset. The formula for calculation is as follows: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = 𝑇𝑃+𝑇𝑁/ (𝑇𝑃+𝐹𝑃+𝐹𝑁+𝑇𝑁) 

● Confusion Matrix: It depicts the prediction values of data in terms of TP, TN, FN, FP i.e., true +ve,  true –ve, false +ve 

and false -ve. On the basis of these parameters the sensitivity and accuracy of techniques has been computed. 

● F-Measure: It depicts the combination of precision and recall values. If F-score is high then accuracy of classification is 

high. 

F-Measure = (2 * Precision * Recall) / (Precision + Recall) 

Techniques Confusion matrix 

Logistic Regression  

a(Functional) b(Nonfunctional) Class Tested 

9078 633 Normal 

393 12440 Anomaly 
 

Naïve Bayes  

a(Functional) b(Nonfunctional) Class 

9225 486 Normal 

358 8975 Anomaly 

 

Random Forest   

a(Functional) b(Nonfunctional) Class 

9564 147 Normal 

164 12669 Anomaly 

 

Proposed  

a(Functional) b(Nonfunctional) Class 

9770 133 Normal 
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172 13778 Anomaly 

 

Table 1. Confusion matrix Comparison of Proposed, Random Forest, Naïve Bayes and Logistic Regression 

Table1 shows confusion matrix comparison of all standard recommendation techniques in perspective of proposed technique. The 

confusion matrix is computed based on TP FP rates of computation. In propose mechanism the accurate classification of anomaly 

is high as compare to other techniques. 

 

Fig.4. F-Accuracy comparison 

 

 

Fig .5. Measure score comparison 

Fig .4 depicts accuracy comparison of proposed techniques in perspective of other techniques such as naïve bayes logistic regression 

and random forest. In proposed mechanism the rate of accurate anomaly detection is high as comparison to other techniques also in 

naïve bayes technique the accuracy is very less among all techniques whereas Fig.5 depicts comparison of proposed technique with 

other existing techniques in perspective of F-measure. In proposed mechanism F-measure value is high in comparison to other 

techniques whereas naïve bayes have low F-measure score in comparison to all other techniques. 

V CONCLUSION 

In this paper, a collaborative filtering approach is proposed. In the proposed approach KDD dataset is used. The dataset is 

downloaded from Kaggle.com. Kaggle is a platform for predictive modeling and analytics competitions in which statisticians and 

data miners compete to produce the best models for predicting and describing the datasets uploaded by companies and users. In 

proposed mechanism, take the average rating given by a user, an average rating given to a particular instance of attack and overall 

average of ratings for the entire instances of attack.In proposed mechanism the rate of accurate anomaly detection is high as 

comparison to other techniques also in naïve bayes technique the accuracy is very less among all techniques whereas in proposed 

mechanism F-measure value is high in comparison to other techniques whereas naïve bayes have low F-measure score in 

comparison to all other techniques. 
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