
© 2022 JETIR June 2022, Volume 9, Issue 6                                                         www.jetir.org (ISSN-2349-5162) 

JETIR2206647 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org g374 
 

Face Detection and Comparison Using 

Combinational Deep Learning Techniques for 

Existing and Prospective Criminal Identification 
 

 
B Kavitha Rani, Chitra Madhavi Vadlamani, V Mahigna Reddy, G Nithin Reddy 

Department of Information Technology 

CMR Technical Campus 

 hod.it@cmrtc.ac.in, chitra2000madhavi@gmail.com, mahignareddy24@gmail.com, nithin2000reddy@gmail.com

Abstract— It is apparent that crimes are increasing day by 

day in India. To tackle this public safety issue, we propose an 

application for Face Detection and Comparison using 

Combinational Deep Learning Techniques to aid the 

identification of existing criminals and alert a potential criminal 

activity. This detector can be used in all kinds of public places 

like malls, cinema theatres and any crowded areas. The system 

uses a combination of two methods; face recognition and 

verification and it also includes sentiment analysis to identify 

new criminals who have not been registered in the police records 

by scanning the public reactions such as fear and anxiety. The 

face recognition is performed on acquired images, then it verifies 

that face using a face classification method that uses 

Convolution Neural Network which is integrated in the system. 

The system accurately recognizes the face within the requirement 

limits. After recognizing the face, it verifies that face through a 

criminal database; or, if the model identifies any suspicious 

features and activities, it notifies the police mentioning 

prospective suspect. If the criminal is spotted then the police will 

receive an alert in the control room like “criminal spotted” then 

control room operators send the information to the nearest police 

to catch him. The police will receive the clear photo of that 

criminal, the location where he was spotted and information of 

his crime. 

Keywords— Face Detection, Face Identification, Face 

Comparison, Sentiment Analysis, Convolutional Neural 

Networks, Crime Detection, Smart Alert 

I. INTRODUCTION  

Over the years, a lot of security approaches have been 

developed that help in keeping confidential data secure 

hence limiting the chances of a security breach. Face 

recognition, which is one of the few biometric methods that 

possess the merits of both high accuracy and low 

intrusiveness, is a computer program that uses a person’s 

face to automatically identify and verify the person from a 

digital image or a video [1,2,3] frame from a video source. 

 

 It compares selected facial features from the image and a 

face database or it can also be a hardware which is used to 

authenticate a person. This technology is a widely used 

biometrics system for authentication, authorization, 

verification and identification. A lot of companies have been 

using face recognition in their security cameras, access 

control systems, etc. Facebook has been using face 

recognition in their website for the purpose of creating a 

digital profile for the people using their website. In 

developed countries, the law enforcement creates face 

database to be used with their face recognition system to 

compare any suspect with the database. Eigenface is 

probably one of the earliest and first successful algorithms 

developed by [2] where it uses an information theory 

approach which will search for the best matching or possible 

face information that is encoded in a collection of faces that 

will best differentiate the faces. On other hand, in Malaysia, 

most cases are investigated by using thumbprint 

identification to identify any suspect for the case. However, 

because of unlimited knowledge through internet usage, most 

criminals are aware of thumbprint identification. Therefore, 

they become more cautious of leaving thumbprint by 

wearing gloves except for non-premeditated crimes. This 

paper to proposes a facial recognition system using a 

criminal database where the identification of the suspect is 

done by face matching rather than thumbprint matching. 

A. Problem Statement 

It is obvious that the criminal activities are growing 

day by day in all the states in this country, we do believe 

that there are a lot which can be done by both the police 

officials and the people to reduce the crimes in states- So, 

Hybrid Face Detection and Comparison is used to find the 

criminal who is hiding from police and roaming in public 

places. 

 

The objective of this study is two-fold: 1. Matching 

a face with available database accurately. 2. Applying 

principal component analysis for finding distinguishable 

features from many images to get the similarity for the 

target image.  

 

B. Existing System 

 CCTV, or Closed-Circuit Television, is a system 

that allows you to monitor what is happening in 

and around your company.  
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 Cameras and monitors let you view live events, and 

recorders archive images for later use.  

 The active FIR hides from the police and wanders 

through public places, then the police have to 

check all video surveillance in all possible areas 

where the suspect could hide or find himself.  

 

C. Disadvantages of Existing System 

 Expensive cabling - For large-scale surveillance 

applications, analogue cameras require complicated 

cabling schemes that can be quite expensive and 

also challenging to install.  

 Limited features - Many of the advanced features 

now available with IP cameras (for instance: 

megapixel resolution, digital zoom, and video 

analytics), aren't available in analogue CCTV 

models. 

 Cannot identify new criminals who are not added 

to the database 

 Time consuming 

 Prone to human errors 

 

D. Proposed System 

Now we propose the system which is used to 

 Train the face 

 Detect the face 

 Verify the face 

 Compare the face 

 Train the model to identify suspicious features, 

such as fear 

 Detect suspicious features 

 Classify the criminal 

 Sent alert  

There are two parts vital to the success of this system; 

detection and recognition. A face detection is one of the 

most important steps in a face recognition system and can be 

classified into labels of the dataset. CNN algorithm is used 

to train criminal data and sentiment analysis. The solution 

uses neural networks coupled with appropriate feature 

extractors [5]. Using proposed system, we develop a system 

which is used to detect criminals based on their sentient 

features. 

 

 

E. Advantages of Proposed System 

 Improvement in security: proposed system 

improves police investigation standards and helps 

capture the suspects. security could be additionally 

increased since there's nothing to worry about.  

 Ease in integration: deep convolutional neural 

network technology is easy to execute as most 

solutions are compatible with more security 

software. 

 Automation to Identify: previously, identification 

was manually done by human guards; this was not 

so efficient and often inaccurate.  

 Using sentiment analysis can help us identify new 

criminals who have no record or prior criminal 

charges.  

 Crimes rates will dramatically reduce. 

 System is more efficacious  

 Policemen time can be better utilized 

 Less prone to human errors 

 Helps identify new prospective criminals whose 

identity may or may not be in the system at all 

E. Algorithm 

 In this project uses a deep learning convolutional 

neural network model-based target detection and 

positioning method, and proposes an improved VGG 

model. The trained VGG-19 network is used as a pre-

trained model of this model. The neural network 

“learns” the differences among door sets and can be 

tuned quite easily through this learning. Signals are 

processed in real time and combined with previous 

monitoring data to estimate, using the neural network, 

the condition of the door set relative to maintenance 

needs[8]. By fine-tuning the transfer learning method, 

the parameters of the pre-trained model optimize the 

model parameters of the convolution layer and solve the 

classification problem of face detection. The parameters 

in VGG-19 are concentrated in 3 FC layers. Therefore, it 

is proposed to replace the three fully connected layers of 

VGG-19 with one Flatten layer and two fully connected 

layers. Since the convolution layer cannot be directly 

connected to the Dense fully connected layer, a Flatten 

layer is added. The improved model training framework 

mainly uses the fine-tuning transfer learning to transfer 

the VGG-19 pretrained model parameters to the 

convolution layer, pooling layer and fully connected 

layer of the face detection model, and replaces the 

original with a 2-label Softmax classifier Softmax 

classification layer, sparse features through Dropout, 

Max pooling, and fit a detection model with good 

accuracy. Learning theory which stems its origin from 

two separate disciplines of statistical learning theory and 

neural networks, presents an efficient and robust 

framework for data processing of such tests. [6] The 

main operations are as follows: 

1. Enter a sample pictures of face: The pictures are 

extracted from the folder  

as a training sample set for input. 

2. Pre-processing: In order to improve the training 

efficiency, the input image is standardized to a 

resolution of 224 * 224. 

3. Construct new and improved models: using the 

VGG-19 Net model, the 3 FC layers are optimized 

as 1 Flatten layer and 2 FC layers with reduced 

parameters 

4. Replace the Softmax classification layer of the 

original model with a 2-label Softmax classifier. 

5. Micro-transfer learning: Using the parameters of 

the 16 convolutional layers and pooling layers of 

the VGG pre-trained model, the parameters of the 

detection model were optimized by transfer 

learning. 

6. Model training: To train and optimize the 

parameters of 2 FC layers and Softmax layers, it is 

necessary to freeze the parameters of 16 

convolutional layers and their pooling layers and 

initialize the model parameters using a random 

method, set the momentum parameters, the 

learning rate, and the accuracy standard to iterate. 

7. Model testing: Extract the data from input image 

pictures from the data set as the test sample set for 

model testing, and predict result. 
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II. REQUIREMENT ANALYSIS 

A. Functional Requirements 

 Functional requirements include various aspects of the   

functioning of the system. functional requirement defines a 

function of a system or its component, where a function is 

described as a specification of behaviour between inputs and 

outputs. It includes the object identification and also ease of 

use of the person in-charge. Also, the ability to identify the 

sentiment exhibited by the surrounding individuals to be able 

to classify if the surrounding area could be housing a 

criminal activity or influence and be able to alert the user of 

the system. 

B. Non Functional Requirements 

Non-functional requirement is a requirement that 

specifies criteria that can be used to judge the operation of a 

system, rather than specific behaviors.  

 

Non-functional requirements mainly are of these types: 

 Operation requirements define how well the 

software system performs for use by the user. E.g.: 

security, accessibility, availability, efficiency, 

integrity, safety, and usability.  

 Transition Requirements describe the ability of the 

software system to adapt to its surrounding 

environment. Users are most generally concerned 

with transition requirements 

 

C. Software Specifications 

 Operating System:  Windows XP/7/10. 

 Coding Language :  Python 

 Tool  : Anaconda 

 Interface  : OPENCV   

 

 

D. Hardware Specifications 

 

 System:Intel(R)Core(TM)i37020UCPU@2.30GHz    

 Hard Disk: 1 TB. 

 Input Devices: Keyboard, Mouse 

 Ram: 4 GB. 

III. DESIGN (UML DIAGRAMS) 

UML stands for Unified Modelling Language. UML is a 
language for specifying, visualizing, and documenting the 
system. This is the step while developing any product after 
analysis. The goal from this is to produce a model of the 
entities involved in the project which later need to be built. 

A. Usecase Diagram 

Use case diagrams give a graphic overview of the actors 
involved in a system, different functions needed by those 
actors, and how these different functions interact. It’s a great 
starting point for any project discussion because it helps in 
easily identifying the main actors involved and the main 
processes of the system.  

      Actor: An actor in UML specifies a role played by a user or 

any other system that interacts. The users that interact with a 

system. An actor can be a person, an organization, or an 

outside system that interacts with your application or 

system. They must be external objects that produce or 

consume data. 

 

 

The actors are: 

 System 

 User 

 

Use Case: use cases are a set of actions that some system or 

systems (subject) should or can perform in collaboration 

with one or more external users of the system (actors).  

Use-case diagrams describe the high-level functions 

and scope of a system. These diagrams also identify the 

interactions between the system and its actors. The use cases 

and actors in use-case diagrams describe what the system 

does and how the actors use it, but not how the system 

operates internally. 

 

Use Cases are: 

 

 Criminal Dataset 

 Load model 

 Input criminal image 

 Save model 

 Split data 

 Pre-process data 

 CNN algorithm implementation 

 Predict criminal suspicious emotion 
 

 

 

 

 

 

 

 

 

  

 

 

Fig. 1. Usecase Diagram for interaction between system and the user of 

the criminal detection system.  

 

B. Class Diagram 

Class is nothing but a structure that contains both 

variables and methods. The class diagram shows a set of 

classes, interfaces and collaborations, and their 

relationships.  A class diagram is an illustration of the 

relationships and source code dependencies among classes 

in the  UML. In this context, a class defines the methods and 

variables in an object, which is a specific entity in a 

program or the unit of code representing that entity. 

 

 

Classes 

 Application class: Authenticates the Users and 

allows them to login, register and upload images. 

 Database class: Used to add and fetch criminal and 

user details 

 CNN training class: Executes the CNN algorithm. 
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Fig. 2. Class Diagram for interaction between system and the user of the     

criminal detection system.  

C. Activity Diagram 

An activity diagram visually presents a series of actions 

or flow of control in a system like a flowchart or a data flow 

diagram. Activity diagrams are often used in business. An 

activity diagram in the use-case model illustrates the flow of 

events of a use case. The flow of events of a use case 

describes what needs to be done by the system to provide 

value to an actor. The diagram shows - Activity states, 

which represent the performance of an activity or step 

within the flow of events. An activity diagram is a 

behavioral diagram i.e. it depicts the behavior of a system. 

An activity diagram portrays the control flow from a start 

point to a finish point showing the various decision paths 

that exist while the activity is being executed.  
 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3. Activity Diagram for interaction between system and the user of 

the criminal detection system.  

D. Sequence Diagram 

A sequence diagram shows the time ordering of 

messages. Graphically a sequence diagram is a table that 

shows objects arranged along the X-axis and messages 

ordered in increasing time along the Y-axis. A sequence 

diagram or system sequence diagram shows process 

interactions arranged in time sequence in the field of 

software engineering. It depicts the processes involved and 

the sequence of messages exchanged between the processes 

needed to carry out the functionality. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 4. Sequence Diagram for interaction between system and the user of 

the criminal detection system.  

text file. You are now ready to style your paper; use the 
scroll down window on the left of the MS Word Formatting 
toolbar. 

IV. IMPLEMENTATION 

A. Logical Design 

The logical design of a system pertains to an abstract 

representation of the data flows, inputs and outputs of the 

system. This is often conducted via modelling, using an 

over-abstract (and sometimes graphical) model of the actual 

system. In the context of systems design are included. 

Logical design includes ER Diagrams  

 

B. Physical Design 

The physical design relates to the actual input and output 

processes of the system. This is laid down in terms of how 

data is input into a system, how it is verified / authenticated, 

how it is processed, and how it is displayed as output. In 

Physical design, following requirements about the system 

are decided. 

1. Input requirement, 

2. Output requirements, 

3. Storage requirements, 

4. Processing Requirements, 

5. System control and backup or recovery. 

Put another way, the physical portion of systems design 

can generally be broken down into three sub-tasks: 

1. User Interface Design 

2. Data Design 

3. Process Design 

User Interface Design is concerned with how users add 

information to the system and with how the system presents 

information back to them.  

Finally, Process Design is concerned with how data 

moves through the system, and with how and where it is 

validated, secured and/or transformed as it flows into, 

through and out of the system. At the end of the systems 

design phase, documentation describing the three sub-tasks 

is produced and made available for use in the next phase. 

 Physical design, in this context, does not refer to 

the tangible physical design of an information system. To 

use an analogy, a personal computer's physical design 

involves input via a keyboard, processing within the CPU, 

and output via a monitor, printer, etc. It would not concern 

the actual layout of the tangible hardware, which for a PC 
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would be a monitor, CPU, motherboard, hard drive, 

modems, video/graphics cards, USB slots, etc. It involves a 

detailed design of a user and a product database structure 

processor and a control processor.  

C. Input and Output Representation 

a)  Input design: The input design is the link between 

the information system and the user. It comprises the 

developing specification and procedures for data preparation 

and those steps are necessary to put transaction data in to a 

usable form for processing can be achieved by inspecting 

the computer to read data from a written or printed 

document or it can occur by having people keying the data 

directly into the system. The design of input focuses on 

controlling the amount of input required, controlling the 

errors, avoiding delay, avoiding extra steps and keeping the 

process simple.. Input Design considered the following 

things: 

 What data should be given as input? 

 How the data should be arranged or coded? 

 The dialog to guide the operating personnel in 

providing input. 

 Methods for preparing input validations and steps 

to follow when error occur. 

 

b) Output Design:  A quality output is one, which 

meets the requirements of the end user and presents the 

information clearly. In any system results of processing are 

communicated to the users and to other system through 

outputs. In output design it is determined how the 

information is to be displaced for immediate need and also 

the hard copy output. Efficient and intelligent output design 

improves the system’s relationship to help user decision-

making. 

 

 Designing computer output should proceed in an 

organized, well thought out manner; the right output 

must be developed while ensuring that each output 

element is designed so that people will find the 

system can use easily and effectively. When analysis 

design computer output, they should Identify the 

specific output that is needed to meet the 

requirements. 

 Select methods for presenting information. 

 Create document, report, or other formats that 

contain information produced by the system. 

V. TESTING 

A. Introduction 

Testing is the debugging program is one of the most 

critical aspects of the computer programming triggers, 

without programming that works, the system would never 

produce an output of which it was designed. Testing is best 

performed when user development is asked to assist in 

identifying all errors and bugs.  

The sample data are used for testing. It is not quantity 

but quality of the data used the matters of testing. Testing is 

aimed at ensuring that the system was accurately an 

efficiently before live operation commands. 

Outliers identification is also an objective of testing. 

Outliers arise due to mechanical faults, changes in system 

behavior, fraudulent behavior, human error, instrument error 

or simply through natural deviations in populations. Their 

detection can identify system faults and fraud before they 

escalate with potentially catastrophic consequences.[4] It 

can identify errors and remove their contaminating effect on 

the data set and as such to purify the data for processing.  
The main objective of testing is to uncover a host of 

errors, anomaly detection[7] systematically and with 

minimum effort and time. Stating formally, we can say, 

testing is a process of executing a program with intent of 

finding an error. 

 

 A successful test is one that uncovers an as yet 

undiscovered error. 

 A good test case is one that has probability of 

finding an error, if it exists. 

 The test is inadequate to detect possibly present 

errors. 

 The software more or less confirms to the quality 

and reliable standards. 

 

B. Levels of Testing 

Code testing: This examines the logic of the program. For 

example, the logic for updating various sample data and 

with the sample files and directories were tested and 

verified. 

Specification Testing: Executing this specification starting 

what the program should do and how it should perform 

under various conditions. Test cases for various situation 

and combination of conditions in all the modules are tested. 

 

Unit testing: In the unit testing we test each module 

individually and integrate with the overall system. Unit 

testing focuses verification efforts on the smallest unit of 

software design in the module. This is also known as 

module testing. The module of the system is tested 

separately. 

 

C. Black Box Testing 

Black box testing is a software testing technique in 

which functionality of the software under test (SUT) is 

tested without looking at the internal code structure, 

implementation details and knowledge of internal paths of 

the software.  

This type of testing is based entirely on the software 

requirements and specifications.  In Black Box Testing we 

just focus on inputs and output of the software system 

without bothering about internal knowledge of the software 

program. 

The above Black Box can be any software system you 

want to test. For example: an operating system like 

Windows, a website like Google, a database like Oracle or 

even your own custom application.  

Under Black Box testing, you can test these applications 

by just focusing on the inputs and outputs without knowing 

their internal code implementation. 

 

Here are the generic steps followed to carry out any type 

of Black Box Testing:  

 

1. Initially requirements and specifications of the 

system are examined. 

2. Tester chooses valid inputs (positive test scenario) 

to check whether SUT processes them correctly.  

3. Tester determines expected outputs for all those 

inputs. 

4. Software tester constructs test cases with the 

selected inputs. 

5. The test cases are executed. 

6. Software tester compares the actual outputs with 

the expected outputs. 
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7. Defects if any are fixed and re-tested. 

 

D. White Box Testing 

White Box Testing is the testing of a software solution's 

internal coding and infrastructure. It focuses primarily on 

strengthening security, the flow of inputs and outputs 

through the application, and improving design and usability. 

White box testing is also known as clear, open, structural, 

and glass box testing.  

It is one of two parts of the "box testing" approach of 

software testing. Its counter-part, black box testing, involves 

testing from an external or end-user type perspective. 

 

On the other hand, Whitebox testing is based on the 

inner workings of an application and revolves around 

internal testing. The term "white box" was used because of 

the see-through box concept.  

The clear box or white box name symbolizes the ability 

to see through the software's outer shell (or "box") into its 

inner workings. Likewise, the "black box" in "black box 

testing" symbolizes not being able to see the inner workings 

of the software so that only the end-user experience can be 

tested 

 

White box testing involves the testing of the software 

code for the following: 

 Internal security holes 

 Broken or poorly structured paths in the coding 

processes 

 The flow of specific inputs through the code 

 Expected output 

 The functionality of conditional loops 

 Testing of each statement, object and function on 

an individual basis 

  

The testing can be done at system, integration and unit 

levels of software development. One of the basic goals of 

white box testing is to verify a working flow for an 

application.  

It involves testing a series of predefined inputs against 

expected or desired outputs so that when a specific input 

does not result in the expected output, you have encountered 

a bug. 

 

E. Unit Testing 

 

Sl# Test Case  UTC1 

Name of Test  Load dataset  

Items being 

tested 

Dataset features and labels are displayed or 

not 

Sample Input  Dataset images 

Expected 

output 

All features and labels should be displayed  

Actual output  Total data is displayed 

Remarks Pass. 

 

Fig. 5. Unit test details 

F. Integration Testing 

Integration testing is a level of software testing where 

individual units are combined and tested as a group. The 

purpose of this level of testing is to expose faults in the 

interaction between integrated units. Test drivers and test 

stubs are used to assist in Integration Testing. Integration 

testing is defined as the testing of combined parts of an 

application to determine if they function correctly. It occurs 

after unit testing and before validation testing. Integration 

testing can be done in two ways: Bottomup integration 

testing and Topdown integration testing. 

 

Bottomup Integration: This testing begins with unit 

testing, followed by tests of progressively higherlevel 

combinations of units called modules or builds. 

 

Topdown Integration: In this testing, the highestlevel 

modules are tested first and progressively, lowerlevel 

modules are tested thereafter. 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 6. Integration Test details 

G. System Testing 

 

System testing of software or hardware is testing 

conducted on a complete, integrated system to evaluate the 

system's compliance with its specified requirements. System 

testing falls within the scope of blackbox testing. System 

testing is important because of the following reasons: 

 System testing is the first step in the Software 

Development Life Cycle, where the application is 

tested as a whole. 

 The application is tested thoroughly to verify that it 

meets the functional and technical specifications. 

 The application is tested in an environment that is 

very close to the production environment where the 

application will be deployed. 

 System testing enables us to test, verify, and 

validate both the business requirements as well as 

the application architecture.  
 

 

 The algorithms can work alone after the data is 

setup Due to the simplicity of the concepts it is possible to 

can be used. 
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Fig. 7. Integration Test details 

VI. CONCLUSION 

The main objective of the application is to identify 

existing criminals and possible criminal activity. Then to 

alert the security officials by taking relevant actions to 

prevent any crime. The Hybrid application uses both image 

recognition and sentiment analysis to do the same with the 

help of a combinatorial curated data set of Emotion 

Recognition and Criminal Identification. 

 

 Experiments showed that training and using multiple 

classifiers for the same problem and then take the class 

which the majority selected improves the accuracy of the 

classification The processes work mostly autonomous and 

do not require much human interaction. Only for collecting 

and labelling sample data are humans needed. The results 

were encouraging and have an accuracy of 61 percent. 

 

 The CNN algorithm is identified to be superior and 

can work alone after the data is setup. Due to the simplicity 

of the concepts, it is possible to change the algorithms and 

include new functions to increase the scope of the 

application as well. 
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